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Аннотация: К главным достоинствам цифровой экономики относятся: широкое использование Интернета и рост цифровых 
навыков; повышение инновационной и инвестиционной активности; расширение рынков наукоемких услуг и технологий; 
диверсификация рынков труда и услуг; инклюзивное развитие в регионах и т.д. Цифровая экономика благоприятно влияет 
на продуктивность труда и на способность компаний конкурировать между собой, снижаются издержки производства, увели-
чивается количество высокоэффективных рабочих мест, что способствует повышению благосостояния общества и обеспе-
чению национальной безопасности. Цель настоящего исследования заключается в определении основных проблем процес-
са цифровизации в России, с которыми российское общество может встретиться или уже столкнулось в ходе внедрения в 
жизнь и производство новых технологий и знаний, полученных в качестве итога четвертой научно-технической революции.

Активирование развития бизнеса в области компьютерных информационных технологий и телекоммуникаций, а также 
создание необходимой экономической среды способствует: увеличению предложений информационных, технических и 
технологических продуктов, которые связаны с использованием компьютеров и компьютерных сетей, усилению государ-
ственного научно-технического потенциала; увеличению спроса субъектов государственной экономики на продукты, кото-
рые созданы и используются для создания информационно-компьютерных технологий; увеличению инвестиций информа-
ционно-компьютерной сферы, областей внедрения таких технологий в разных экономических отраслях. Главными резуль-
татами, которые ожидаются от цифровизации экономики, являются: увеличение уровня и качества жизни граждан; введе-
ние новых рабочих мест; уравнивание диспропорций между регионами; увеличение производительности труда и рента-
бельности корпораций; обеспечение надежного экономического роста.
Ключевые слова: цифровизация, цифровая экономика, цифровые технологии, перспективы развития
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Abstract: The main advantages of the digital economy include the widespread use of the Internet and growth of digital skills, 
increased innovation and investment activity, expansion of markets for knowledge-intensive services and technologies, 
diversification of labor and service markets, inclusive development in regions, etc. The digital economy benefits productivity and 
competition between companies, reduces production costs, increases the number of high-performance jobs, enhances public 
welfare, and ensures national security. The purpose of the study is to identify the main problems of the digitalization process in 
Russia, which the Russian society may meet or have already faced during the introduction and use of new technologies and 
knowledge obtained as a result of the fourth scientific and technological revolution.

Active business development in the field of computer information technology and telecommunications, as well as the creation 
of the necessary economic environment, contributes to an increase in the supply of information, technical and technological 
products that are associated with the use of computers and computer networks, strengthening the state scientific and technological 
potential, increase in demand for domestic information products, which are created and used for the production of information and 
computer technology, increase investment in information and computer sphere, as well as areas of implementation of such 
technologies in various economic sectors. Digitalization of economy will raise the quality of life for citizens, introduce new jobs, 
reduce regional disparities, increase labor productivity and corporate profitability, as well as ensure economic growth.
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Introduction
The purpose of the study is to identify the main 
problems of the digitalization process in Russia, which 
the Russian society may face or have already faced 
during the introduction and use of new technologies and 
knowledge obtained as a result of the fourth scientific and 
technological revolution. All identified problems will be 
taken into account and examined when further reforming 
and financing already existing government programs. In 
addition, to support the development of digital economy, 
new programs can be created to reduce the possible risks 
associated with both the growth of unemployment and 
the decline in the number of ICT specialists.

The article examines the works of the leading Rus-
sian scientists, analyzes statistical data on the process 
of digitalization in the country and related phenomena, 
and discusses the National Project “Digital Economy”. 
The research methodology is based on general methods 
of knowledge: comparative analysis and rating, economic 
and mathematical modeling, observation, and fact-gath-
ering.

Results and discussion
The term “digital economy” first appeared in 1995 in 
“The digital economy: promise and peril in the age of 
networked intelligence” by D. Tapscott.

In current world practice, experts mainly use three 
methods to calculate the relevant indices to assess the 
level of development of a country’s digital economy: Net-
worked Readiness Index (NRI), e-commerce readiness 
(E-Readiness Index (ERI)), Information Society Index 
(ISI) [Kvilinsky et al., 2019. P. 149].

Digital economy includes information and communi-
cation technologies as a method for increasing the effi-
ciency of production, distribution, and use of the results 
of economic activity [Babanov, 2017. P. 255].

One of the main problems in the development of Rus-
sia’s digital economy is the low level of digital literacy of 
the population. According to NAFI research, in 2020, the 
share of digital literacy of citizens was only 27 % [Abdra-
khmanova, 2020. P. 203].

The problem of insufficient technology level is also 
essential. The sphere of domestic computer and telecom-
munications equipment requires development. It is rec-
ommended to use digital technology in as many spheres 
of life as possible. This will encourage all market partic-
ipants to work together in a single information network, 
reduce transaction costs, and transform the distribution 
of labor. The main factor in the implementation of this 
idea is broadband Internet coverage of the entire territo-
ry of the Russian Federation.

One of the leading problems of the digital economy in 
Russia is data security. The existing security system is in-
sufficient to prevent economic crime, so the development 
of the digital economy must be combined with the im-
provement of the security system [Sturgeon, 2021. P. 35].

During the transition to a digital economy, there is a 
chance that different regions will be differently prepared 

for digitalization. In this case, it is necessary to introduce 
a corresponding federal law when the regions would have 
the right to issue specific acts to simplify and facilitate the 
implementation of the digital economy.

An additional factor slowing the development of the 
digital economy in Russia is the lack of IT specialists. Only 
15  % of all IT graduates (out of 25,000) have sufficient 
knowledge for employment [Kader, 2020. P. 74].

In the global market, Russia’s share of industrial ro-
bots is only 0.15  %. In 2019, 958 manufacturing robots 
were sold in the Russian Federation (98 more than in 
2018), and only 4.8 % of them were produced in Russia. 
In Russia, the use of domestically produced robots is 
much lower compared to other countries. In this regard, 
there is a problem of modernization and robotization of 
current production facilities for their highest efficiency 
and competitiveness [Abdrakhmanova, 2020. P. 73].

Here are some reasons that hinder the development of 
robotics in Russia:
•	 insufficient number of narrowly focused professionals;
•	 insufficient qualification of the general mass of work-

ers and engineers for learning robotics;
•	 insufficient number of domestic production technolo-

gies and the availability of imported analogues;
•	 absence of the necessary domestically produced elec-

tronic basis, the assembly of technological devices is 
made from foreign components and according to their 
own technologies;

•	 lack of design software, low level of infrastructure;
•	 poor funding, low level of development of the robotics 

market;
•	 the Russian Federation does not have its own interna-

tional companies that participate in the development 
of start-ups and their introduction to the global mar-
ket;

•	 inappropriate distribution of the budget of enterpris-
es, which prevents the development of an industrial 
cluster according to current global traditions;

•	 absence of a regulatory framework;
•	 insufficient state support for robotics;
•	 lack of state support for innovative start-up compa-

nies, etc. [Abdrakhmanova, 2020. P. 111].
It can be concluded that it is necessary to increase the 

digital literacy of the population, improve domestically 
produced telecommunications and computer equipment, 
provide broadband Internet coverage throughout the 
country, develop a new security system for the digital 
economy, adopt an appropriate federal law concerning 
the regions, which simplifies and accelerates the imple-
mentation of the digital economy throughout the country 
[Abdrakhmanova, 2020. P. 202].

According to experts from McKinsey, Russia is not 
a leader in the growth of the digital economy in many 
regards, such as the degree of digitalization, the share of 
this area in the country’s GDP, the slow level of techno-
logical development. The share of the digital economy in 
Russia’s GDP is 3.9 %, which is 2–3 times lower than that 
of the leading countries. At the same time, the Russian 
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According to domestic companies, the most 
promising areas of robotics use in manufac-
turing are cloud technologies, artificial intelli-
gence technologies (machine vision and learn-
ing, adaptive control algorithms, etc.), manip-
ulators, wireless technologies, 3D Area sensor, 
various types of robots (exoskeletons, drones, 
nanorobots, patrolling drones), and production 
areas (laser welding/cutting, 3D printing tech-
nology, technical vision system, etc.) [Abdra-
khmanova, 2020. P. 10].

For the economy, the use of such systems is 
initially associated with the ability to monitor 
the implementation of state-important projects 
in various areas, including industrial produc-
tion, construction, military, and rescue opera-
tions. In addition to economic planning of pro-
cesses of diverse nature, robotic systems united 
by one information network can solve many 
regional and state-managed tasks [Kvilinsky, 
2019. P. 147].

An important component of the digital 
economy is the concept of “e-government”, 
which involves three fundamental elements:

•	 easy 24/7 access to information in the sphere of state 
and municipal services by using the Internet, regard-
less of the location of the citizen;

•	 automation and informatization of bureaucratic pro-
cesses through modern technologies;

•	 ensuring the “openness” in the work of state and 
municipal governments and the full participation of 
citizens in democratic actions.
Russia has an intellectual and scientific base, which is 

supported by a secondary and higher system of technical 
education. Russian specialists are traditionally strong in 
applied fields that are especially in demand in the digital 
age: software development, ensuring a high level of cy-
bersecurity, and the use of artificial intelligence.

According to the researchers, now there are favorable 
conditions for reducing dependence on imports, and Rus-
sian specialists are increasing exports of domestic prod-
ucts in the field of digital technology to the international 
market. These factors include the weakening of the ruble, 
the implementation of import substitution under the su-
pervision of government policy, as well as tax incentives 
for domestic developers. To succeed and take one of the 
leading positions as a software exporter, the Russian Fed-
eration needs to ensure an average annual growth rate 
that will be ahead of its competitors. To cope with this sit-
uation, we need to start exporting our licensed products 
and services with increased value in promising segments. 
Also, the presence of developing countries in the market, 
where the growth of the digital economy is moving faster 
than in traditional Russian markets, should be increased.

The process of digitalization of Russia’s economy 
can be considered a relatively new phenomenon, which, 
together with the global accelerated development of tech-
nology, can radically change both the country’s economy 

Federation has all the necessary initial stages for further 
development and implementation of digital technology, 
including the growth rate of the corresponding spheres 
[Grigorescu, 2021. P. 12].

According to RAEC (Russian Association for Electronic 
Communications), from 2016 to 2019, the country’s Inter-
net economy grew by an average of 15–20 % per year. The 
four main elements of the industry are advertising and 
marketing, e-commerce, infrastructure and communica-
tions, and digital content. In 2019, the total contribution 
of these elements to the country’s GDP represented 4.7 
trillion rubles; in 2020 (with the addition of the mobile 
economy), it reached 6.4 trillion rubles. Despite the coro-
navirus-related crisis in many sectors of the economy, the 
total increase in the contribution of these elements to the 
economy was 15–16 % [Abdrakhmanova, 2020. P. 24].

Improvements in intelligent control and data pro-
cessing technologies mark a new stage in the production 
and use of robotic systems due to advances in the fields 
of energy, mechanical engineering, microprocessor tech-
nology, and telecommunications [Manko, 2015. P. 156]. 
The automation of production processes using industrial 
robots is practiced by such Russian companies as “FA-
NUC”, “Intellectual Robot Systems” LLC, “Belfingroup”, 
“VECTOR GROUP” LLC, “FAM-Robotics”, etc. [Malyshkin, 
2018. P. 79]. According to Russian companies, the most 
promising industrial areas for robotics application are 
the military industry (46.6 %), mining and automotive in-
dustry (13.3 %), electronic and wood processing industry 
(6.6 %) [Abdrakhmanova, 2020. P. 104].

Figure 1. Results of assessing Russia’s readiness for the digital 
economy [compiled by the author]
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and all spheres of human life. Particular attention should 
be paid to the consideration of the National Project “Dig-
ital Economy”, the budget of which is 1.6 trillion rubles, 
with more than 1 trillion rubles allocated from the federal 
budget. This shows an increased interest of the Govern-
ment of the Russian Federation in the implementation of 
the project [Abdrakhmanova, 2020. P. 10].

To define the main problems of digitalization, it is 
necessary to study the issue related to the state of the 
country’s digital economy. Let us consider the results of 
the assessment of Russia’s readiness for the digital econo-
my based on the World Bank report [World Bank..., 2018].

Figure 1 shows the principal indicators that charac-
terize the readiness of the country to fully transition to 
digital economy with a switch from the traditional way of 
doing not only the economy of organizations but also the 
state. The data show a relatively average level of the coun-
try’s readiness for the transition to the digital economy. 
The indicators “Trust and Security”, “Digital Infrastruc-
ture”, and “Digital Citizens and Platforms” are rated 4. The 
rest of the indicators have rating of 3 out of 5, showing the 
need for further development of these sectors.

Figure 2 shows the dynamics of spending on the de-
velopment of the digital economy as a percentage of the 
GDP of the Russian Federation [Abdrakhmanova, 2020. 
P. 69].

We can see a trend towards a steady increase in do-
mestic spending on the digital economy development over 
the analyzed period. This indicates a state policy aimed at 
sustainable development without any unexpected leaps, 
which is the most beneficial way to achieve the goal. If we 
think from the point of view of systems’ development, a 
smooth transition to an increase in the volume of costs, 
provided that the level of GDP also increases, will allow 
us to mobilize financial and human resources for a given 
period and then move on to accelerated development. Al-
though the Russian Federation is currently at the stage of 
initial development of the digital economy, in comparison 
with Western countries and the United States, where the 

level of development of the digital 
economy currently exceeds Russia’s, 
the Government has chosen the most 
optimal and effective method of ad-
dressing the problems of competi-
tiveness and maintaining its position 
on the global market in terms of the 
prospects of the country’s economy. 
It should also be taken into account 
that compared to other countries, 
Russia began the process of digitali-
zation much later.

For the last 5 years, Russia has 
been in a difficult position due to the 
aggravation of the geopolitical situa-
tion in the world arena. This, in turn, 
affects both the state of the main 
spheres of life of the country’s citi-
zens and the development of infor-

mation technologies and the digitalization of the econo-
my [Abdrakhmanova, 2019. P. 10]. We need to understand 
that to maintain its place on the world stage, Russia needs 
to transition to digital economy. After all, the discoveries 
and merits, as well as the rich natural resources that Rus-
sia has made in the last 30 years, are no longer enough.

Now there is a tendency for Russia to lag behind 
western countries in terms of information technology 
development, which will ultimately lead to a decrease in 
Russia’s prestige in the world arena and the low compet-
itiveness of Russian companies.

It is difficult to name the main problems that Russian 
society is currently facing on the way to the digitalization 
of the economy and the development of information tech-
nologies since they are already a system of problems that 
shapeshift and adapt to changes on the scale of the whole 
country.

First of all, it is a problem associated with high dif-
ferentiation between the federal center and the regions. 
Technology and events typical of big and prosperous 
cities are still unusual in less affluent regions and small 
towns. This problem leads to a decrease in the objec-
tivity of the assessment of the state and level of devel-
opment of the digital economy in the country since the 
strong correlation of data leads to inaccuracies in the 
resulting calculations and, consequently, reduces the 
accuracy of econometric models built based on data 
from the whole country. The problem of the inaccuracy 
of conditional models of the digital economy develop-
ment leads to the need for the detailed consideration of 
the situation in each constituent entity and the creation 
of individual models. That is, the state needs to use 
approach when it has to select and create programs for 
the development of the digital economy of constituent 
entities that differ from each other; to some extent, it 
imposes additional obligations on state-federal bodies, 
since the personnel level in the field of information 
technology and digitalization in the bodies of constitu-
ent entities is much lower.
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Figure 2. Costs for developing digital economy  
[Abdrakhmanova, 2020. P. 69]
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Figure 3. The share of ICT specialists by country [Abdrakhmanova, 2020. P. 35]

Figure 5. The use of the Internet by the population (based on the materials of sample surveys of the 
population on the use of ICT; as a percentage of the total population) [Abdrakhmanova, 2020. P. 10]
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Figure 4. Interaction of the population with public authorities and local self-government  
[Abdrakhmanova, 2020. P. 35]
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In recent years, the Russian economy has been char-
acterized by increased investment in financial markets, 
while the real sector is bypassed by domestic investors, 
who prefer to invest in foreign companies or Russian gov-
ernment securities. Such a policy leads to a lack of funding 
of fixed assets and does not allow creating the necessary 
technical base for the modernization of production or a 
qualitatively new digital production. Companies cannot 
afford expensive equipment for the transition to a new 
form of production, and also, such a national trait as a de-
nial at the first stages of everything new is involved here. 
Executives prefer to stick to traditional ways of managing 
organizations.

The problem of unemployment has always been acute 
in the Russian Federation. According to the Unified Portal 
of the Budget System of the Russian Federation, Russia 
ranks 106th out of 185 for the total level of unemploy-
ment in the country [Unified Portal of the Budget System 
of the Russian Federation, 2020]. The figure for 2020 is 
5.1 % of the total workforce, which could be considered 
a relatively positive indicator, but there is a “nuance”. It 
should be taken into account that the process of digitali-
zation involves the transition from the traditional way of 
doing business to a digital one with the use of information 
technology. If we look at the employee structure in an 
organization, due to digitalization, many people will lose 
their jobs because their duties can be safely performed by 
powerful computers with built-in artificial intelligence. In 
March 2020, at one of the meetings of the State Duma, the 
issue of dismissal of more than 15 million people due to 
the digitalization of economy in the coming years was dis-
cussed. These figures are considerably high on a national 
scale. The loss of jobs for 15 million people would lead to 
a sharp rise in unemployment and the inability of citizens 
to find work again. It would also cause severe damage to 
the country’s retirement system, which is based on the 
current level of employment.

There is also the issue of increasing the number 
of personnel occupied in the field of information and 
communication technology. Figure 3 shows the share of 
information and communication technology workers in 
certain countries [Abdrakhmanova, 2020. P. 35].

In this list of countries transitioning to digital econ-
omy, the Russian Federation is at the very end. As men-
tioned earlier, Russia’s lagging behind other countries 
largely depends on the fact that the country has em-
barked on digitalization relatively recently. The National 
Project “Digital Economy” says that by 2024, more than 
120 thousand people will receive higher education in 
information technology areas, and the number of trained 
specialists will increase from 30 thousand in 2019 to 
270 thousand in 2024. These activities will increase the 
number of people employed in ICT, but we cannot deter-
mine how this will affect the total figure of the working 
population in the country. If we do not take into account 
the growth of unemployment, these measures are very 
effective since new areas of education related to ICTs will 
be created. Also, the factor ensuring the future growth of 

the number of students studying in such areas will be that 
in the process of implementing the National Project “Digi-
tal Economy” and the development of the digital economy 
itself, the prestige and salaries of these professions will 
increase significantly.

The issue of data protection and safe transition to 
digital economy is a significant problem that needs to be 
addressed right now. The digitalization of the economy 
implies a transition to the Internet of Things. The Inter-
net of Things is an interconnected system of equipment, 
computers, etc., connected to a single center. This technol-
ogy allows for remote manipulation of the technical base 
and reduces the need of “manual work”. However, such 
production ecosystems require cloud servers capable of 
storing and processing all incoming information to run 
smoothly and efficiently. Here another problem arises 
since, according to current legislation, all information 
related to Russian individuals and legal entities must 
be stored within the territory of the country. We should 
also note the lack of legislation regulating the use of the 
Internet of Things. Gaps in the current legislation make 
it possible to illegally use these technologies, which will 
help cyber criminals involved in the declassification and 
theft of confidential information in this area.

In 2020, the whole world faced a global problem that 
changed the life as we know it. The COVID-19 pandemic 
forced almost all countries to adopt quarantine measures 
to restrain the spread of the disease (Yang, 2021. P. 201). 
With the restriction of social contacts, Russia’s digital 
economy and information technology have revealed weak-
nesses that may have been ignored before due to specific 
reasons related to non-urgency in addressing them.

During the regime of self-isolation, many citizens and 
organizations needed to apply to government agencies 
to obtain certain services or benefits online. Since the 
regions lagged behind the federal center in terms of the 
development of Internet networks and related equip-
ment, problems arose related to receiving services or 
benefits without physically visiting government offices. 
It turned out that in creating conditional instructions and 
rules, the federal authorities did not take into account the 
peculiarities of the development of remote systems in the 
regions lagging behind. Now, citizens can receive public 
services remotely through the “Public services portal of 
the Russian Federation”, which requires identification in 
specialized institutions, and this is extremely difficult in 
the regime of self-isolation.

Figure 4 presents statistics on the interaction be-
tween the population and public authorities and local 
self-governments. The data shows that in 2018, only 
54.5 % of the population interacted with public author-
ities and local self-government through official websites 
and portals. For a digital society, these numbers are nota-
bly low since it indicates either the underdevelopment of 
electronic resources for service delivery or the problems 
that exist with identifying and being able to use these 
resources. The second option is most common in the Rus-
sian Federation because if you want to access electronic 

Figure 3. The share of ICT specialists by country [Abdrakhmanova, 2020. P. 35]
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services, you must first sign in to specialized institutions.
The availability of broadband internet connection 

throughout the country is one of the most significant fac-
tors in the state’s transition to digital economy. As a con-
sequence of the coronavirus pandemic, working with elec-
tronic government resources via the Internet is extremely 
important. Currently, all developed countries use 4G Inter-
net, which provides high speed to interact and manage mas-
sive data. In recent years, a new generation of networks has 
been developed that allows you to perform data processing 
operations almost instantly. The new generation network is 
called 5G. In the next 4 years, this technology will be final-
ized and later applied throughout the country.

Figure 5 [Abdrakhmanova, 2020. P. 102] shows in-
dicators characterizing the proportion of the population 
with the ability to use the Internet for specific household 
or production tasks.

In 3 months of 2018, 80.9  % of respondents used 
the Internet. At the same time, there is a decrease in the 
dynamics of respondents who have never used the Inter-
net. Compared to previous years, the rate of growth of 
this indicator in 2017 and 2018 is 15.1 % and 22.09 %, 
which indicates the increasing spread of the Internet. 
Nevertheless, in 2018, the figure was 12.7 %, higher than 
in the rest of the developed countries, and indicates the 
need to take measures to expand the areas covered by 
the Internet.

The coronavirus pandemic halted the work of many 
businesses in the country and slowed the growth of the 
Russian economy, while the national budget allocated 
enormous funds to support businesses and the popula-

tion. This will affect the implementation of not only the 
“Digital Economy” project but also the other national 
projects. At present, no changes or delays in the imple-
mentation of projects have been announced by the state 
authorities; however, this will inevitably happen if the 
situation does not improve.

Conclusion
Based on the results of the study, we can conclude that 
the Russian economy is now in a state of transition. 
The government is focused on the transition to digital 
economy using state programs to develop technology, 
cybersecurity, and human capital. We know that 
enormous funds from the federal budget and the budgets 
of the constituent entities are being allocated to achieve 
this goal. But we also see that society is not ready for 
this transition: the development and provision of the 
expensive technical base; lack of interest from foreign 
investors, who were the main sources of funding for 
the real sector of the Russian economy; differentiation 
between the constituent entities and the federal center; 
high risks of rising unemployment due to the inability 
to retrain workers and automation of production. These 
factors also include the coronavirus pandemic, which 
revealed new challenges in the transition to digitalization.

The transition to the digital economy will not be pos-
sible without solving the existing problems. This means 
that along with the implementation of the National Proj-
ect “Digital Economy”, we need to pay attention to existing 
shortcomings and eliminate them to maximize the effect 
of the measures taken.
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