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Period tracking apps allow for tracking and monito-
ring various aspects of reproductive health, making 
them a convenient and popular choice for personal 
tracking. However, concerns have been raised regar-
ding the data-sharing practices of such apps. Against 
this background, the study at hand investigated the 
perceived privacy risks of period trackers and con-
nection to knowledge about data sharing practices 
among German users. Exploratory analyses reveal 
that users who actively use period trackers have a 
lower risk perception than those who have discon-
tinued the use. Additionally, perceived knowledge 
of data sharing practices of period trackers shows a 
negative relation with risk perception.

Perioden-Tracking-Apps sind für viele Menschen ein 
beliebtes Mittel für die Überwachung verschiedener 
Aspekte der reproduktiven Gesundheit. Gleichzeitig 
gibt es jedoch zahlreiche Bedenken hinsichtlich der 
Datenweitergabepraktiken solcher Apps. Die vor-
liegende Studie untersucht die wahrgenommenen 
Datenschutzrisiken von Perioden-Trackern sowie 
die Rolle von Wissen über Datenweitergabepraktiken 
unter deutschen Nutzenden. Die explorativen Ana-
lysen zeigen, dass Nutzende, die Perioden-Tracker 
aktiv verwenden, eine geringere Risikowahrnehmung 
haben als solche, die die Verwendung eingestellt 
haben. Darüber hinaus steht das wahrgenommene 
domänenspezifische Wissen über den Umgang mit 
Daten von Perioden-Trackern in einem negativen 
Zusammenhang mit der Risikowahrnehmung.
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The accelerated global diffusion of informa-
tion and communications technology (ICT) 
has led to a significant increase in the use 
of mHealth, i.e., the use of mobile apps for 
healthcare. While such applications can be 
useful for many purposes and users, at the 
same time, the discussion surrounding the 
sharing of healthcare data has been a preva-
lent issue in recent years (Schnall et al., 2015; 
Schroeder et al., 2022). The recent significant 
changes in the legislation regulating abortions 
in the United States intensified these discus-
sions. The loss of federal protection for abor-

tion rights by the Supreme Court’s decision to 
overturn Roe v. Wade in the US has sparked 
serious data privacy concerns over the abuse 
of medical records as well as information gen-
erated from a person’s online activity world-
wide (Somberg, 2022). One main concern is 
that reproductive health information collected 
by such apps may be used to infer whether 
someone is seeking an abortion. Even prior 
to this, concerns have been voiced world-
wide about the quantity of data and metadata 
gathered and traded to third parties by most 
reproductive health apps (Alfawzan et al., 
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track and analyse their menstrual cycles and 
other related factors, such as birth control 
(Levy & Romo-Avilés, 2019). At present, over 
200 million individuals worldwide are esti-
mated to use period trackers (Healy, 2021).

To investigate the use of period tracking 
apps and associated perceptions of privacy 
risks, we conducted an online survey among 
individuals who are or have been using such 
apps. A total of 146 participants took part in 
the survey which was fielded between Novem-
ber 28th and December 19th, 2022. Regarding 
general usage, 82.2% of participants (i.e., 120 
individuals) stated that they actively used 
period trackers at the time of their response. 
Figure 1 shows the reasons why active users are 
currently using a period tracker. Out of these, 
the majority (93.3%) use the app for tracking 
their menstrual cycle, while over half of them 
(58.3%) also want to better understand their 
cycle. Other reasons were predicting premen-
strual syndrome (PMS), symptoms of endome-
triosis or using the app to have better control 
over their fertility. 17.8% (i.e., 26 participants) 
in our sample have used period trackers in 
the past but have stopped to do so. Figure 2 
displays the reasons for discontinuing the use 
of period trackers. 38.5% of the respondents 
stated that the app was no longer needed, while 
8 (30.7%) stopped using the app due to data pri-
vacy reasons. Out of the 7 people who specified 

2022). How perceptions of privacy risks may 
have changed in particular after the legislative 
changes regarding abortions within the US is, 
however, still unclear.

In the study we present in this article, we 
investigated how users perceive the privacy 
risks associated with data sharing via period 
trackers, particularly in light of these recent 
political developments. We especially look at 
the role of knowledge about data privacy and 
usage patterns regarding other mHealth apps, 
on the condition of being active users or having 
used period trackers in the past.

mHealth Usage and Period 
Trackers

Mobile Health (mHealth) refers to the use of 
mobile-enabled applications for collecting 
and providing health care information (Azhar 
& Dhillon, 2018). These applications offer the 
potential for users to continuously monitor 
and promote their health and well-being, 
detect issues early, or have an improved access 
to healthcare (Papageorgiou et al., 2018). One 
type of mHealth applications are period 
tracking apps, which have become increas-
ingly popular over the years. As a subgroup 
of mHealth applications, they allow users to 

Figure 1	 Reasons for using period trackers. Figure 2	 Reasons for discontinuing period trackers.
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other reasons, all stated that they currently do 
not have their period (due to contraception or 
pregnancy).

Data Privacy Issues and 
Information Sharing

Despite their potential benefits, the collection, 
storage, and sharing of personal health data 
by these digital apps also raise privacy con-
cerns. While the sharing of user data collected 
through health apps is a common practice, it 
is currently largely unregulated. For exam-
ple, in 2022, a study looking at online cancer 
patient communities found that sensitive 
health data was funneled through cross-site 
tracking to Facebook, where it was used for 
marketing purposes (Downing & Perakslis, 
2022). Further, previous research has shown 
that popular period trackers have significant 

Period Trackers and Perceived 
Privacy Risk

Regardless of these findings, existing research 
provides an unclear picture of how users 
perceive these issues. On the one hand, some 
researchers have highlighted a lack of con-
cern among app users when it comes to data 
privacy and the sharing of personal informa-
tion. For example, Hohmann-Marriott (2021) 
found that many users had not given much 
thought to these issues, deeming them largely 
unimportant. In a similar vein, a study from 
the UK showed that particularly among “dig-
ital natives”, there is a sense of indifference 
toward data privacy (Broad et al., 2022). Par-
ticipants saw the sharing of personal data and 
companies’ access to it as standard procedure. 
On the other hand, research has found that 
the actual intention to use mHealth applica-
tions, such as period trackers, may be heavily 
influenced by an individual’s perceived risks 
associated with data disclosure, i.e. the belief 
that the use of mHealth applications may lead 
to abuse of personal information (Deng et al., 
2018).

In that regard, when assessing risk per-
ception in relation to mHealth, perceived pri-
vacy risk seems especially relevant. Perceived 
privacy risk refers to the extent to which an 
individual believes personal information 
abuse or privacy harm may occur because of 
mHealth application use (Klaver et al., 2021, p. 
2). According to Bhatia & Breaux (2018), there 
are seven privacy harms leading to perceived 
privacy risk (see Table 1).

Previous research has found that people are 
less likely to perceive privacy risks when they 
are associated with specific benefits, such as 
lifestyle improvements (Park et al., 2019). This 
means that individuals who see a great benefit 
in using mHealth technology are less likely to 
see privacy risks than those who do not see 
any benefits.

Data security professionals 
have warned about the vast 
amounts of data that these 
apps collect and sell to third 
parties. «

»

shortcomings in terms of data privacy, shar-
ing, and security standards. They also fail to 
comply with regulations of the EU General 
Data Protection Regulation (GDPR) (Alfawzan 
et al., 2022). Additionally, a general unease has 
been expressed about the amount of data and 
metadata collected and and sold to third par-
ties by most period trackers (Alfawzan et al., 
2022). Even before the aforementioned debate 
surrounding the overturn of Roe v. Wade, data 
security professionals have warned about the 
vast amounts of data that these apps collect 
and sell to third parties, such as Facebook, 
or even law enforcement agencies, on a large 
scale (Borges et al., 2018; Mozilla Foundation, 
n.d.).
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What Did We Find in Our Study? 
We measured perceived privacy risk by using 
the framework of Bhatia and Breaux (2018). 
Specifically, we asked the participants to what 
extent they experience the respective privacy 
harm when using period tracking apps on a 
scale from 1 to 5.

Overall, our results show a relatively low 
risk perception in our sample. With 1 being the 
lowest and 5 the highest value, the participants 
stated an average perceived privacy risk of 2.3. 
Considering the different privacy harms, the 
feeling of pressure to reveal personal informa-
tion (Induced Disclosure) as well as the feeling 
of being tracked and monitored (Surveillance) 
were the least prominent. In contrast, users 
felt more strongly that lapses in security aimed 
at protecting personal information (Insecurity) 
may exist and that they are unable to access or 
control their personal information (Unwanted 
Restriction). Although this was not part of our 
research objectives, we found significant differ-
ences between active and past users. Overall, 
participants who stopped using period trackers 
reported a 20% higher perceived privacy risk 
than those who are currently using period 
trackers.1 When looking at the reasons why 
participants had decided to discontinue using 
the tracking apps, 30.8% stated they stopped 
due to data privacy reasons. This is in line 
with previous mHealth research showing that 

1	 We calculated a Wilcoxon rank sum test with W = 
790, p < 0.01, r = 0.33.

the intention to use depends – among other 
things – on how individuals perceive privacy 
risks (Azhar & Dhillon, 2018).

Other studies also demonstrated that when 
perceived privacy risks are low, they are likely 
outweighed by the benefits provided by the app 
(Bhatia & Breaux, 2018; Park et al., 2019). In 
our case, most active users value being able to 
track their period as well as better understand 
their menstrual cycle, especially in relation to 
co-occurring conditions, such as PMS or endo-
metriosis. This could also be an explanation 
for higher risk perception in those who do not 
use the apps anymore since the benefits when 
using the app could most likely not outweigh 
the perceived privacy risks anymore.

The Role of Knowledge

Studies on risk perception indicate that having 
domain-specific knowledge about risks can 
significantly improve one’s ability to evaluate 
potential hazards. This means that when faced 
with a potential risk, experts and non-experts 
tend to approach the situation differently 
(Siegrist & Árvai, 2020). Experts already pos-
sess the required knowledge to make accurate 
risk assessments, whereas non-experts typi-
cally have a more general understanding of 
the situation, which can lead to an inadequate 
perception of the risk involved. According 
to Larsen et al. (2022), more knowledge or 

Table 1	 Privacy Harms as in Perceived Privacy Risk.

Appropriation The feeling of personal information being used unexpectedly

Distortion The feeling that others are using or sharing inaccurate, misleading, or incomplete 
information about the user

Induced Disclosure The feeling of pressure to reveal personal information to others

Insecurity The feeling that lapses in security aimed at protecting your personal information exist

Surveillance The feeling of being tracked or monitored

Unanticipated Revelation The feeling that user information is being revealed or exposed

Unwanted Restriction The feeling of being unable to access or control personal information
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even awareness of privacy issues can thereby 
manifest in a lower risk perception regarding 
data sharing. Others argue that users with 
the necessary knowledge about data sharing 
practices may be more likely to tolerate the 
potential misuse of personal information 
(Schroeder et al., 2022). In online privacy 
literacy research, it has also been suggested 
that users may lack the knowledge to behave 
in ways that can mitigate the perceived risk 
(Masur et al., 2017). Overall, there is a scien-
tific argument for knowledge playing a role 
in shaping our perception of risk. However, 
there is no consensus on how it specifically 
influences this perception. In the framework 
established by Masur et al. (2017), knowledge 
about online privacy is defined by four pillars, 
which can be seen in Figure 3.

What Did We Find? 
The knowledge regarding online privacy was 
surprisingly high among our participants. 
Interestingly, however, and unlike what pre-
vious findings show, our results did not reveal 
a significant relationship between online 
privacy literacy and perceived privacy risk. 
Instead, we found a relationship between 
perceived domain-specific knowledge and 
perceived privacy risk, which is visualized in 
Figure 4. The findings show that individuals 
with higher perceived knowledge tend to have 
a lower risk perception. In addition, our results 
indicate that individuals who discontinued 
using period trackers have a higher overall 
risk perception.

Both user groups (active & past) achieved 
similar results for online data privacy literacy. 
With an average of 14.54, the respondents over-
all performed better than 67% of the popula-
tion according to the findings by Masur et al. 
(2017). However, while online privacy literacy 
was not related to risk perception, we found 
that this was the case for perceived domain-spe-
cific knowledge. In particular, the more users 
thought they knew about the data privacy prac-
tices of period trackers, the lower their privacy 
risk perception. Our findings, thus, conform 
with one of the previous narratives in related 
research: It can be argued that the majority of 
regular users are aware of data-sharing prac-
tices, but have grown accustomed to those and 
view them as a normal aspect of using the app 
(Broad et al., 2022; Hohmann-Marriott, 2021), 
which may lead to a lower risk perception 
(Larsen et al., 2022).

This also corre-
sponds with find-
ings on the so-called 
“privacy paradox”: 
Despite being aware 
of privacy risks on 
the internet, many 
users willingly pro-
vide personal infor-
mation in exchange 
for goods and per-
sonalized services Figure 3	 Knowledge of online privacy based on OPLIS (Masur et al., 2017).

Individuals with higher per-
ceived knowledge tend to have  
a lower risk perception. «

»
For our study, we used the online privacy 

scale (OPLIS), which is a questionnaire based 
on the four pillars shown below. This question-
naire captures the knowledge about privacy 
and data protection regarding online applica-
tions. As the questionnaire does not specifi-
cally measure knowledge for our domain and 
no validated scale for knowledge about data 
privacy and information sharing in mHealth/
period tracking apps exists yet, we included 
five questions for perceived knowledge specifi-
cally for period trackers.
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(Bhatia & Breaux, 2018). We suggest that 
further research about the privacy paradox 
regarding period tracking apps is necessary to 
understand the full picture. In that regard, a 
comparison between European countries and 
the US could, for example, reveal differences 
as to how local laws (e.g., the legal landscape 
surrounding abortion rights) can affect trade-
offs between benefits and risks while using 
period trackers.

What Could Further Research 
Look Like?

The limitations of this study are essential to 
consider when interpreting the findings, as 
they cannot be generalized. First and fore-
most, our survey was conducted in German. 
The personal data of German citizens is 
protected by the GDPR, so users may have a 
lower perception of data sharing risks since 
they know that their data is protected – at least 
to some degree. In the future, comparative 

studies with, e.g., the US may, hence, be infor-
mative. Further, it should be noted that with 
measuring perceived domain-specific knowl-
edge, our results cannot provide information 
about whether the perception of knowledge or 
the actual knowledge of data sharing in period 
trackers was responsible for the correlation 
with risk perception. This would be interesting 
to further disentangle in future research. The 
type of apps that respondents were using may 
also play an essential role. In our study, the 
most commonly used period tracker was Clue 
with 27.4%. According to the Mozilla Founda-
tion (n.d.), Clue is based in Germany, and its 
data use is governed by the European GDPR. 
However, nearly 20% used Flo, which attracted 
negative attention by sharing sensitive data 
with Facebook without prior disclosure (Gupta 
& Singer, 2021). Flo Health Inc., the company 
behind Flo App was founded in Belarus with 
current headquarters in England and USA (Flo 
App, Inc., n.d.; Khidekel, 2018). The relation-
ship between different data privacy regula-
tions of individual apps and perceived risk 
could be explored in further research.

Active Users Past Users

1 2 3 4 5 1 2 3 4 5
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Figure 4	 Scatter plot for the relationship between the variables risk perception and perceived 
domain-specific knowledge. We performed a linear regression analysis and the resulting 
model explained 15% of the variance in the outcome variable (R² = 0.15). It should be noted 
that the sample size for the groups is extremely unbalanced as we did not specifically set 
out to identify group differences between active and past users.
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Key Messages

Our study found that active users of period 
trackers have a relatively low perception of 
risks concerning data privacy and informa-
tion sharing, while those who have stopped 
using such apps perceive the risks to be sig-
nificantly higher. Our findings, thus, align 
with previous studies in mHealth research 
which have shown that the actual intention 
to use an app can be related to how individuals 
perceive privacy risks. Additionally, perceived 
domain-specific knowledge was associated 
with lower risk perception in our study.

In terms of practical implications for 
users, our results suggest that it is important 
for individuals to consider the data privacy 
and sharing practices of different companies 
when choosing a period tracker. This is partic-
ularly crucial in light of recent changes to laws 
surrounding reproductive rights in several 
countries, including the US, and to ensure the 
protection of personal privacy. The study by 
the Mozilla Foundation (n.d.) highlights clear 
distinctions between different apps in terms of 
their data sharing practices and privacy regula-
tions, and this is something that users should 
consider when deciding on an app.
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