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Abstract

Poland presents an interesting case study for Russian information warfare, as Russia’s strategies and methods
carry deeper meanings given the long history of antagonism between the two countries. Polish strategies
to counter Russian information warfare have been much more effective than those of other countries that
have fallen victim to this war tactic. In Poland, the Law and Justice Party has been tightening control over
the domestic political space and adding new physical structures—such as cybersecurity hardware, surveil-
lance mechanisms, and new federal agencies—that have contributed to its efforts to combat Russian infor-
mation warfare. At the same time, however, these methods have undermined the rule of law within Poland.

O ne of the greatest emerging threats to Polish
national security over the past decade has been the
increasing use of Russian information warfare, which
aims to create instability by widening political and social
divides both domestically and internationally. Given the
nation’s long history with Russia, Poland represents a sig-
nificant case study of Russian information warfare. Over
the last several decades, Poland has transformed from
a satellite state of the USSR into an independent state
that has joined the most important institutions of the
liberal international order: the EU and NATO. These
accessions have further strained Poland’s already difficult
relationship with Russia. Such hard feelings leave space
for Russian information warfare to manifest in strate-
gic ways and through various venues. However, the gov-
erning party in Poland, Law and Justice, has sought to
combat Russian information warfare even as it works to
undermine the rule of law domestically. This case study
seeks to tally the effective measures Poland has taken
to combat Russian information warfare while calculat-
ing the domestic costs.

A Long-Standing Contested Relationship

As a former satellite state of the USSR, Poland suffered
under Soviet occupation for decades, fueling negative
popular sentiments toward Russia. Once the USSR fell,
Poland regained real independence for the first time in
almost two centuries. The main objective of the newly
formed Polish government was to create a foreign policy
that protected this independence. Integration into the
international liberal order and further promotion of
democracy became the two pillars of foreign policy in
newly independent Poland (Kacewicz and Wenerski
2017, pg, 13). In order to further these two goals, the new
government sought to join the European Union (EU)
and the North Atlantic Treaty Organization (NATO).
These two institutions shape the way Poland approaches
Russian information warfare.

As a NATO member state, Poland must bring its
domestic laws into line with the international organiza-
tion, which has resulted in the strengthening of domes-
tic security measures focused on information security
(Kogut et al. 2021, p. 70). In addition, NATO relies
on member states to contribute to combating informa-
tion warfare. One example of this can be found in the
creation of the Center of Excellence NATO Coopera-
tive Cyber Defense (CCDCOE), which promotes the
implementation of new policies within the cybersecu-
rity realm (Colesniuc 2013, p. 127).

Although the relationship has been contested in
recent years, Poland’s accession to the EU has provided
the country with critical resources to further develop
the legal and physical structures needed to combat Rus-
sian propaganda. Like NATO, the EU secks to inte-
grate the security infrastructures and information sys-
tems of every member state into a cohesive whole. This
approach allows for member states like Poland to further
strengthen the structures that support information secu-
rity with direct resource allocation (Kogut et al. 2021,
p. 75). A specific example comes from the creation of
the Network of Computer Security Incident Response
Teams: each member state must house a response group
that works with the broader network of groups to secure
information systems in member states and within the EU
as a whole (European Agency for Cybersecurity 2022).

Russia’s Tools and Strategies

Russia claims that the West was the “first mover” when it

comes to using information warfare to gain political and

military advantage. The Russian leadership considers the

expansion of NATO, a decade of color revolutions, and

a deeply integrated EU to be threats (Sliwa and Antczak

2018, p. 23). In response, Russia has devised a number

of approaches that focus on Poland. These include:

e Cybersecurity Threats: Poland has witnessed a steady
increase in attacks on hardware, such as govern-
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ment servers, since the invasion of Ukraine began
(Reuters 2022).

*  Cyber Hacking: Efforts to leak data and critical
information, with a view to adversely affecting the
nation, include a government-wide leak in June 2021
(AP News 2021).

*  Media/ Online Warfare: Campaigns seeking to cre-
ate countering narratives to inflame divisions, such
as an extensive anti-NATO campaign (The Guard-
ian 2020).

» Historical Memory Warfare: Altering or erasing his-
torical facts with false narratives (Sukhankin 2020).

These four tactics define Russian information warfare
against Poland. Russian propagandists use different tac-
tics for different audiences; in the case of Poland, the
tactics used are a mix of those seen in Western coun-
tries such as the United States (i.e., media/online war-
fare) and those seen in neighboring countries such as
Ukraine (i.e., historical memory warfare). Ultimately,
the goal of Russian information warfare in Poland can
be summarized as attempting to destabilize national
security by impugning information security through
various outlets that call into question historical, politi-
cal, and social aspects of Polish statehood.

Impact of Russian Information Warfare in
Poland
Russian information warfare has negatively affected
Poland in various ways, ranging from intelligence leaks
to the physical destruction of historical landmarks. His-
torically speaking, Poland has ties with Russia, but these
are less significant than those Russia has with Ukraine,
making the desired outcome of Russian information
warfare different. Poland and Russia have frequently
fought over various issues, and given the significant
technological developments of the past two decades, this
conflict has spilled into the field of information secu-
rity. Polish identity has also changed significantly since
the fall of the USSR, with the country’s accession to the
EU and NATO allowing for Russian information war-
fare to be dispersed within Poland in ways more similar
to the countries that uphold these pillars of the liberal
international order (Cizik 2017, pg.15). Thus, Poland has
fallen victim to Russian information warfare in a blend
of ways, as both a historical adversary and a now-West-
ernized nation. The most immediate impacts of Russian
information warfare on Poland have been:
*  Weakening Hardware Network: Poland’s informa-
tion technology and computer networks have been
compromised due to their general accessibility and
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openness, making it possible for hackers to leak gov-
ernment information (Chojnacki 2012, p. 56-57).

e Creating Social Instability: Russia’s use of media/
online warfare and historical memory warfare fur-
ther support certain narratives of the Law and Jus-
tice Party, which itself benefits from inflaming polit-
ical divisions within Poland (Lucas and Pomeranzev
2016, p. 30).

* Intensifying Multilateral Tensions: The inflamma-
tory domestic effect of Russian information warfare
spills over into Poland’s relationships with regional
partners such as Ukraine (Belavusau et al. 2021,
p. 19-20).

The above impacts have greatly tested the integrity of

Poland’s internet infrastructure and the population’s

ability to resist Russian information warfare. Ironically,

Poland’s ruling Law and Justice Party itself benefits from

the anti-Western and anti-liberal narratives propagated

by Russian information warfare.

Poland’s Response

The Law and Justice Party has played a proactive role

in countering Russian propaganda, which has had the

effect of undermining the rule of law within the country.

Primary counter-tactics to Russian information warfare

by Poland include, but are not limited to:

e Tighter Legal Restrictions: The National Secu-
rity Strategy of 2014, National Anti-Terrorist Pro-
gramme (NATP) for 2015-2019, and the Strategy
for the Development of the National Security Sys-
tem of the Republic of Poland (2022).

¢ Restricted Access: The Act on Anti-Terrorist Activ-
ities of 2016, the creation of the Anti-Terrorist Center,
and the Government Center for Security have all
increased government surveillance of Polish society.

¢ Media Curation: The Law and Justice Party has
sought to impose media control, including attempt-
ing to take down the biggest independent television
company in Poland (Discovery+) in 2021.

Conclusion

Opverall, Polish measures to counter Russian informa-
tion warfare have primarily been taken through the legal
system and internet hardware. However, the Law and
Justice Party has implemented certain legal restrictions
that allow it to increase surveillance of the population
and clamp down on critical media outlets. Therefore, in
the case of Poland, combating Russian information war-
fare has come at the price of the rule of law.
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