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Digital Transformations in Drug-Related Crime:
Figurations, Interdependencies,
and Balances of Power

Julia Katherina Mahnken *

Abstract: »Digitale Transformationen in der Drogenkriminalitét: Figurationen,
Interdependenzen und Machtbalancen«. The effects of digital transformations
are already being researched in many ways in the context of the police. What
this body of work has in common is that it refers to current developments. My
research also focuses on current processes of change within a classic criminal
phenomenon but places it in the context of long-term processes in order to
derive both the resistances to innovation and possible specific opportunities
for organisational change that result. The online drug platform “Chemical
Revolution” serves as an exemplary case study. Norbert Elias’s figuration and
process sociological approach (expansion by Rammert’s concept of distrib-
uted action) enables an analysis at micro, meso, and macro levels. It shows
that long-term social processes continue under digital conditions and repro-
duce diverse modes of action. At the same time, power chances for crime in-
vestigation are shifting under digital conditions from consumers (micro-
crime) to markets (macro-phenomena). Although Elias himself did not deal
with digital technologies, this illustrative study nevertheless makes clear the
value of his process-oriented perspectives and tools (valencies, interdepend-
encies, power balances, figurations).

Keywords: Digital transformation, police organisation, micro-macro-analy-
sis, sociology of figuration and process, concept of distributed agency, drug
trafficking, platforms and infrastructures.

1. Introduction

“The world in which we live is an emergent world, it is humankind on the move.”
(Elias 1995, 40)
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As this case demonstrates, new digital possibilities are drivers of profound
changes. This case study will illustrate, the historically developed patterns of
interpretation that guide police action (official thinking in silos, responsibili-
ties, from case-to-case or person-to-person) no longer seem to suffice under
digital conditions (cf. Mahnken 2020, 18, following Kergel 2018, 45). The pre-
sumed novelty creates pressure for the police to act in terms of criminal pol-
icy (promotes techno-deterministic views?). In the German-speaking world,
there is already a variety of studies from different disciplines that investigate
how digital conditions affect the organisation police, including digitalization
(Ritter, Porschen-Hueck, and Neumer 2020), datafication (Egbert 2020;
Brayne 2021), technical innovations (Zurawski 2015; Reichertz and Wilz
2019), (digital) production conditions of inner security (Stegmaier and Feltes
2008; Heinrich 2009; Singelnstein and Stolle 2012; Ostermeier 2018; Puschke
and Singelnstein 2018; Berthel 2019), digital legal framework and obstacles
(Boehme-Nefler 2009, 2017; Brunhober 2018; Singelnstein 2018; Schlegel
2019; Hoffmann-Riem 2021), agility in administrations (Bartonitz et al.2018;
Lévesque and Vonhof 2018), digital leadership in a digital society (Lorenz
2018; Barthel 2019a), and digital and proactive policing (Riidiger and Bayerl
2018; Barthel 2019b; Egbert and Leese 2021). For the most part, they refer to
current processes.

The epistemological focus in this HSR Special Issue is to choose a different
approach. The contributions aim to explore digital transformation processes
in a process-oriented manner; consider novelty as “axiom of what is assumed
to be new” (cf. Baur et al. 2020; Hergesell and Biichner 2022, in this special
issue). My conceptual framework and illustrative case study echoes this as-
sumption and applies it to the field of police science and criminology. Using
case information on the drug platform called “Chemical Revolution,” I ex-
plore the question of how police practices concerning drug-related crime is
changing under digital conditions. Are current changes disruptive, or do ex-
isting practices continue? Which changes are specific to digitalization? Where
do established processes mutually strengthen one another, and where are
they weakened? How are the processes of change interwoven?

In the following, I will first introduce a process-oriented research perspec-
tive and Rammert’s understanding of digitalization to foster a deeper under-
standing of digital crime (chapter 1). Building on this, chapter 2 explains
Norbert Elias’s concepts and tools, as well as their extension to Rammert’s
STS? perspective. In the case study, the reconstruction of current processes is
carried out in comparison with a case from 1955 in order to pave the way for
a process perspective (chapter 3). It is followed by the identification of novel-
ties, ruptures, or continuations (chapter 4). The analysis reveals disparities
and tensions at different levels. The added value of the figuration and process

! Assumption that social changes are driven by technology.
2 Science and Technology Studies.
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sociological analysis perspective in the digitalization context of (police) or-
ganisations is summarised in the conclusion (chapter 5).

2.  Digital Crime and the Potential of a Figurational and
Process Sociological Perspective

With an illegal drug platform, the Chemical Revolution case suggests a focus
on drug and platform research with an empirical focus on current processes.
I choose a figurational and process sociological perspective to understand the
organisation, its structures, knowledge, and practices in its respective con-
texts (cf. Doppler 2018, 1). The prime focus is to understand how the organi-
sation police is acting in a digital crime context. With Elias’s analytical tools,
the case study reveals that this digitalization process is not (short-term) novel
causal connections, but an unplanned long-term social process. From a lon-
gitudinal perspective, surprisingly few of the “new” elements remain novel
under the magnifying glass of socio-historical contexts.

To begin with, a brief overview of findings in drug and platform research
will prove helpful. Digital drug trafficking is not a new phenomenon since it
appeared with the beginnings of the Internet (cf. Tzanetakis 2019, 477) but
marks a paradigm shift (cf. Aldridge and Décary Hétu 2014). In the course of
the so-called platformisation in the 2010s, digital drug trafficking has reached
a new dimension as it combined digital communication and payment trans-
actions, as well as a wide range of commodities. Among the first prominent
example was the closed platform Silk Road (cf. Van Hout and Bingham 2013).
Further research focuses on dimensions of internet-based drug trafficking
(cf. Kruithof et al. 2016; Demant et al. 2019), economic motivations (cf. An-
derson et al. 2021), and criminal structures (cf. Kasper and Bulanova-Hristova
2017) and trust (cf. Kamphausen and Werse 2019). In the domain of drug traf-
ficking, digitalization can be understood as “a socio-economic transfor-
mation initiated by the spread of digital technologies and their use and the
resulting networking” (Tzantetakis 2019, 482). From the current state of re-
search on crypto markets, the key change processes of digitalization (also ob-
served in the case of Chemical Revolution) highlighted are security versus
visibility, reduced risk, high availability and easy accessibility, customer
feedback as currency, free competition, and the postman as an unwitting
drug mule (Tzanetakis 2019, 482-8).

Platform research currently distinguishes between five interpretations of
platforms: (1) technical architecture, (2) economic markets, (3) form of or-
ganisation, (4) a new form of capitalism, and (5) as being of social, political,
and cultural significance (cf. Dolata 2019, 186-7). Whereas Tzanetakis stated
out crypto markets as a central term of drug research, Spagnoletti, Ceci, and
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Bygstad explore the functioning of “online black markets” (OBM) from an
economic and infrastructure perspective. They understand OBM as interme-
diary structures that enable transactions via online media by offering func-
tions for bringing together suppliers and customers, strengthening trust, and
exchanging market information (cf. Spagnoletti, Ceci, and Bygsgtad 2021). An
online illicit drug trafficking interesting perspective for further research is
offered by Ametowobla, as she identified platform architecture as structural
pattern in different phenomena.?

However, in these research fields, the focus is on current processes as well.
By contrast, the following case study will reveal the potential of an analytics
that includes long-term processes. While the figurative and process sociolog-
ical perspective has indeed been used in sociology of work, industry, and or-
ganisation and in political science, it is new to digitalization research as well
as in police science and criminology. In the sociology of work and industry,
figuration and process sociological studies provide valuable contributions to
organisational development by focusing also on the advancement of the or-
ganisation of work, as well as on the transformation of the so-called working
society (Frerichs 2014). The assumption is that it proves as productive in the
field of police science.

In particular, I assume that Elias’s concepts of temporality allow a deeper
understanding of the conditions under which digitalization processes are tak-
ing place (also in the case of Chemical Revolution). By focussing on asynchro-
nies, interactions between current developments, and emerging asymme-
tries in existing social processes, it reveals long-term social processes
responsible for current organisational reconfigurations (cf. Elias 2017, 10-4,
49, 82-3, 155f.; cf. Bidlo and Mahnken 2021, 132). Temporality is a central as-
pect (cf. Baur et al. 2020) of analysis, since, according to Elias, “dynamic, re-
productive or cyclical processes” (Eichener and Baumgart 2013, 49) with a
slower pace of change only become visible in longer observational periods of
sociogenesis. At first glance, a slow speed of change seems to be opposed to
current digitalization conditions. However, the process-oriented view will re-
veal that and how long-term processes of social change continue and inten-
sify under digital conditions, while medium-term change processes weaken
or break off under these conditions. In addition, temporality is significant be-
cause different speeds and periods of social, individual, and technical devel-
opment processes lead to asynchronies in parallel, and always interdepend-
ent (cf. Elias 1995, 12, 18-20), processes of change on micro-,
meso-, and macro-levels (cf. Elias 1977, 140-4; cf. Evers 2018, 13, 24, 27; cf.
Bauer and Ernst and Hergesell and Norkus 2020).

3 She states out platform system (architecture) as a specific form of social order with sociotech-
nical structure of technology (platform), structure of relations (developing on platforms) and
technical resources that stabilise these (cf. Ametowobla 2020, 18-21).
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A focus on temporality, thus the idea, is particularly instructive for the pro-
cesses of digitalization in the field of criminology, usually described as dis-
ruptive. Closer analysis reveals considerable differences in temporality and
dynamics at the micro level (criminal and investigation activity, as well as the
actions of petty thieves and consumers), the police organisation and criminal
networks (meso level), and in the dimension of society and crime policy
(macro level). The interdependence among these different layers has consid-
erable consequences for current and specific developments at all levels.
From a long-term perspective, advocated here, continuities, disparities, and
tensions make it almost impossible to speak of the digitalization of crime and
the “fight” against it.

Although Elias did not expand his concepts to include aspects of digitaliza-
tion during his lifetime, he stressed that “(t)echnization is a process involving
humankind” (Elias 1995, 8). In order to use his concepts of figuration, chains
of interdependence, and balances of power also for the study of digital con-
ditions, I therefore draw on Rammert’s concept of distributed action (see
chapter 3.2).

My analysis rests on the assumption that although the number of digital in-
novations is growing exponentially, they mostly go unnoticed in everyday life
(cf. Powell, Stratton, and Cameron 2018, 5), mobile phones, the Internet, and
platforms being cases in point. Likewise, terms and concepts have emerged
in the discourses of digitalization that are used unquestioningly in everyday
life (e.g., digital or platform) and are partly associated with different expecta-
tions (cf. Gillespie 2010). Digital transformation, in other words, mostly sneaks
in, thereby interacting with knowledge, as well as a multitude of viewpoints
and practices that have been present before.

Whereas digitization can be technically understood as transformation from
analogue to digital (translation into binary code), the term digitalization aims
at a socio-technical understanding. With datafication,* digital data become an
“essential and specific type of resource” (Alaimo, Kallinikos, and Valderrama
2020, 26), both for knowledge and practices within the police (cf. Egbert 2020)
and for structures of control, which, under conditions of digitalization, also
develop into predictive structures (Filipovi¢ 2015, 10) in policing (cf. Egbert
2020; cf. Brayne 2021).

So, what is digital crime? The statistical administration in Switzerland de-
fines it as such:

4 Datafication is used to describe the trend that many aspects of life are undergoing a transfor-
mation in socio-technical conditions (cf. HauBling et al. 2017, 16) including the capture, storage,
and analysis of digital data (cf. van Dijck 2013 after Grenz 2020, 78) to optimize processes, for
example, what is of our interest (e.g. filter bubbles, customer cards - cf. Prietl and Houben 2018)
or in fitness apps (cf. Duttweiler 2016) or how to get from a to b as quickly as possible (e.g.,
googlemaps, Uber).
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Digital crime (commonly known as cybercrime) comprises: “digital” of-
fences committed on telecommunication networks, in particular the Inter-
net. In the police crime statistics, digital offences are identified on the basis
of the modus operandi. It is therefore not a new form of offences that has
been recorded by the police in the CPS but the identification of offences
with a digital component.®

This definition offers a close perspective on the modus operandi criteria for
statistical reason, but neglects embedding it on broader contexts, like cul-
tures and practices of the digital society (Lupton 2015; Marres 2017), data so-
ciety (Houben, Prietl, and Deutsche Gesellschaft fiir Soziologie 2018), or the
uneven accessibility of the Internet.

With this understanding of digitalization, I follow Rammert and Schulz-
Schaeffer’s concept of distributed action, which assumes an interplay of mu-
tual influence (cf. Rammert and Schulz-Schaeffer 2002: 59; cf. Schulz-
Schaeffer and Rammert 2019, 43). Accordingly, situations, data, digital tech-
nology, contexts, methods, people, and practices cannot be thought of sepa-
rately from each other (cf. Jarke 2018, 12). With the integration of technical
artefacts into everyday acts of illegal drug trafficking, the acts are also distrib-
uted across platforms, websites, social media, and apps, resulting in multiple
hybrid constellations (cf. Rammert 2008, 3)/distributed agency - (cf. Ram-
mert 2012, 89). People act socially with and through technologies (cf. Jarke
218, 7). Marres raises further awareness for the object of study under digital
conditions:

Is sociality scripted into technology, or practised with it? Do digital media
technologies facilitate and record social lives that extend beyond digital set-
tings, or do they enroll users into the enactment of medium-specific forms
of sociality? Rather than offering quick answers to these fundamental ques-
tions, it is crucial that digital sociologists retain an active interest in them,
and cultivate an awareness of how the sociological concepts, methods and

instruments that we take up in digital research orientate our inquiries to-
wards one answer or another (Marres and Gerlitz 2016). (Marres 2017, 69)

While digital crime and digital investigations have so far been described cou-
pled to the inclusion of digital technologies, the term digital transformation
also accounts for the multiple ways in which existing structures of illegal net-
works and police organisation interact with and transform under digital con-
ditions.

°  https://www.bfs.admin.ch/bfs/de/home/statistiken/kriminalitaet-strafrecht/polizei/digitale-
kriminalitaet.html (Accessed 1 June 2022).
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3.  Elias’s Relational Understanding

Before diving deeper into the illustrative case study, it is necessary to take a
look at Elias’s relational understanding. Norbert Elias (1897-1990) described
himself as a myth hunter and human scientist (cf. Elias 2006, 62; Treibel 2009,
133; Eichener and Baumgart 2013, 7) who was continually driven by the basic
question of what binds people together (cf. Elias 2006, 176-7). His analyses
therefore focus on human relationships. His basic assumption is that every-
thing human is interdependent and continuously changing. In particular,
Elias rebelled against the dualistic image of the individual and society as two
separate opposing entities (cf. Elias 2006, 15f., 171-2; cf. Elias 2017, 49). In-
stead, he is concerned with figurations, chains of interdependences, balances
of power, and valencies (see below).

In order to reveal processual transitions between “individual” and “society,”
Elias introduced the notion of “figuration” as a “model of a social process” in
the sense of a continuously changing entity (cf. Korte 1997, 156; cf. Elias 2006,
170f.; cf. Elias 2017, 70f.). This explains why Elias thought of individuals in
the plural (cf. Elias 2017, 49f.), as having many “valencies” that are directed
towards others (like little moving antennae). Some valencies find a firm at-
tachment and anchorage in other individuals, while others are free and unat-
tached, searching for attachment and anchorage in other people (cf. Elias
2006, 179). Individuals, in this model, have a need for satisfaction of their own
needs, for emotional stimulation (cf. Elias 2006, 179; cf. Frerichs 2014, 25). On
these grounds, people are mutually interdependent (cf. Elias 2006, 176): “It is
more appropriate to think of a human image as a picture of many interde-
pendent people who form figurations with each other, that is, groups or soci-
eties of different kinds” (Elias 2017, 70). Their bonds in figurations can be af-
fective, spatial, social, state-related, or economic (cf. Kuhlmann 2000, 634; cf.
Frerichs 2014, 26-8), and, in our modern age, such figurational links also func-
tion over great geographical distances (globalization) and virtually (digitali-
zation).

Furthermore, figurations are subject to multiple dynamics through which
continuously change. As people come and go in figurations, their social struc-
ture is constantly changing as well. This applies to virtual social networks,
too. Figurations spring up suddenly and then fall away just as rapidly: “The
‘essence’ of a figuration is the indissoluble intertwining of the participants in
a dynamic process” (Treibel 2009, 139). Based on this notion and accentuated
by the idea of distributed action, my analysis will also focus on the website
www.drogenkaufen.com and the logistical infrastructures used in the case of
the figuration of Chemical Revolution, which connect people via dynamic
networks of knowledge and power.
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Another central aspect for the analysis of the criminal phenomenon of drug
trafficking is the focus on interdependencies within and between figurations
(cf. Elias 2006, 176; cf. Elias 2017, 51). “Chains of interdependencies’ can form
across multiple people. The longer these become (for example, in a figuration
that is difficult to manage, such as state administration), the more complex
the network is and the more unstable the interdependence chains are (cf.
Elias 2006, 124). Elias’s basic assumption concerning the formation of such
webs of interdependence is that power is the central link between people (cf.
Elias 2006, 95). This interdependence, he argues, leads to people being func-
tionally dependent on each other and thus having power over each other (cf.
Frerichs 2014, 28-9). In this context, Elias criticizes the idea that people would
speak of power as if it were a state or condition (cf. Elias 2006, 94-9); “People
are never powerful per se, according to Elias. Their power is only revealed in
relation to others [...]” (Frerichs 2014, 25). With the conceptual tool of “balance
of power,” Elias transforms this notion of state into a notion of relationship,
emphasizing the dynamic and processual nature that comes with power (cf.
Elias 2006, 99-100). He sketches the image of the balance of power as a “fluc-
tuating, tensile equilibrium” (Elias 2006, 94, 174), which in figurations some-
times accrues more to one side, sometimes more to the other, and must con-
stantly be rebalanced (cf. Elias 2006, 174). At the same time, this is linked to
continually new sources of power and the resulting power chances, as well as
to situations in which power differentials are dropped or have to be given up.
Power chances and power differentials are thus constantly changing and
shifting dynamically (cf. Frerichs 2014, 28), which results in the “multi-polar
character of the sources of power” (Elias 2006, 118). In the analysis of the
Chemical Revolution case, it is only by comparing it with a case from 1955
that it becomes apparent that the development towards a digital black market
also presents itself as such a dynamic process of change with changing bal-
ances of power.

3.1 Process Sociological Perspective

Figurational thinking places intersubjectivity (read constitutive interde-
pendence) centre stage and takes the interrelation of socio- and psychogen-
esis seriously. This leads to a constructivist perspective that not only em-
phasizes power relations of figurations, but continually highlights the
historical embeddedness of practice and social knowledge. (Bucher 2017,
427)

Werse and Kamphausen (2019) analysed factors of trust, logistics, and con-
flicts in online trade of illicit drugs with a figurational perspective. Their un-
derstanding of drug trading was as one social figuration, consisting of the
roles operator (admin), vendor, and buyer (Kamphausen and Werse 2019,
282), with a focus on current processes. In order to explore the novelty and
the changes in the phenomenon of drug trafficking in a digitalising society, it
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is advisable, following Elias’s methods, to descriptively compare findings of
different generations. In the following, I will analyse the structures, market,
and mobility of drug trafficking in 1955 through the lens of Elias and compare
it with the digital case, Chemical Revolution. Only such a comparison with a
focus on processes can reveal the specific repercussions of digitalization on
the organisation of criminal investigation departments, their investigative ap-
proaches, investigative actions, forms of cooperation, figurative composi-
tion, and their chains of interdependence.

In the context of unstable power relations, social change proceeds un-
planned and disorderly (cf. Treibel 2008, 17; Frerichs 2014, 23-5): “There are
people who bring about the technization of certain aspects of their social life,
use it, and, in turn, are themselves stamped by this process” (Elias 1995, 19).
On this account, people cannot have control over long-term processes of
change. Nor can people force the direction of social change processes, since
such orientations result from the dynamic interplay of a multitude of actions:

The social force field lies not with individuals but in what is between them.

Itis what people do with and against each other that moves society forward,
not what people supposedly or actually are. (Treibel 2008, 100; 2009, 156)

Hence, only a micro-macro analysis of these processes of change spanning
several generations can identify structural properties, long-term directions
of change (continuities), asynchronies, and tensions, i.e., orders in change
(cf. Elias 2006, 200; cf. Elias 2017, 9-16, 81).

For analysis, this means both the criminal investigation department as an
organisational unit (meso level) and as the criminal and criminal investiga-
tion activities in the Chemical Revolution case (micro level), as well as social
currents (macro level), form fluid, overlapping figurations. In this interplay,
long-term social transformation processes intertwine with parallel digital
transformation processes (datafication, platformisation, scoring and rank-
ing) shape them, and are shaped by them. Gradually, the associated structural
characteristics manifest repercussions on evolved offender structures, the
organisational structures of the police and their personnel composition: “Dig-
italization neither superimposes itself on organisations nor does it capture
organisations qua their own dynamics as passive entities” (Biichner 2018,
332). This interactional dynamic results in a plurality of ordered transfor-
mations (recurring themes like legalization needs) as well as reproductive
processes and ruptures, as will be shown.

3.2 Methodical Framework

As methodological framework for the analysis of online drug trafficking, I
combine the concept of distributed agency (Rammert 2012) with the
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figurational and process sociological tools of Elias.® Both concepts rest on the
notion that human autonomy is an illusion (cf. Elias 2017, 49 f.; cf. Rammert
2012, 91-4) and that determinism (whether technological or man-made) is to
be rejected. While Elias’s concepts focus on relations between people (figura-
tions, interdependence chains, and power relations), Rammert’s concept of-
fers the possibility to bridge human and material agency with the concept of
collective action:
The inter-agency between people and objects is the strategic bridge concept
between the two sides of human and material agency. The cross-relations
of interactivity constitute the hybrid world of interfaces, human-computer
interaction or socio-technical systems. (Rammert 2012, 101)

Since research in figuration and process sociological studies always focuses
on developmental processes, the relationships between people and figura-
tions form the central object of analysis (cf. Evers 2018, 26; cf. Kuhlmann
2000, 634). Following Baur and Ernst (2011, 134), my analysis considers four
levels of reconstruction, which I will refer to as altitudes when tracing the
interdependencies in their flow:

1) Macro level (interdependencies between figurations with a view to
power relations),

2) Meso level (social structures in figuration; tracing their interdependent
web),

3) Micro level (individual action and individual power chances in figura-
tion),

4) Micro-macro analysis (sociogenesis of figuration: individual processes
and the continuously changing figuration in its interconnectedness
with regard to simultaneities, dissimilarities, tensions, and ruptures).
In this way, long-term continuities become visible (synthesis).

In each dimension, different layers of figuration become visible, coexisting
and intertwined, interdependent, and likewise inter-active with material en-
tities (expanded concept). The transitions between these layers are fluid.

For the reconstruction of “novelty” in the criminal phenomenon of drug
trafficking, the conditions under which digital social change takes place in
this context are analysed with the inclusion of socio-historical contexts apply-
ing Elias’s conceptual tools to the initial case.”

¢ Willems recommended expanding Elias’s concepts in the sense of a sociology of synthesis to
include Actor-Network-Theory (Willems 2012, 528, footnote 6). In my opinion, autonomous en-
tities (human and non-human actors) confronting each other contradict Elias’s perspective of
analysis, in which individuals, groups, and institutions and the state only act autonomously to
a limited extent. The concept of distributed action (Rammert 2002, 2012) is therefore more ap-
propriate.

" The joint press conference of the Federal Criminal Investigation Office (executive branch) and
the Federal Prosecutor General’s Office (judicial branch), visual materials, press coverage in dig-
ital media, and the Chemical Revolution website shopping instructions, as well as a written
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4.  Reconstruction of Current Change Processes in Illicit
Drug Trafficking

To show the added value of this concept for analysing digitalization in the po-
lice organisation in the case of Chemical Revolution, three particular figura-
tions are of special interest: perpetrator figurations (drug trafficking), the ret-
rospective view of an exemplary perpetrator figuration from 1955 (drug
smuggling) for comparison, and the figuration of those involved in the crim-
inal investigation with a focus on the organisation. Instead of looking at a con-
tinuous historical course (timeline), the methodology envisages taking ran-
dom samples of concrete situations for comparison.

4.1  Socio-Historical Contexts of Illicit Drug Trade

Opium abuse was already a police issue in the middle of the 19th century (cf.
Wagner 2006). The social framework conditions at this time were urbaniza-
tion and increasing geographical mobility in particular, but also the increas-
ing networking of economic areas (cf. Jager 2006). As early as the 19th cen-
tury, criminologists increasingly perceived cross-border crime as a “dramatic
phenomenon” (Wagner 2006), which led to the networking of their own struc-
tures, the formation of centralised offices, the establishment of wanted per-
sons registers, and the exchange of data (cf. Langlais 1956 144-7; Bundeskrim-
inalamt 1956).

At the conference of the Federal Criminal Investigation Office in 1955, it
was pointed out that (with regard to investigative approaches in Germany)
international drug trafficking was shaped by certain cultural groups and was
oriented on distribution (power chances). Findings from an international in-
vestigation demonstrate the structure of a concrete network: gang leader K.®
K organized and coordinated narcotics trafficking between Lebanon, Syria,
and Western Europe (upper level). Therefore, he purchased the narcotics
himself in Turkey, Syria, and Lebanon. His brothers (middle level) trans-
ferred the narcotics from Turkey and Syria to Lebanon. His brother, T., or-
ganised the journeys with converted vehicles, sent Syrian and Lebanese cou-
riers from Lebanon to France, and carried out random checks. In France, the
goods had been further distributed for trade by a French person (lower level).
To prevent the entire network from being exposed in the event of an arrest,
each person knew a maximum of two contacts (cf. Langlais 1956, 140-1).

interview on the website www.drogenkaufen.com, comprise the source material for the de-
scription of the Chemical Revolution case.

8 Fordata protection reasons, perpetrator names are anonymised for this article and referred to
by initial letters.
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The perpetrator figuration in the mid-1950s around K. shows a closely in-
terwoven family and ethnic hierarchical interdependence network with short
interdependence chains. To minimize the risk of betrayal, wholesale trade
was organized separately from retail trade. In the wholesale trade, power
chances arose through family and ethnic affiliation and a personal network
of relationships.

This provides a point of reference, as to this day, the structural orientation
of the police figuration in the drug squads is based on such drug trafficking
structures. To reduce crime, the police aim to identify and dismantle the up-
per structure. For this purpose, chains of interdependency are retraced in
lengthy investigations. For the starting point of investigations, the police are
offered power chances at the lower level (in the observation, documentation,
and monitoring of consumers and small-scale dealers). Investigations in this
field require above all cognitive skills, e.g., in the interrogating consumers
and small-scale dealers, and especially in dealing with informants and under-
cover agents.

4,2  New Case Constellation? Introduction to the Chemical
Revolution Case

At first glance, the figuration and the perpetrator’s actions in the Chemical
Revolution case seem to be different. In search of the new, the following anal-
ysis examines the current processes of change in the illegal drug trade with
the tools explained above. In order to trace the interdependencies in the
movement, [ will use Elias’s toolbox at different levels to reconstruct interde-
pendencies between these levels (see 3.2).

Interdependencies, Power Chances, and Risks of the Chemical Revolution Figuration

A virtual sales platform such as Chemical Revolution offers a different reach
(global) and thus a broader and larger customer potential (at least Europe-
wide) than the street deal or the sale of larger quantities of narcotics to small-
scale dealers. Moreover, virtual drug trafficking is not bound to individual
customer relationships, specific times of day, localities, or a subdivision into
small and large-scale’ drug trafficking.

The case of Chemical Revolution illustrates that under digital conditions,
new economic (power) chances arise in the criminal phenomenon of drug
trafficking. In 1955, the case constellation involved a network that had grown
over generations with hierarchical power balances and short chains of inter-
dependence. By contrast, digital transformation(s) enable to organise Chem-
ical Revolution with a central mastermind coordinating experts for the case

° In the case of Chemical Revolution, virtual trade led to a blending of retail and wholesale trade,
which used to be organized separately in the analogue age (cf. 4.1), as it is also described in the
meta-analysis by Werse and Kamphausen (cf. Werse and Kamphausen 2019, 445-8).

HSR47(2022)3 | 272



constellation and platform administration virtually. Due to the flat hierar-
chical structure and against the background of the idea of distributed action,
the interdependencies between experts and mastermind appear with long
threads of interdependence that could break at any time by the dynamics of
unplanned processes and be replaced by others.

The main perpetrator, “Yoko,” set up the online drug trade in September
2017, organised smuggling and trafficking, and later orchestrated the figura-
tion via digital infrastructures from abroad (Mallorca) and deliberately main-
tained encrypted (virtual) contact with the other participants (cf. Bun-
deskriminalamt 2019a). In addition to site administration, marketing, and
managing the money, other roles required for drug trafficking were:

- the organisation and procurement of narcotics,

- transport from abroad to Germany,

- the renting of conspiratorial apartments as “bunkers,” and

- the packaging for dispatch and delivery to the logistics service provider.

The illegal narcotics were obtained locally by a 43-year-old in the Nether-
lands. Two Polish couriers then transported the illegal goods to Germany and
delivered them to different cities. There, they were regionally packed for
shipment by younger local accomplices in apartments rented for this pur-
pose. Subsequently, existing logistics service providers were used for delivery
within Europe (mainly in Germany) (cf. Bundeskriminalamt 2019a).

Physically, there were great distances between the participants in this
transnational perpetrator configuration; virtually, the communication paths
were short and fast. Virtuality thus leads to very unstable balances of power
among the participants in a criminal figuration. Personal acquaintance is not
necessary. What unites these actors are the shared power chances to achieve
maximum economic profit within a short period of illegal activity.

Despite the unstable ties that present an increased risk for the entire net-
work when one participant is exposed, the participants mutually assume this
increased risk (cf. here and below also Mahnken 2020, 76 ff.), but not without
minimizing it. Even though human action was required to deliver the narcot-
ics to consumers, the connecting element between drugs and consumers in
this digital context is the platform (cf. Tzanetakis 2019, 483), not the dealer.
This reduces the risk for the perpetrators involved in the logistics in the back-
ground to be named in investigations against consumers. Functional interde-
pendence within drug trafficking changes under digital conditions by becom-
ing less personal (macro level). In contrast to drug trafficking without
digitality, those involved in Chemical Revolution can have the interdepend-
ence chains broken with their customers by using the existing logistics indus-
try for supply so that no physical contact between sellers and buyers is nec-
essary (micro level).

The interdependency chains also change on the side of the perpetrator’s
figuration (meso level): the interdependencies appear less close, more
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functional, and less on a personal level. Even though the distribution of tasks
within the figuration is described by the Federal Attorney General’s Office as
based on a division of labour (cf. Bundeskriminalamt 2019a), the role of the
mastermind combines central power differentials in one person: site admin-
istration, marketing, organisation of smuggling and trafficking, and manage-
ment of the group’s money - approximately 2 million euros in turnover from
the beginning of 2018 to the end of May 2019. The balance of power is there-
fore also shifting under digital conditions towards the new competences re-
quired for such an operation.

Changed Relationships on the Part of Consumers (Micro Level)

To enter the digital deal, consumers could select goods on Chemical Revolu-
tion, buy them in the shopping cart via mouse-click, pay digitally, and receive
the goods anonymized by mail. Physical contact with the criminal milieu was
not required. The Chemical Revolution case demonstrates that new opportu-
nities (cf. also Tzanetakis 2019, 482-3) for power arise for consumers under
digital conditions:

1) They can bypass the street deal and thus minimize their risk of being
observed committing a crime: Consumers can now abandon interde-
pendencies with “personal [trusted] dealers.”

2) Their freed valencies for risk mitigation become interwoven in digital
infrastructures and platforms where they can learn about new proce-
dures and risks.

3) Another power chance arises from the many virtual ways in which con-
sumers can resonate. They can express and share their satisfaction
online and rate goods and the retailer. Thus, further power differentials
fall to consumers, as marketing on the Chemical Revolution platform
and its ranking as a top retailer depend on their feedback.

Consumers also give up power differentials in the digital deal, as it is essential
to own cryptocurrency. Here, the balance of power shifts from cash to digital
currency (infrastructures). In connection with this, interdependencies arise
between the customers and the platform, and between the platform and the
perpetrator figuration.

According to Werse and Kamphausen, another change that goes hand in
hand with digitality is that, instead of risking violence (by competing groups
of offenders or dealers) when buying on the Internet, there is a risk of becom-
ing a victim of fraud, insult, or threat when buying illegal wares online. The
specific need to minimize such risk when doing business on the Darknet has
given rise to the marketplace (platform) operator for this new intermediary
activity, which can suggest trust to potential customers through escrow ac-
counts, rating systems, and open discussion forums (cf. Werse and Kamphau-
sen 2019, 445-8; Tzanetakis et al. 2016). In this way, interdependencies of
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buyers of illicit drugs and technological entities emerge as “interactivity” with
personal and social systems (cf. Rammert 2002, 3).

Perpetrator Power Chances and Risks in the Digital Space (Micro Level)

As much as the perpetrator figuration can physically tear down the interde-
pendencies in the digital deal with individuals, its business model is interde-
pendent on the amount of positive customer reviews (cf. also Tzanetakis 2019,
484-6; cf. Spagnoletti, Ceci, and Bygsgtad 2021). In order to be able to achieve
a high ranking and thus an even greater reach, many and good customer re-
views are needed. Here, new interdependence chains emerge that include
material agency (infrastructures and platforms). The perpetrator figuration
Chemical Revolution promotes the formation of such interdependency
chains via activities in multiple hybrid constellations'® (1) aggressive market-
ing in the Clearnet and (2) offering special purchase incentives when visiting
the platform in the Darknet. On the platform, prices were staggered depend-
ing on the order quantity; in some cases, there had been discount campaigns
for a limited amount of time, like in a regular online shop (cf. Bundeskrimi-
nalamt 2019b; cf. Bundeskriminalamt 2019c).

After the mastermind, “Yoko,” had virtually set up the online drug trade in
September 2017, an initial interdependency with the Clearnet emerged. In or-
der to establish the online drug platform as customary in the trade (cf. Vogt
2017, 2), it was necessary to draw attention to the website. Nine months later,
therefore, a broad marketing offensive tailored to customer needs followed
in Clearnet. Thus, from 15 June 2018, potential customers could find shop in-
structions on the freely accessible Internet page, https://drogenkaufen.com,
where a TOR! link was published that enabled access to the Chemical Revo-
lution platform on the Darknet. Potential customers could also read personal
information about the “maker” in an interview (cf. Kamphausen and Werse
2019, 282; Tzanetakis 2019, 483). The shop guide in the Clearnet addressed the
free valencies (need for information, need for assistance, risk minimization,
and trust) of possible buyers by explaining the structure and framework of
the online shop with pictures and by thinking through various security as-
pects around the purchase.?

The shop instructions were followed by a written interview with the “Dark-
net dealer Chemical Revolution.” The storyline of the anonymous

1)

“[...] the rising ‘agency’ of artefacts and the ‘distributedness’ of activities in hybrid constella-
tions are the two main characteristics of advanced technologies “(Rammert 2002, 3).

TOR was originally an acronym for “The Onion Routing.” Today, TOR is a network for anony-
mization and protects its users from the analysis of their browsing data generated by the use of
the Internet. As of November 2021, more than 2 million users worldwide (150,000 users daily
from Germany) are registered as using the TOR network every day (cf. https://metrics.torpro-
ject.org/userstats-relay-country.html [Accessed 1 June 2022]).

Cf. screenshots Mahnken 2020, 141-3, with reference to https://drogenkaufen.com/in-
dex.php/2018/06/15/chemical-revolution-shop-anleitung/ (Accessed 19 October 2019).
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interviewee included many years of experience, shared values, and confi-
dence-building through transparency on sales structures, and the origin of
products. When asked about legalisation, the interviewee advocated the le-
galisation of all drugs, referring to a WHO study (suggesting education). The
people involved in Chemical Revolution had started the drug trade on the
street many years ago, switched to the Internet, and continued to expand the
shop (suggesting experience). About 30% of the customers on the online plat-
form Chemical Revolution were resellers, and about 70% were consumers
(creates transparency). The largest single order was for cocaine worth €75,000
(suggesting that wholesale transactions are also possible). Asked about profits, the
interviewee said he immediately exchanged 50% of bitcoin amounts into eu-
ros, keeping the other 50% as digital currency (suggesting attention to security):
“I do everything imaginable to protect myself, and there is plan A, B and C.
Ultimately, it’s always a cat-and-mouse game”?® (suggesting foresight). In the
absence of face-to-face relationship to build trust, the digital deal required
the proactive mitigation of potential doubts. Similar to the thematized secu-
rity aspects surrounding the purchase, the interview thereby addressed a
broad spectrum of free valencies of consumers and petty thieves. Here, too,
the balance of power in the distributed sociotechnical configurations was
shifting towards infrastructure and platform agency.

Traffickers of illicit drugs therefore require expertise in digital entrepre-
neurship in virtual space, instead of cognitive skills in communication (e.g.,
trust testing) and violent behaviour in physical interactions with consumers
(cf. Werse and Kamphausen 2019, 445-9). At the same time, illicit digital trade
requires competencies to safeguard oneself in virtual space, such as avoiding
digital traces, strategies to protect voluminous crypto profits against hacker
attacks, and maintaining anonymity when exchanging digital into physical
currencies and communicating with others (crypto communication). On the
one hand, power balances shift towards digital competencies, yet at the same
time, participants in this system continue to need protection against identifi-
cation and financial loss, and this need for security continues to be replicated
under digital conditions.

Novelty in the Interdependencies of the Offender Configuration (Meso/Macro level)

Summarizing, the main insight thus far is that the “new” quality of this crim-
inal phenomenon refers to the diversity of digital competencies needed to build
up the trade and to safeguard against (digital) risks. This, in turn, results in
new interdependencies and constellations for the offender figuration. Ac-
cordingly, the balance of power shifts equally to the newly required human

B3 “Interview with Darknet trader ‘Chemical Revolution’”, https://drogenkaufen.com/in-
dex.php/2019/03/09/interview-mit-darknet-haendler-chemical-revolution/ (Accessed 27 Sep-
tember 2020), Transcript in Mahnken 2020, 137-9.
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competencies (meso level) and to material agency (macro level), which gives
rise to a new figuration of interdependencies:

1) with the economically oriented logistics industry (as opposed to the state-
owned logistics industry of 1955),

2) with digital infrastructure offers (global), which are intuitively usable and
suitable to suggest trust (in this case, this includes the Darknet, the TOR
browser, password-protected access, cryptographic communication,
cryptocurrency, currency exchange offers, crypto wallet, encryption
tools),

3) with a digital marketplace (global), and

4) with websites and social media platforms (global) that support marketing
and through whose evaluations (scores, ratings, and rankings) virtual
markets can rise and fall in equal measure.

Changes in Investigations - Changes in the Organisation? (Micro/Meso Level)

New dependencies and constellations among perpetrators also change the in-
vestigative approaches of the police, who have focused thus far on persons
and structures (cf. Hutchings and Holt 2015). Due to the fact that project-re-
lated experts participating in Chemical Revolution temporarily cooperate
transnationally, traditional police approaches, which take a long time to un-
fold, no longer appear effective. A unifying element seems to be economic
interests, with the aim of generating maximum profits in a short period of
time. The flexibility and agility of the participants (psychogenesis), as well as
the fast-moving and dynamic nature of the digital infrastructures, platforms,
and economic markets that adapt to users (sociogenesis), lead to the inter-
twining of the actors involved in a socio-technical case constellation (figura-
tion) in which the police organisation is also an actor.

The success of such an investigation depended on a variety of factors, a flex-
ible approach to the situation, and the search for innovative solution strate-
gies (cf. Vogt 2017, 6). In the Chemical Revolution case, investment in a longer
phase of virtual market analysis proved to be purposeful, so that Chemical
Revolution could be identified as a “big player” in a data-driven manner (cf.
Bundeskriminalamt 2019a). In order to remove the “big players” from the
market, digital investigations focus on the virtual identification of criminal
associates (behavioural traces in digital infrastructures, platforms, and digi-
tal communication) and locations that enable infrastructures (server loca-
tions, bunker dwellings, postal stations, exchange possibilities of cryptocur-
rency into cash). The investigatory strategy of observing activity and
identifying illegal transactions is reproduced here in a way that incorporates
digital possibilities. What is new is the starting point in the investigation,
which is not micro-crime (people) but a macro-phenomenon (economic
chances).
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Historically, observation, as the central starting point for investigations, in-
itially focused on the deal between consumers and small-time dealers. In a
digital world, however, the deal does not take place on the street, but in a
spatially decoupled way via mouse-click. There is no physical contact be-
tween couriers and consumers that can be observed by the police, no hando-
ver of money, no physical (witnesses), and no classic forensic traces such as
fingerprints; instead, payments take place in an encrypted form via digital
platforms.

The packaging of the illegal goods in apartments for shipping is also not
observable. Those involved in the offender figuration and legal logistics in-
frastructures only come into contact with each other as customers and ser-
vice providers during the shipping (opaque) of the (illegal) goods. Then the
customers pick up their illegally acquired drugs at an anonymous mailbox.

A central starting point for criminal investigations of drug trafficking are
observable physical interdependencies between perpetrators and consumers
and between small and large drug trafficking, which are beginning to disap-
pear under digital conditions. Along with this, the power differentials of re-
sponsibilities and organisational structures within the police forces that build
on them (cf. case from 1955) are beginning to change. Previously, cognitive
skills were required in the interrogation of consumers and small-time deal-
ers, as well as in the conduct of undercover investigations in particular. The
focus in the Chemical Revolution case is shifting under conditions of datafi-
cation to information gathering from virtual sources. For example, additional
expertise was needed in this case for complex analyses of cryptocurrency
flows (cf. Vogt 2017, 6-7). In digital investigations, therefore, clandestine op-
erations reproduce and intensify. The balance of power within the police or-
ganisation shifts from the classical investigator to cyber specialists (open-
source intelligence), criminological analysts (crime analysis), and data ana-
lysts (data science), which, according to Elias’s theoretical models, also
changes the chains of interdependence within the figuration. In the Chemical
Revolution case, interdisciplinary tandem teams were successful (cf. Vogt
2017). Here, the balance of power within the organisation is beginning to shift
toward case- and project-based collaboration, tandem teams, and increasing
integration of external expertise (digital transformations). The platform-
based illicit drug trafficking (new interdependencies) and the blending of re-
tail and wholesale there create new, greater power chances for police in the
area macro-crime (markets), making interdependencies with consumers (mi-
cro crime) negligible as an investigative approach. Approaches for new struc-
tures within the police organisation emerge exactly at this point (cf. Mahnken
2020, 103-9).
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5.  Chemical Revolution Case - Novelty, Fracture, or
Continuation?

Instead of “novelties,” the analysis of the Chemical Revolution case reveals
diverse continuities and reproductions (interconnections in and through dig-
ital processes) as well as optimizations based on these (imprints of and on the
digititalization process[es]). Both differentiate the image of digital transfor-
mation(s) as a driver of current change processes. From a micro-macro per-
spective, the interconnections between these processes reveal different tem-
pos (asynchronies, ruptures) and the associated social, legislative (criminal
policy), organisational, and offender-specific tensions that are currently
emerging.

5.1 Driver - Continuities

Three long-term directions of change continue under digital conditions, into
which current transformation processes are intertwined: economic profit
orientation, desire for legalization, and risk minimization.

From a socio-historical perspective, the figurations involved in drug traf-
ficking (drug traffickers, investigators) were already acting at a global scale
in the 19th century, striving for expansion of the trade, while consumers were
found locally, especially in central locations (e.g., cities).

The interdependencies in the perpetrator figuration of 1955 around K. were
closely related at the upper and middle levels (closely interwoven family and
ethnic hierarchical interdependence network with short interdependence
chains) and culturally intertwined (local trader) at the levels below. In the
Chemical Revolution case, however, the required experts for a case constel-
lation are temporarily coordinated by a site administrator of a sales platform.
New markets and digital formats are emerging in a data-driven way. This is
accompanied by new power chances in the participation in trade, as well as
in the fight against drug trafficking. What at first appears to be a fracture is,
on closer examination of the interconnections, at the same time social conti-
nuity, an expression of a society oriented towards maximum profit (entrepre-
neurship®). Digital infrastructures are accompanied by certain spatial decou-
plings. This enables the perpetrator figuration Chemical Revolution to seize
power opportunities and implement them in a consumer-oriented way with-
out having to take existing local structures (perpetrator figurations) into con-
sideration.

Another long-term process of broader social change is evidenced by the de-
sire to decriminalize drug use. The interdependencies under digital

1 Cf. with regard to cybercrime, Anderson et al. 2021.
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conditions promote and reinforce this as follows: The purchase of illegal nar-
cotics loses its otherwise illicit character on an Internet platform where cus-
tomers can evaluate the goods, take advantage of limited-time-only sales pro-
motions, and receive quantity discounts, just like in a legal online shop (cf.
Tzanetakis 2019, 483). The platform’s transactional structure, along with the
functionalities familiar from “normal” goods trading platforms on the Clear-
net, suggests to potential customers that the purchase is a “normal” process
analogous to everyday online shopping. This obscures the illegal character of
the purchase transaction.

In addition, the packaging, logistics, and delivery via mail to letterboxes
also initially seem like a “normal virtual order.” Only the accessibility via the
Darknet instead of the Clearnet, the need for a crypto wallet, and the use of
anonymity in metropolitan apartment buildings distinguish the purchase
from legal sales platforms (cf. Tzanetakis 2019, 484). The apparent anonymity
of purchase and delivery to anonymous mailboxes allows consumers to avoid
street dealing, further minimizing their risk of prosecution.

The new “decriminalised” circumstances for acquiring illicit drugs may
change thinking about use and the inhibitions associated with criminal liabil-
ity. This suggests that consumption in society and attitudes towards the use
of illicit drugs continue to change and are more widely promoted under digi-
tal conditions.

5.2 Driver - Reproduction and Improvement

In order to minimise their own risk, consumers inform themselves in ad-
vance about the reliability of the dealer and the quality of the drugs. Structur-
ally, digital sales platforms, unlike social media platforms, do not offer direct
exchange among customers. Potential buyers therefore use digital infrastruc-
tures and platforms, such as search engines, blogs, social media, educational
websites, discussion forums, images, videos, and rating portals, to inform
themselves and ask questions. Here, the existing behaviours around drug
trafficking are reproduced under digital conditions.

The active, purposeful approach of customers is also reproduced under dig-
ital conditions. Since consumers and suppliers of illicit narcotics do not come
into physical contact in a virtual deal, the perpetrator’s proof of trust and the
establishment of a customer base take place virtually via digital infrastruc-
tures and platforms (cf. Tzanetakis 2019; Kamphausen and Werse 2019).

Customer ratings on the platform supports marketing and in turn promotes
the further development and ranking of the shop (cf. Plantin et al. 2018, 298)
as well as a rating as a top vendor (cf. Tzanetakis 2019).

The worldwide “digital public space” involves the possibility of a broad-
based trivialization of inherent risks and dangers, faster access to illegal
drugs, and thus the accessibility of larger sales markets (power chances). The

HSR 47 (2022) 3 | 280



speed-focused economic orientation of the offender figuration has a catalys-
ing effect in this context (cf. Tzanetakis 2019).

Also, under digital conditions, observation is reproduced as the starting
point for investigations (today: digital monitoring and market analysis). The
analysis of digital data gives rise to power chances for the police, enabling
them to directly generate greater effects on the illegal drug trafficking market
(approach: top marketplaces/top vendors). These power chances have the po-
tential to amplify the need for covert digital intervention powers and associ-
ated expertise in the digital space.

At the same time, the Chemical Revolution figuration reproduces in ana-
logue space the roles of the actors involved since 1955. The illegal narcotics
pass through several overlapping figurations acting in the background, from
the moment they are ordered on the platform until the customer receives the
goods. These figurations can simultaneously act independently of each other,
unbound by location and in different places.

5.3  Driver - Temporal Tensions

The shop instructions for Chemical Revolution, published on the Clearnet,
make it possible for almost any Internet user to anonymously and virtually
explore drugs and their prices. This open communication about the drug
trade, which is punishable by law, represents a break with the formerly clan-
destine activity of perpetrator figurations in 1955. The broad range of prod-
ucts on offer in the digital context exerts a decriminalising effect on the drug
deal for consumers, even though criminal policy and legislation still impose
punishments for such transactions. Thus, the new circumstances of acquisi-
tion hold the potential to catalyse consumption in society and to accelerate
the transformation of societal attitudes towards the use of illicit drugs. Since
the legitimacy for the exercise of state power derives from the limits set by
society (cf. Boehme-NeRler 2009, 156), such developments could, in the long
run, herald a shift in social attitudes towards policies (cf. Werse and Kam-
phausen 2019, 449) that decriminalise consumption.

Since the new possibilities of dealing in illicit drugs in virtual space require
different capabilities than traditional drug dealing, the power differentials on
the perpetrator side are undergoing a realignment (cf. Mahnken 2020, 78).
Local groups coexist; they cannot directly physically influence top virtual
dealers, and they cannot physically defend their regional market share. The
site administrator, as an anonymous virtual person orchestrating trade, is
spatially independent, intangible.

Furthermore, the constellation of the Chemical Revolution case dispenses
with the competence of physical violence. This leads us to the observation
that power differentials of traditionally developed perpetrator figurations
may disappear under a digital regime. At the same time, new power chances
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arise for these evolved structures through the integration of newly required
digital competencies into their perpetrator figuration and in the participation
in logistics infrastructures used for drug trafficking.

According to Elias, we can also anticipate that delays in the acquisition of
individual competencies can lead to an insistence on the preservation of old
structures (cf. Elias 1987, 281, 285), and thus to a short-term thrust toward de-
civilisation.” In such a case, power chances could arise in the form of violent
influence on the centrally demanded, physically tangible expertise of the
temporary case constellation, with the aim of restoring power balances in fa-
vour of traditional perpetrator figurations (cf. Elias 1987, 284).

The Chemical Revolution case demonstrates that in digital societies, it is
possible to cooperate transnationally in short and unstable interdependen-
cies. This interdependence no longer arises from what sets people apart, but
rather from what brings them together (cf. Boehme-NefSler 2009, 161). This
new form of cooperation - working together on a temporary and project-re-
lated basis on the basis of the same goals - emerges in a manner unique to
digitalization. It represents a break from the closely interwoven family and
cultural structures that have grown over generations. Taken together with the
interdependence chains that break off to the customers, changes occur in the
social structure around the trade, as well as the orientation and investigative
approaches of the police. In order to continue to be successful, structural ad-
justments are required in the figuration of criminal investigators to the new
forms of their tasks, which, like the perpetrators, are moving away from com-
petencies and jurisdictions and towards case- and project-related cooperation
(cf. Mahnken 2020, 79-80).

6. Conclusion

The analysis of the Chemical Revolution case illustrates how digital processes
shape drug use needs that already exist in society. It also shows how social
continuities (economic orientation and risk minimization) that accompany
these new possibilities simultaneously shape new virtual markets. In addi-
tion, the digital infrastructures and platforms required for illicit virtual traf-
ficking are gradually having an effect on the balance of power between deal-
ers, traffickers, markets, and thus also on the approaches and the chances of
success among investigative authorities. The Chemical Revolution case illus-
trates infrastructures, websites, and platforms like new forms of

15 “In the study of social development processes, one always encounters anew a constellation
where the dynamics of unplanned social processes advance beyond a certain stage in the direc-
tion of another, whether a next higher or lower stage, while the people affected by this change
persistin their personality structure, in their social habitus, at an earlier stage” (Elias 2001, 281).
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organisations,'® as they regulate and curate “social conditions and social be-
haviour” (Dolata 2019, 195).

The division into different levels of reconstruction (cf. Baur and Ernst 2011,
134) was helpful for understanding the complex dimensions of the analysis,
including the supplemental meso level of the police organisation. Methodo-
logically, however, these levels proved to be too rigid. Due to the strong focus
on figurations and figurative action, the perspectives were repeatedly
changed from one to the other in the context of figuration when tracing in-
terdependencies.

These concepts from figuration and process sociology - figuration, interde-
pendence, and valency - are also applicable to the study of socio-technical
interdependencies (hybrids). This analysis shows that virtuality does not
stand in the way of the interrelatedness of people. The case study illustrated
that individuals interlace, based on their needs, within digital conditions, cre-
ating valency chains to other (imagined) human entities via technology as so-
cial systems. Here, existing structures can continue under digital conditions.

Elias used the concept of a balance of power to describe power as the link
between people. This analysis establishes that due to the interrelatedness of
people, itis also possible for people to assign power differentials within socio-
technical constellations with material agency (e.g., digital infrastructures and
platforms) and to enter into a fluctuating balance of tension with them. Thus,
this indicates that his concept of power relations is not limited to interper-
sonal interactions, as Elias originally conceived of it. Under digital condi-
tions, Elias’s methods of inquiry could be extended to include science and
technology studies approaches.

Methodologically, moreover, figuration and process sociological tools have
the potential to reshape thinking about criminal phenomena via language, as
they provide acceptable narratives in addition to profound diagnoses (cf.
Bidlo and Mahnken 2021).

In the Chemical Revolution case, “best practice solutions” were developed
from practice in adaptation to “new” perpetrator procedures. The reconstruc-
tive analysis illustrates that “novelty” cannot be presupposed under digital
conditions and can only be differentiated in a process-oriented manner by
including the socio-historical perspective. Focusing on different temporali-
ties enables us to gain a differentiated understanding of current processes of
change in the drug trade and the tensions associated with them. The emer-
gence of these multi-layered interconnections is suitable for changing our
view of existing narratives on perpetrator structures and investigative ap-
proaches, which then provides a foundation for developing new organisa-
tional structures and procedures. In addition, the need for scientific and

16 “These new forms of organising the coordination of markets and the curation of resources and
labour can be described as further developments and perfections of neoliberal market and de-
regulated forms of employment with new technical means” (Dolata 2019, 186-7).
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technological research that explores the interaction of digitalization and
criminology, for example in the field of cybercrime, down to the infrastruc-
tural detail, is becoming more concrete - thereby profitably applying the so-
ciology of Norbert Elias:
The working tools of Elias’s sociology contribute to a better understanding
of social contexts and, in particular, the integration of historical, individual
and social aspects. We do not then know whether something is good or bad
- but we do know how it came to be, and we look with greater serenity and
forbearance upon ourselves. (Treibel 2008, 101)

Only with the extension of Elias’s analytical tools to include Rammert’s con-
cept of distributed action does it become visible that, in addition to chains of
interdependence, chains of valence are also formed through diverse hybrid
constellations. The fact that power balances in all analytical dimensions (con-
sumers, perpetrator configuration, investigations, society) also shift towards
material agency within the hybrid constellations would not have become vis-
ible without this expansion, which supports the necessity of including sci-
ence and technology studies.
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