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In Brief

Since coming to power in December, the Scholz gov-
ernment has blundered into a series of foreseeable
crises: medical shortages; reliance on Russia for gas;
Ukraine’s need for robust support. France’s President
Macron anticipated all three crises, giving weight to
his calls for Europeans to pursue autonomy and re-
duce dependence on the outside world. Policy mak-
ers are now demanding scenario exercises that il-
lustrate the obvious dangers of interdependency to
back up their policy shift.

* Adecade of crises has shown how the EU’s global
interdependencies can expose it to risk, and pol-
icy makers are looking to correct their prior em-
brace of cross-border connectivity, with France,
Germany, and the European Commission pursu-
ing “European strategic autonomy.’

* They are requesting foresight exercises to help
rethink such tasks as protecting cross-border
critical infrastructure, demanding scenarios in
which the EU’s interdependence with foreign
countries is a threat to help them work out how
to reduce these.

e This case-study shows that scenarios can be a
corrective to threat-driven consensus-building:
the pursuit of European autonomy risks creating
precisely the hostile external environment and
internal vulnerabilities that justify it and there-
fore deserves scrutiny.
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Scenarios
Matter

After a decade of international crises, European poli-
cymakers now routinely consume strategic foresight
and in particular illustrative scenarios that antici-
pate real-world problems. European think tanks and
consultancies have in turn made scenario planning
part of their core offering, designing imaginative ex-
ercises to simulate challenging situations, foretell
real-world dilemmas, and help participants think
through decision processes before these even arise.
But policymakers are generally dissatisfied with the
results, and they have added “foresight fatigue” to
their list of Covid-related disorders.! They complain
about spending days in online workshops responding
to imagined events which generate few real-world
lessons. So what is the problem - and why do they
keep calling in think tanks nonetheless?

Our experience shows that good scenario plan-
ning for public policy, like strategic foresight more
broadly, should comprise three broadly equal disci-
plines: politics, science and the creative arts. This
is hard to achieve. At the EU level, the Commission
covers the science (both of the policy field and the
scenario methodology) and the Council does the
politics. They tend to outsource the creative in-
put to think tanks, and so the most undervalued el-
ement falls to outsiders. For their part, think tanks
have not always treated this role with rigor, see-
ing scenario-planning as an excuse for self-indul-
gent creative writing. Yet the creative discipline,
coupled with think tanks’ outsider status, are pre-
cisely what is required to correct the other two, to
prevent politicians defining the science or - as in
the case of Covid - science defining the politics.

This paper details a case where think tanks used cre-
ative arts to bring discipline to science and politics
(Box 1) - and it happens to link into the most import-
ant strategic debate of the decade, on European au-
tonomy and the EU’s approach to critical interde-
pendencies with other states.

www.econstor.eu/bitstream/10419/115609/1/ERSA2002 099.pdf

Risky Thinking: Why Scenarios Matter in the Debate on Strategic Autonomy

BOX 1. THE GOLDEN TRIANGLE
OF SCENARIO PLANNING

Scenario planning for public policy incor-
porates three disciplines — politics, science,
and the creative arts. In theory, each should
complement the other. In practice, they tend
to compromise one another. Incorporating all
three in a balanced way is particularly hard
at the EU level, where governments tend to
handle the political; the Commission, the
science; and the creative is an afterthought
left to consultancies. The EU’s use of scenar-
ios in a review of critical infrastructure (Cl)
illustrates why the creative discipline matters.

* During the 2016 Schengen crisis, EU
governments concluded that Europe’s
interdependence had gone from source of
strength to vulnerability. Consequently, the
Commission started to review the safety of
the critical infrastructure underpinning big EU
projects.

* Commission and governments employed
think tanks to invent scenario exercises to
think systematically about Cl risk. But the
highly imaginative scenarios created by think
tanks mismatched both the politics and
science of risk.

* Disappointed by the exercise, the Commis-
sion now itself created scenarios and tailored
them directly to the prevailing political
narrative in the Council: European autonomy.
From the sidelines, think tanks judged that
this was leading in the wrong direction.

* Think tanks are responding by using
creative tools to challenge the prevailing
assumptions about European vulnerability
and autonomy. It remains to be seen if they
will overturn the dominant narratives, but the
creative cross-checkis vitally important.

https://



https://www.econstor.eu/bitstream/10419/115609/1/ERSA2002_099.pdf
https://www.econstor.eu/bitstream/10419/115609/1/ERSA2002_099.pdf
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THE BACKGROUND: THE
EU ACKNOWLEDGES THAT
IT CREATES RISK

In 2016, with the Schengen crisis at its peak, the
metro and airport in Brussels were bombed by ter-
rorists. Amid the fallout, EU officials acknowledged
for the first time something that member govern-
ments had long articulated: The EU had become
a target. Since the start of the global financial cri-
sis, the EU had been the subject of disinformation
campaigns in places like Russia, where state-con-
trolled media deliberately mischaracterized its trade
deals and visa schemes as a threat, and foreign se-
curity services were suspected of trying to damage
the EU’s international reputation.? But until the at-
tacks in Brussels, the focus of the EU’s risk manage-
ment efforts had been the vulnerabilities of individ-
ual member states, with Brussels intervening only to
ensure that each member was taking care to protect
itself - primarily from man-made accidents and nat-
ural disasters - and so could legitimately call on oth-
er members for a measure of solidarity in times of
need. That focus now shifted.

Officials feared the
EU had become a
lightning rod for

global threats.

EU officials turned their attention to a new possibil-
ity: that the EU had stopped being a source of sta-
bility for member states and become a lightning rod
for global threats. The first sign of this shift in think-
ing was the effort to ensure the physical security of
EU officials and buildings, which were situated close
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to the site of the metro attack. Next, they faced up
to the threats faced by Europeans in the line of duty:
Border officials drawn from member states but serv-
ing under the EU flag had been shot at by smugglers,
there were reports that a member state’s postal ser-
vice had been the target of a bomb plot in retribution
for its role in organizing joint European deportation
flights, and an outspoken European mayor had been
violently attacked for her work helping migrants who
had made their way across the Schengen border.? Fi-
nally, officials started to consider how EU integration
projects like the Eurozone or Schengen exposed all
Europeans to risk.

The Commission’s Directorate General for Home Af-
fairs (DG HOME) began to rethink its risk method-
ology. It focused on big EU integration projects like
Schengen, and their underlying “critical infrastruc-
ture.™ This term had come to prominence in the
West in the early 2000s, typically referring to trans-
port, energy, healthcare, information, water, and
financial and electoral systems: the organizational
underpinnings of Europe’s liberal market economies.
CI became the focus because the Commission now
realized that a failure of the infrastructure under-
pinning the European Single Market could have exis-
tential implications for the EU. This was not so much
because CI might be attacked ahead of a classic ter-
ritorial attack (as was the case, for instance, when
Russia cut fiberoptic cables between Crimea and the
Ukrainian mainland), but because an outage would
be the nail in the coffin for the notion that pooling
sovereignty is a means of resilience.

The EU’s vast critical infrastructure undergirds its
cross-border economy and ensures that neighbors
in Eastern Europe, the Western Balkans, and North
Africa remain plugged into it. But following the Brus-
sels attack, these transnational links gradually lost
their status as conduits for wealth creation, falling
prey to hostile rivals. Countries like Russia and Tur-
key exploited Europe’s cross-border dependencies to
spread instability and coerce the EU to change polit-
ical direction, creating crises that threatened to cas-
cade out of control.> Commission leaders acknowl-

https://www.

washingtonpost.com/news/worldviews/wp/2014/09/03 /the-crisis-in-ukraine-as-told-by-leaked-phone-calls

eu/content/eu-terrorist-target-why-where-and-how

europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017SC0278

https://www.iss.europa.
https://eur-lex.

https://www.

armed-services.senate.gov/hearings/21-03-02-global-security-challenges-and-strateg
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https://www.armed-services.senate.gov/hearings/21-03-02-global-security-challenges-and-strategy
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edged that any further failure to anticipate the EU’s
vulnerabilities could see citizens reject European in-
tegration wholesale. The “permissive consensus,’” the
unspoken pact between Europe’s voters and EU bu-
reaucrats that allows Brussels to lock member states
into long-term decisions, looked to be on the verge
of breaking for good.5

THE TASK: RETHINKING
THE EUROPEAN CRITICAL
INFRASTRUCTURE
DIRECTIVE OF 2008

The EU’s approach to critical infrastructure pro-
tection was unquestionably outdated. The relevant
rulebook, EU Directive 2008 /114, had been drawn
up in the aftermath of the 2004 attacks on the Ma-
drid transport system, and borrowed heavily from
risk methodologies developed after the 9/11 at-
tacks on the US’s financial and defense infrastruc-
ture. Due to concerns about sovereignty, the Di-
rective had been confined to transport and energy
assets, and even then certain sub-sectors like nucle-
ar power plants were exempted from consideration.’
Despite its narrow ambit, the Directive was further
stymied by member states’ disinclination to label na-
tional assets as having “European” implications® But
by 2016, the same member states that had set strict
limits on EU activity in this field in 2008 began push-
ing for change, and Finland, Romania, and Germany
used their EU Council presidencies to demand a new
risk methodology.?

But how? It would be hard to create a methodolo-
gy that was both comprehensive and concise enough
to adequately address all the possible risks to Eu-
rope’s infrastructure. The sheer range of potential
adversaries, threats, and means was overwhelming.
Among others, there were “insider threats,” where-
by hostile groups gain employment in sensitive EU
sectors like nuclear power plants; “accidental drone
strikes” resulting from the transfer of military tech-
nologies into the commercial sphere; and “hybrid

RegData/etudes/BRIE/2021/662604/EPRS BRI(2021)662604 EN.pdf

Risky Thinking: Why Scenarios Matter in the Debate on Strategic Autonomy

attacks,” where hostile governments exploit weak-
nesses in the EU’s infrastructure in order to destabi-
lize or coerce it into action. Cash-strapped member
states like Croatia and Greece worried that expansive
new EU risk obligations would make new infrastruc-
ture projects prohibitively expensive, while wealthier
states like Germany and Denmark were wary of hav-
ing to foot the bill.

These difficulties were encapsulated in the debate
about how the EU should move from CI “protection”
to “resilience.” The 2008 Directive had prescribed
“protection”; that is, actions to safeguard individu-
al assets whose failure could unleash cascading ef-
fects. Resilience, on the other hand, is a much more
open-ended concept, which involves building sys-
tems of integrated infrastructure that are sufficient-
ly sturdy and adaptable to “resist, absorb, accom-
modate to and recover from [disruptive] incidents.°
Resilience is generally agreed to be the better ap-
proach, but officials privately conceded that on an
EU-scale it could be hugely complex. Trying to
strengthen interlinked systems on a European scale
could only work if there was some effort to set pri-
orities. If the EU were to prescribe “resilience” with-
out being able - for reasons of politics or methodol-
ogy - to set priorities, it could well impose crippling
new obligations on national operators.

Given this need for concision, the next question was
whether the EU could predict the threats that Euro-
pean CI was up against. Here, officials seized on the
recent growth of hostile acts from states like Russia.
These hybrid attacks might have been causing huge
problems, but they were, at least, easier to anticipate
than the threats of past decades: Rather than trying
to guess what CI accidents might arise or what natu-
ral disasters might befall it, the EU merely had to an-
alyze the interests and capabilities of a small num-
ber of adversaries, building risk profiles on the basis
of intelligence. Across town, moreover, NATO was
likewise turning its attention to such state-based
threats, and was proving able to develop quite nar-
row risk profiles. Having watched closely as Ukraine,

https://www.europarl.europa.eu

https://ec.europa.eu/home-affairs/system/files/2020-12/15122020_proposal_directive_resilience_critical entities com-2020-829_en.pdf

europa.eu/doc/document/ST-10862-2019-INIT/en/pdf

https

https://data.consilium

data.consilium.europa.eu/doc/document/ST-14064-2020-INIT/en/pdf
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Estonia and others fell victim to such CI attacks,
NATO had been able to clearly define the kind of
hybrid attacks and other state-based actions that
would fall within its remit.

THE ART: BUILDING SCENARIOS
TO REVEAL SYSTEMIC RISK

The European Commission has a far broader mission
than NATO, pertaining not to the military defense of
Europe but its comprehensive political and economic
integration. Recognizing that the breadth of the EU’s
competencies made it a better fit, NATO therefore
handed it the lead on hybrid threats. The EU, in turn,
began learning from NATO how to hone its own col-
lective threat awareness and risk posture." The Com-
mission, together with EU Council presidencies like
that of Romania, brought together security officials
from across Europe for NATO-style simulation ex-
ercises, encouraging participants to acquaint them-
selves with the shared nature of their vulnerabili-
ties and the joint EU toolbox at their disposal.”? Think
tanks worked closely with them to design these ex-
ercises, which is how the authors of this paper came
to be acquainted with the process. The Commission
hoped think tanks would bring creativity and a will-
ingness to broach politically tricky issues.

But when a first round of exercises was held in 2019,
it was widely deemed a failure. The scenario-set-
ters had failed in their central task of helping nation-
al participants prioritize a few of the multiple threats
facing Europe’s infrastructure. They had been a little
too imaginative, crafting scenarios that represented
worst-case thinking, envisaging how an inventive ad-
versary could cause huge problems for the EU with a
single campaign. Their aim had been to highlight the
importance of critical infrastructure - but their cre-
ativity was misplaced. The participants from national
ministries already knew they were vulnerable; what
they really needed was help thinking systematically
about their vulnerabilities in a way that would help
them to uncover patterns. Think tanks had failed to
help them go from the particular to the general.

Moreover, participants from EU member states com-
plained that the real-life attacks on their CI hard-
ly fitted the actions imagined by the scenario de-
signers (Box 2). Rather than displaying a discernible

DGAP RrerPORT

BOX 2. THE NATO CONCEPTION
OF HYBRID THREATS — AND
WHY IT DOESN'T FIT THE EU

NATO has tended to model hybrid
threats around five attributes:

Strategic, displaying clear intent on the part
of the perpetrator, for instance in using a
hybrid attack as a means to gain territory or
disable a rival at a key moment;

Sequential, running step-by-step from
beginning to completion in a pre-planned
sequence;

Simultaneous, playing out in different critical
infrastructure domains at the same time, so
that an attack on, say, the financial system
would coincide with a hostile campaign in the
information domain;

Surreptitious, covert and deniable, and thus
sitting purposefully below the threshold for
invoking Article 5;

And, above all,

Idiosyncratic, reflecting the interests, tactics,
and capabilities of the hostile party, allowing
NATO officials to model the threat and take
advantage of the “intelligence premium.”

But the EU’s remit is far broader than
NATOQO's; it is concerned with many more
aspects of security, has far more potential
vulnerabilities, and has no obvious threshold
to distinguish between when it should or
shouldn’t take action. In the first round of EU
scenarios, think tanks evidently made the
mistake of modelling their hybrid actions
around the NATO model — partly because the
EU was keen to learn from NATO, and partly
because the EU wanted to make use of the
“intelligence premium.”

https://www.oswwaw.pl/en

publikacje/osw-commentary/2020-04-24/towards-greater-resilience-nato-and-eu-hybrid-threats

countering-hybrid-threats-agenda-finnish-council-presidenc

https://eucrim.eu/news,
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goal, as in the scenarios, the real-life attacks had
usually been probing, as if the perpetrators did not
quite know what they wanted to achieve; and rather
than occurring simultaneously in multiple domains,
they consisted of sporadic, seemingly unconnect-
ed events, making sense - or even being identified
as part of the same campaign - only in retrospect.
Far from unfurling in a sequential way, it seemed as if
hostile governments were playing a kind of iterative
game, waiting to see how firmly the EU would react
before planning their next move. This suspicion that
the perpetrators were testing the EU’s reaction was
confirmed by the fact that the hybrid attacks were
seldom surreptitious, although that is meant to be
the stand-out feature of hybrid action.

Disappointed by this failure to make sense of
the security environment, the German govern-
ment launched its own EU-wide thought exercise,
the Strategic Compass, in 2020." This would pro-
duce a joint threat assessment, in which member
states were encouraged to share intelligence about
their vulnerabilities. Its goal was to improve deci-
sion-making on a variety of issues, including CI. In
launching this initiative, German defense officials
were trying to anticipate a French exercise to imag-
ine scenarios that might trigger the EU’'s own mutual
defense clause (Article 42,7). But, above all, they were
trying to push through a shift in Germany’s own se-
curity policy. They felt that Germany’s past poli-
cy had been naive about global power politics, and
had privileged the pursuit of trade and economics at
the expense of geopolitical realities. The Compass
would be about correcting the supposed naivety of
Europe’s post-1989 policy.

THE POLITICS: DEALING WITH
THE NEED FOR CONSENSUS

Over at DG HOME, officials evidently felt that the
German initiative could be helpful when it came to
rethinking the EU’s CI risk methodology - and not
only because the Compass’s threat assessment would
be based on intelligence not ordinarily available to
HOME. Berlin had promised to use the Strategic

www.bmvg.de/en/news/eu-defence-minister-consults-in-brest-5324534

we-need-talk
content/2f53ebd5-92ea-41bc-b758-d1fb1fbOb08a

research/publications/eus-strategic-compass-and-its-four-baskets

etudes/BRIE/2021/698057/EPRS BRI(2021)698057 EN.pdf
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Compass to bring clarity to four heretofore ill-de-
fined concepts: “capability development,” “interna-
tional partnerships,” “crisis-management” and - most
saliently - “resilience.”> HOME officials evident-
ly shared the German view that the lack of a shared
threat perception had made joint decision-making all
but impossible around European defense and secu-
rity and that, as a result, the EU’s approach to inter-
national “partnerships” and “crisis management” had
become reactive, amounting to little more than in-
ternational burden-shifting and crisis containment.
The EU was locked in a reactive posture, constant-
ly responding to outside events. This made priori-
ty-setting when it came to capabilities and resilience

all but impossible.

The EU was locked
n a reactive pos-
ture, responding to
outside events

More important still, the Compass had an overarch-
ing political goal which might prove even more help-
ful to DG HOME: it would clarify the EU’s “strategic
culture® HOME officials felt this was essential. The
Commission officials working on the Critical Infra-
structure Directive had figured out why the EU was
experiencing such seemingly random CI attacks:
When Russia, China or Turkey unleashed a hybrid at-
tack it was not meant to elicit a particular response
from the EU; just the opposite, it was designed to
find out what the EU’s response would be. By devel-
oping a strategic culture for the first time, the EU
would become more predictable, and these probing
attacks would likely cease. After all, the more EU of-
ficials had fetishized the notion that the EU’s securi-
ty environment was unpredictable and uncertain, the

https://

ip-quarterly.com/en/germany-
https://www.ft.com

https:

https://dgap.org/en/

https://www.europarl.europa.eu/RegData,
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more unpredictable the EU itself had become, thus
encouraging its neighbors and rivals to unleash more
seemingly random provocations.

As the Compass talks proceeded, moreover, a stra-
tegic culture did begin to emerge in Council. It co-
hered around the term “European autonomy”; that is,
the EU’s ability to defend itself and cut dependen-
cies on others. The Commission had itself begun to
apply the term “European autonomy” to its own risk
science, using it for instance to analyze the EU’s sup-
ply chain dependencies.” And the European Parlia-
ment was pushing for the new CI methodology itself
to be framed in these terms to ensure Europe could
autonomously provide certain critical services like
health care, or free and fair elections.’® When it came
to Cl resilience, this promised to generate a relative-
ly simple method for looking at the otherwise com-
plex potential combinations of threats and assets: (1)
identify vital EU services like maintaining free move-
ment across the EU; (2) single out the systems of in-
frastructures required for these autonomous ser-
vices; and (3) work out how to reduce dependencies
that would disrupt these services.

Think tanks now found themselves pushed by the
Commission to create CI simulations that would
highlight dependencies that foreign governments
could potentially exploit to disrupt vital services in-
side the EU. But some were uneasy, complaining
that the EU had agreed on a solution - European au-
tonomy - without properly examining the problem
it was meant to solve.”® They worried that the con-
cept of European autonomy simply assumes that in-
ternational dependencies equate to vulnerabilities,
whereas internal EU dependencies are unquestion-
ably positive. Others expressed the fear that build-
ing autonomy in this way would, in fact, leave Eu-
rope isolated by cutting off links to its neighbors and

default/files/swd-strategic-dependencies-capacities en.pdf:
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partners. In effect, it might actually create the hos-
tile conditions its proponents had used to justify it in
the first place.?® And they were loath to leave unex-
amined the German narrative that the EU had been
naive to allow these dependencies to develop in the
first place.

THE SCIENCE: ANALYZING THE
HISTORICAL RECORD

As think tanks launched a new round of scenari-
os, they resisted the pressure to conform and in-
stead started asking more difficult questions of
national politicians and Commission officials, push-
ing for a closer examination of European autono-
my, the risk posture that had started to appear as
a vague concept in EU foreign policy documents in
around 2015% and was now being encouraged in ro-
bust form by the Compass.? Their outsider perspec-
tive was vital here. The Compass exercise was aimed
at consensus-building; it was a process designed to
forge a shared new European strategic culture, and
it coaxed ministers into coalescing around a com-
mon narrative. For the think tanks, however, sce-
nario-setting was about preventing group think. The
scenario-setters therefore took aim at the notion of
European autonomy in the Council and Commission.
They questioned in particular the narrative that the
EU had been naive to embrace cross-border trade
and interdependence, and that this embrace had led
only to a loss of sovereignty and security.?

Analysts regarded the Compass as a typical product
of political diplomacy with all the drawbacks which
that entailed. It was not just that the Compass draft-
ers had been permitted to take “a Christmas tree ap-
proach,” each member state “decorating” the docu-
ment with their “preferred” external threats in order
to draw attention to their particular national con-
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cerns.* It was also their attempt to provide an over-
arching narrative to their effort: Negotiators had
evidently tried to formulate the Compass as the an-
tidote to the 2003 European Security Strategy (ESS),
with the new emphasis on autonomy serving as a
corrective to past openness. The ESS had famous-
ly begun with the upbeat assertion that “Europe has
never been so prosperous, so secure nor so free,
surrounded by a ring of friends.? The Compass por-
trays the mirror image: an EU that has allowed itself
to become encircled by a ring of hostile actors and
threats.

Many academics were certainly supportive of the
Compass’s “return of history” narrative.?® But others
felt this attempt to paint the 2003 ESS as geopoliti-
cally naive was a misrepresentation aimed at legiti-
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mating the agenda in Paris and Berlin. True, the ESS’s
author, Robert Cooper, had been bullish about the
global situation in 2003,” but he had not been naive,
and had always warned the EU against taking prog-
ress for granted.?® He advocated a strategic culture
based on the idea of the “domestication of geopol-
itics” The EU expands its markets so that issues of
power politics — disputes over territory and resourc-
es - can be tackled through domestic-style techni-
cal regulation from the European Commission and
Parliament, and intense mutual scrutiny by govern-
ments. The EU has practiced this style of geopolitics
since the Cold War, launching multiple market-build-
ing projects, including Schengen and the Eurozone,
expanding them to neighboring states, and cement-
ing them using cross-border infrastructure.?

1 — MANAGING RISK THROUGH TRANSFORMATION

EXTERNAL — >
RISK
Risks over which government has little
unilateral control.
Extremely difficult to manage.
Examples: Global recession, conflict,
climate change.
STRATEGIC 3
RISK

Risks that affect the organization’s raison
d'étre and long-term goals.

Extremely difficult to manage.

Examples: Hostile actions, cronic lack of
investment.

INTERNAL
RISK

)

Risks over which government has control.

Easily managed, eg. by classic means like risk
registers.

Examples: Fraud, data security, delivery partners.

PROJECT-BASED
RISK

Risks inherent in large-scale projects.

Easily managed, for example through strict
reporting and oversight.

Examples: Time overrun, poor implementation.
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This long-standing strategic culture — domesticating
geopolitics - may sound unusual as a form of geopol-
itics, but it fits neatly into the mainstream science
of risk management. Risk science typically differen-
tiates between four types of risk: (1) internal, (2) ex-
ternal, (3) project-based, and (4) strategic.>® External
and strategic risks are difficult to handle - the for-
mer because they lie outside of the principal’s ter-
ritory or management structures, and the latter be-
cause they are of such a magnitude that they might
pose an existential threat. Internal and project-based
risks, on the other hand, are straight-forward and
can be handled by internal procedures. The EU’s
approach to risk management conforms with best
practice by transforming external and strategic risks
into internal and project-based ones: By expanding
and deepening its market, the EU takes matters out
of the realm of global power politics and regulates
them as if they were domestic technical concerns
(see Fig. 1, above).

THE PIVOTAL QUESTION: IS THE
EU’'S TRADITIONAL MODEL OF
GEOPOLITICS THE PROBLEM?

There were many reasons why EU officials and na-
tional diplomats participating in the scenario exer-
cises might have been reluctant to acknowledge the
EU’s long geopolitical past (Box 3), but one possible
reason stood out: It tied their hands when thinking
about the future. During negotiations for the Com-
pass, member states had, by contrast, written off the
past. They indicted the EU for having failed to act
geopolitically up until now, and so neatly drew a line
under the past, painting today’s EU as a passive vic-
tim of the “return of history” and paving the way for
Europeans to adopt classic power politics. This no-
tion - that the EU had no real risk approach of its
own - was equally convenient for CI officials in DG
HOME, who were looking to graft risk methodolo-
gy from the US and elsewhere onto the EU Directive.
Both groups were pushing for a thorough reversal of
the EU’s previous risk posture, driving for something
more centralized and less reliant on non-EU actors.

Admittedly, the scenario-setters were posing much
the same questions as the officials drafting the Com-

https:
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pass and those at DG HOME: Had the EU’s past pol-
icy left it vulnerable? Had past efforts to expand the
EU’s markets and break down big political issues in-
to smaller technical parts left it overstretched and
lacking in cohesion? Had the EU been practicing ter-
ritorial enlargement and project management when
it needed instead to master grand strategy and for-
eign affairs?” But whereas the narrative around the
Strategic Compass set out a choice between “re-
maining naive” or “becoming geopolitical,” the sce-
nario-setters forced participants to acknowledge
that the EU had a 70-year history of successful geo-
political risk management that might be squandered
if they embraced needless change - indeed, that a
change of approach could fundamentally alter the
EU’s very constitution, making it more top-heavy
and state-like.

This last point - the assessment that the EU is by its
very nature and design geopolitical - proved partic-
ularly fertile for good scenario design. It helped think
tankers and consultants create scenarios that asked
truly existential questions of the EU; after all, if the
EU is built for risk management, and is failing, then
it has a serious problem. Here, scenario-setters were
able to draw on a school of thinking that says that the
EU is not so unusual: All states are designed to mu-
tualize and manage risk for their citizens or member
bodies.* They are “risk communities,” and historical-
ly all such formations have eventually faced a tipping
point, a moment when their risk model starts gen-
erating “externalities”; that is, negative side-effects
that threaten to overwhelm them. Some analysts
predict, for instance, that the Covid-19 pandemic will
turn out to be just such an existential moment - and
not just for the EU, also for the Chinese “command
economy” model of risk management.*

Until now, however, the EU had been considered
ahead of its time, a post-national “risk communi-
ty” far more advanced than states like China or the
US, which tend to fall back onto chauvinism and pro-
tectionism when faced with big global problems like
climate change, resource competition, or refugee
burden-sharing. The EU, with its tried and tested ca-
pacity to expand its geographic and regulatory reach
and to deal with international problems in a smart
cosmopolitan way, was seen as a model for dealing

www.gov.uk/government/publications/management-of-risk-in-government-framework
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BOX 3. WHY THE COUNCIL
AND COMMISSION WERE AT
RISK OF “GROUPTHINK"

When designing the scenarios, think tanks
noticed that participants at the exercises were
unable or unwilling to picture the EU as a mature
geopolitical player. They seemed more aware

of the US and China’s distinctive approaches

to managing geopolitical risk, for instance, as
this played out during the Covid pandemic. The
emergence in late 2019 of the virus in China'’s
industrial heartland had neatly showcased the
power of its “command economy” and Beijing's
ability to divert supply chains to its domestic
needs, stimulating domestic recovery whilst
pushing the negative effects into the external
sphere. EU policymakers were also able to discern
how the US model, based around powerful US
corporations within an integrated global econ-
omy, responded. They tended, however, to paint
the EU as a hapless victim between the two, and
called for it to “learn to be geopolitical,” putting
up barriers around the internal market and then
leveraging access to European consumers in
order to spread its rules globally.

One reason for the blind spot among participants
regarding the EU’s long-standing model of
geopolitics was that not all the right people were
at the table. The participants from the member
states were largely the same as those behind the
Strategic Compass, and came already convinced
about the need for the EU to “become” geopo-
litical, and so had an interest in ignoring its long
geopolitical history. This was the narrative that
because the EU had rejected classic geopolitics
in the past, it had rejected all geopolitics. In
their haste for it to now embrace power politics,
they discounted the idea that the EU did, in

fact, already have its own peculiar approach to
managing geopolitical risk, and dismissed its
embrace of market integration and cross-border
infrastructure as naive rather than calculated.

As we have seen, this narrative had been tacitly
accepted by the powerful axis between Paris and
Berlin. Both seemed to agree that the EU naively
embraced global interdependencies because of

a German belief in the now discredited notion of
“Wandel durch Handel.”

As for the Commission, it had tended to send two
groups of experts to the scenario exercises: First,
officials who had been helping member states
manage “classic” security threats to their Cl and
second, those in DG HOME and DG HR, the direc-
torate general for human resources and security,
who had dealt narrowly with the security of EU
staff and assets. These were the logical stake-
holders when it came to critical infrastructure risk
management, especially after the 2016 attacks
suggested that EU assets and systems might

be a target. But, arguably, they were also the
wrong ones. Although both groups dealt with EU
security, they did so only in a very narrow sense,
and they had only a limited awareness of the EU’s
own model of security. What was needed was a
third group: officials used to planning, financing
and managing EU infrastructure projects. The
Commission’s Directorate General for Mobility
and Transport (DG MOVE), for example, is acutely
aware of how large infrastructure projects can be
used to alleviate geopolitical tensions — but they
were not asked to take part.

Lastly, the scenario-setters struggled to reha-
bilitate the EU’s geopolitical pedigree because
of another group which was not at the table but
nevertheless influenced the debate, specters

at the feast. They found themselves unwillingly
associated with the various left- and right-wing
groups who see European integration as a
neo-imperial geopolitical project. These include
so-called Russlandversteher, who relish any
suggestion that the EU is a geopolitical player,
because this strengthens their argument that
Russia has legitimate grounds to feel threatened
by it. The EU’s eastwards expansion, they say,
has seen the EU intervene in other countries’
internal affairs while bulking up its own territory
and population. While the scenario-setters might
agree about the danger of the EU unthinkingly
transforming itself into the kind of political
player that Russia fears, they would certainly
push back at the idea that it has already crossed
that threshold.
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with big international problems. Faced with a choice
between continuity and change, the expert advice
had always been: more (or an improved version) of
the same.?* Now the question arose whether the EU
had reached the limits of what its technocratic mod-
el of risk management could achieve, and should now
pull up the drawbridge to protect itself and its mem-
bers, or whether the real problem was its decision to
stick with a now outdated but comfortingly familiar
approach.

THE SOLUTION: FINDING WAYS
TO ASK THE RIGHT QUESTIONS

Like government and Commission officials, scenar-
io-setters (including the authors of this essay) were
asking themselves whether the EU had become a
threat to itself. But, unlike national and Commission
representatives, they had the luxury of being able to
at least question the dominant political narrative of
the return of history and the EU’s geopolitical naive-
ty - and had a certain responsibility to find creative
ways of asking tricky questions of law-makers. This
meant confronting national politicians and Commis-
sion officials with such questions as:

1. Does the EU’s long-standing approach of us-
ing cross-border connectivity to defuse geopo-
litical tensions now make it vulnerable to exter-
nal threats? Or in an international environment
where interdependencies cut both ways, and
where China is also using infrastructure invest-
ments to spread its norms abroad, might its
mastery of cross-border links and infrastruc-
ture, in fact, be an asset?

2. Even if the EU’s long-standing approach of turn-
ing geopolitical tensions into technical matters
of cross-border regulation has significant draw-
backs, is the alternative of European autonomy
any better?

3. Is the root of the problem really the EU’s existing
model of geopolitics? Or is the EU’s recent shift
towards a more protectionist, “strategic” ap-
proach actually the cause of the very problems
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it is meant to counteract? Put simply: is the drive
for autonomy causing exactly the problems it is
meant to solve?

In what follows, we present a scenario designed in
2021 to help German policy makers think more sys-
tematically about these questions. It accepts the ar-
gument made by proponents of European autono-
my that the cross-border infrastructure investments
on which EU security has traditionally rested can in-
deed be a source of vulnerability, and that they can
lock in situations of unfairness, as well as serving as
a vector for destabilizing the status quo. As such, it
accepts the need for a hawkish posture from the EU.
But it invites German policy makers to think twice
before throwing out the baby with the bathwater.
This scenario questions the assumption, implicit in
the German vision of European autonomy that such
negative dependencies happen only between the EU
and non-EU actors, and presents instead a scenar-
io in which an EU member uses critical infrastruc-
ture vulnerabilities to fundamentally alter the nature
of the EU.

This scenario might be titled “Hungary uses
cross-border infrastructure to Orbanize the EU” but
it bears a much wider warning. Orban is not unique,
and similar dynamics could emerge almost anywhere
in the EU beyond its western “core.” The scenario
tries to encourage logical consistency from German
policymakers, whose prime goals are threat-driven
consensus-building in Council and the creation of
a clear new risk methodology. If Germany embrac-
es the narrative that interdependence causes vulner-
abilities, and that this requires a tough geopolitical
response, then Berlin must logically be prepared to
be just as tough with fellow member states as with
hostile outside powers. If, instead, Germany makes
a concerted effort to understand why a fellow EU
member state is behaving badly, it must logically ex-
tend this understanding to include actors outside
the EU. The scenario is one of a matrix of four itera-
tive exercises, two of which accept the hawkish log-
ic of “EU autonomy” but encourage consistency, and
two of which accept the traditional EU embrace of
interdependence, but again encourage consistency
(see p. 23).
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Bridging the
Digital Divide

HOW CRITICAL
INFRASTRUCTURE INVESTMENT
TRANSFORMED THE EU

Seen from Brussels, 2022 is turning out to be a good
year for the EU. It is the midpoint of the EU’s legisla-
tive cycle and it has managed to re-establish trust at
home and prestige abroad. Covid-19 has gone from
pandemic to endemic, and Europeans are learning
to live with the virus. This, in turn, has prompted an
economic boom. The pandemic has made Western
Europeans more open to spending, and more will-
ing to take risks, propelling the bloc into a post-pan-
demic economic growth spurt.** And the EU’s €750
billion recovery plan has allowed member states not
only to take decisive measures to support house-
hold incomes, jobs, liquidity and investment, but also
to harness a new wave of innovation, particularly in
the digital space. By the fourth quarter of 2022, GDP
growth has exceeded the Commission’s already op-
timistic projections, even in the member economies
hardest hit by the pandemic.

But these encouraging growth figures obscure wor-
rying trends. Recovery across Europe is highly con-
centrated both geographically and sectorally, with
big cities and high-tech industries storming ahead
while rural areas and industries lag behind. Of the
recovery fund, a relatively small sum of €8 billion
is allocated to rural infrastructure. And, although a
clear decision has been taken to focus it for maxi-
mum impact, that decision appears to be having un-
intended consequences. Policymakers have seen the
need to link up deprived areas, and will “bridge the
digital divide.” Investing in the infrastructure need-
ed to bring 5G and affordable wi-fi to Europe’s most
remote regions, they will empower rural communi-
ties to reap the benefits of digital innovation. The
trouble is that only the most tech savvy agricultur-
al businesses are able to adopt “digital agriculture,’

Risky Thinking: Why Scenarios Matter in the Debate on Strategic Autonomy

PHASE 1. THE EU’S RISK
VULNERABILITY INCREASES

In this phase, EU investment in critical
infrastructure alters the political equation
for two populist governments within the
EU, Poland and Hungary. The resulting
political tensions create infrastructure
vulnerabilities for the EU as the two
governments launch a Europe-wide
influence campaign, exploiting the EU’s
information and election infrastructure

to undermine democratic standards.

and they tend to be the biggest. Small-scale, tradi-
tional farmers are left more vulnerable than ever to
takeover.

Another unintended consequence of the EU’s deter-
mination to “bridge the digital divide” is a rise in ru-
ral-urban political tensions. Encouraged by the scale
of infrastructure investment promised by the EU,
large numbers of wealthy urban professionals move
out of Europe’s cities into the countryside, and this
trend only increases when Europe is hit by a series of
urban heatwaves in the summer of 2022.% This wave
of urban-rural migration had begun as a trickle in
the early days of the pandemic, as remote working
became the norm across Europe. At first, newcom-
ers were largely accepted, bringing a much-need-
ed injection of cash to the countryside. But in 2022,
tensions begin to flair as prices rise, public services
are strained, and cultures clash. It is a phenomenon
felt most acutely in the EU’s eastern member states,
where infrastructure is most in need of moderniza-
tion, but also where the sudden effects of EU inte-
gration have already fueled a sense of inequality.

The Emergence of an Internal Risk

Even as tensions bubble, Brussels remains wedded to
the idea that investing in a common European digital
infrastructure will help open up rural areas to more

https://www.economist.com/finance-and-

economics/2021/04/29/what-history-tells-you-about-post-pandemic-booms

https:

www.preventionweb.net/news/guest-post-how-urban-heat-islands-will-intensify-heatwaves-uk-cities



https://www.economist.com/finance-and-economics/2021/04/29/what-history-tells-you-about-post-pandemic-booms
https://www.economist.com/finance-and-economics/2021/04/29/what-history-tells-you-about-post-pandemic-booms
https://www.preventionweb.net/news/guest-post-how-urban-heat-islands-will-intensify-heatwaves-uk-cities

No. 5 | March 2022

Risky Thinking: Why Scenarios Matter in the Debate on Strategic Autonomy

progressive ideas. It finds confirmation in countries
like Czechia and Slovakia that have been quietly mod-
ernizing their economies, embracing connectivity,
and investing in climate adaptation. But Poland and
Hungary are a different story. Their governing elites
- Prawo i Sprawiedliwo$¢ (PiS) in Poland, and Fidesz
in Hungary - see this modernization as a threat. Both
owe much of their electoral dominance to socially
conservative rural communities that are suspicious
of the political and social transformation associated
with the EU*® and they fear that any outflux from the
cities could dilute their traditional voter base. Seeing
no way to alter the EU’s spending decisions, the two
parties’ political leaders separately determine that
their electoral hopes are best served by stoking ten-
sions rather than trying to resolve them.

Fidesz and PiS recognize that the EU’s considerable
investments in cross-border infrastructure projects
represent a new vector through which to influence
its inner workings, and that they can use the Eu-
rope-wide information infrastructure, and the way
it shakes up established relationships, to leave their
own stamp on European order. Both parties’ voter
bases - and the parties themselves - benefit siz-
ably from region-specific EU investment in the form
of Common Agricultural Policy (CAP) subsidies and
Structural Funds for disadvantaged areas - but they
dislike the political goals that increasingly underpin
them. Their aim is to increase the political costs for
the EU of introducing rule-of-law conditionality and
anti-corruption mechanisms to the CAP¥ and to de-
ter changes to the Structural Funds, which look in-
creasingly likely to be diverted away from their voter
basesas the GDP of rural areas rises as a result of the
recent influx of wealthy urbanites.?

With national parliamentary elections on the hori-
zon in both countries and elections for the Europe-
an Parliament just two years away in 2024, Fidesz and
PiS determine they can best achieve their electoral
and financial aims by pooling their resources to in-
fluence political outcomes across the EU. After 20
years on the receiving end of the EU’s political con-
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ditionality and institutions, they understand its con-
stitutional setup and levers better than anyone. Hun-
gary in particular masters the EU’s Europe-wide
election system and, through it, its democratic in-
stitutions. In spring 2022, intellectuals affiliated with
the PiS and Fidesz meet at a retreat in southern Po-
land and agree to jointly establish a new pan-Euro-
pean pressure group, the Movement to Protect our
Rural Way of Life (MPRWL). Headquartered in Brus-
sels, the MPRWL will lobby European institutions on
rural concerns, while promoting narratives useful to
Fidesz and PiS across Europe (Box 4).

A Narrow Win for Fidesz, a Loss for PiS

The MPRWLs first outing is the 2022 Hungarian elec-
tion campaign. The Fidesz PM, Viktor Orban, faces
a renewed electoral challenge from a united oppo-
sition led by popular civil society leader, Krisztina
Halasz. Despite the government’s best efforts to sti-
fle independent media, Halasz's campaign appears to
be cutting through with voters. As a corrective, the
MPRWL deploys a sophisticated social media cam-
paign, promoting disinformation and false narra-
tives by means of “black hat” influencer marketing®
and targeted “native advertising.#? Outside Hunga-
ry, the MPRWL works to rehabilitate Fidesz's reputa-
tion, promoting its pro-rural policies as emblemat-
ic of Europe’s traditional way of life, and downplaying
questions relating to the rule of law in eastern mem-
ber states, an issue about which the French presi-
dent in particular has expressed deep concern, even
stating his readiness to suspend member states that
refuse to comply.

Helped in part by his compatriots’ dislike of the
French president (who has had scandals of his own),
and their resentment towards a “core” EU member
state like France pulling levers, the result of the elec-
tion is a victory for Orban, leaving him secure for
a further four years. But Fidesz’s majority is great-
ly reduced. In Poland, PiS is worried. The party has
a much slimmer electoral margin to defend than

https://

www.theguardian.com/world/2020/jul/18/andrzej-duda-poland-rural-urban-re-election

outperforms-in-cities-fidesz-still-strong-in-rural-areas

https://bbj.hu/politics/domestic/elections/opposition-

https://www.euractiv.com/section

agriculture-food/news/social-conditionality-set-to-be-sticking-point-in-cap-negotiations,
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https://www.euractiv.com/section/agriculture-food/news/social-conditionality-set-to-be-sticking-point-in-cap-negotiations/
https://www.euractiv.com/section/agriculture-food/news/social-conditionality-set-to-be-sticking-point-in-cap-negotiations/
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BOX 4. THE MOVEMENT TO PROTECT
THE RURAL WAY OF LIFE:
A WHO'S WHO

The MPRWL draws funding from the EU, albeit
indirectly: Corrupt patronage networks in both
Poland and Hungary allow local officials to
siphon off CAP subsidies and divert them
towards the organization.””

Notable financers who insist on anonymity
include Matyéas Nagy, the CEO of Hungarian oil
and gas giant MOL, and Réka Toth, newly-in-
stalled CEO of its Slovak subsidiary, Slovnaft, as
well as Karol Adamowicz, head of the Polish
state-run television station, TVP.

In an effort to disassociate the organization from
its Central European founders and gain
credibility in the West, outspoken French
agro-entrepreneur Michel Pouchain is enlisted as
its figurehead.

MICHEL POUCHAIN

MPRWL Secretary General
Agro-entrepreneur

ANDRAS NAGY

MPRW.L private donor
CEO, MOL Group

REKA TOTH

MPRWL private donor
CEO, Slovnaft

KAROL ADAMOWICZ

MPRWL private donor
CEO, Telewizja Polska (TVP)

2
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its Hungarian counterpart, and just one year left to
shore up support. Orban, in turn, has reason to listen
to their concerns. Unwilling to lose a tight (if prob-
lematic) ally at the European level, he privately re-
assures the Polish Deputy Prime Minister and PiS
grandee, Jarostaw Kaczynski, of Hungary’s commit-
ment to assuring the party’s victory. In the upcom-
ing election, he promises, Hungary and the MPRWL
will go above and beyond the means employed so far.
Kaczynski does not ask for clarification of what this
might entail; nor does he care.

In the run-up to the 2023 Polish legislative elections,
the MPRWL duly focuses debate around what it dubs
the new “rural-rural divide,” and argues that poor-

er rural areas should be trusted to spend EU money
in smart ways. It circulates fabricated news stories
about urban incomers taking legal action to impose
their “non-traditional lifestyles” on locals, which are
then amplified by PiS candidates.” The MPRWL also
leaks transcripts of private communications between
Polish opposition leaders, reportedly intercepted
by the Hungarian Civil Intelligence Agency, wherein
they appear to ridicule “wie$niacy,” or “yokels” in the
country’s rural east. Yet even this leak cannot save
PiS. Upon taking office, Poland’s new government -
aware of Hungarian involvement in the scandal - is
ready to break with the unspoken principle of soli-
darity between Central European states, and actively
seeks to distance itself from Budapest.

41 One fabricated story that gains particular traction involves a couple in the village of Mietne hiring lawyers from Warsaw to sue a pre-school for referring

to their child as a girl because “they haven’t yet chosen their gender.
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PHASE 2. BRUSSELS
STRUGGLES TO MANAGE RISK

As spoilers within the EU seek to use
the tensions resulting from the bloc’s
massive infrastructure investment as a
means to influence its internal workings,
they join together with an outside actor
in an attempt to reorient EU policy.

After the dent to Orban’s majority and the victory of
the liberal Polish opposition, the EU Commission is
emboldened in its belief that connective infrastruc-
ture almost automatically drives forward political
integration and progressive policy: Hungary is the
EU’s last remaining populist government and will
not have sufficient MPs to push through further do-
mestic constitutional changes. But France is skepti-
cal, pointing out that the opposition in Hungary will
never have a sufficient majority to reverse Orban’s
changes, and insists on the need for strict political
conditionality on spending. Paris delights in gaining
Polish support: Warsaw will back renewed efforts to
censure Hungary for infractions on the rule of law. A
core of eighteen member states (a two thirds majori-
ty) now forward a proposal to identify a “clear risk of
a serious breach” under article 7 of the Treaty on Eu-
ropean Union, and the Council duly calls upon Bu-
dapest to take immediate action to improve its man-
agement of EU funds and to empower the national
prosecution service to investigate fraud.

Budapest looks set to ignore this move as it has be-
fore: This is the point at which previous article 7 pro-
cedures had fizzled out due to the requirement for
unanimity in the Council. But the political math is
different this time. With Poland’s return to the liberal
fold and other Central European states ready to line
up behind it, the threat of sanctions*? at last seems
credible. Suddenly on the back foot, Fidesz begins
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to looks elsewhere for support - outside the EU.
Under Orban’s initiative, the MPRWL sends a del-
egation to non-EU member Serbia, where its lead-
er, Pouchain, meets privately with Serbian pol-
iticians to enlist their cooperation to influence
the internal workings of the EU. Their aims: EU
non-interference on internal affairs, cash trans-
fers from richer member states without strings,
Serbian EU accession, “widening without deep-
ening,” and support for Serbian irredentism.*

The Hungarian government reasons that, if the Com-
mission is trying to use the EU’s digital infrastruc-
ture to spread liberalism to the countryside, then
Budapest must respond in kind. With Belgrade’s co-
vert support, the MPRWL begins to build up its ca-
pacities in the (dis)information sphere. So-called troll
farms pop up in urban centers across the Western
Balkans. The trolls are easy to hire: The region’s rural
heartlands have experienced a steep economic de-
cline, prompting large numbers of youths to gravi-
tate towards mid-sized cities like Banja Luka, Bito-
la, and Subotica. Former farmhands now find work
in MPRWL click farms, promoting stories about the
loss of traditional values in Europe that run the gam-
ut from credible to conspiratorial.** And while the
Balkan countryside provides the people power, the
troll farms’ sophisticated capabilities appear to come
from further afield - further East.

The Campaign for Connectivity Fuels Separatism
In the summer of 2023, the story spins off into a
series of new twists. One such is the CONIFA Euro-
pean Cup, a tournament for “national” teams unaf-
filiated with FIFA (Fig. 3, below). The tournament is
jointly hosted by Corsica and Sardinia as part of an
EU-backed drive to build closer ties between the
two islands, boost local infrastructure investment,
and head off resurgent trends of separatism and
fragmentation.® It is a niche event, and not one
that even its most ardent fans would ever connect
to geopolitical machinations in Budapest, Belgrade
or Brussels. Early in the tournament, however,
things take an odd turn when teams from Felvidék
and Székely Land - Hungarian-majority regions

of Slovakia and Romania, respectively - face off in

https:
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Cagliari. The match is disrupted when hackers hijack
the stadium’s PA system to broadcast racist slo-
gans. At the time, the incident seems like a tasteless
prank, but in retrospect, it seems like a warm-up.

The next day, the two teams travel from Corsica to
Sardinia using a new high-speed ferry link funded
from an EU Interreg project. During the journey, the
ferry’s navigation system appears to have been in-
terfered with, causing it to veer off course and run
aground on the Sardinian coast. As the ferry takes on
water, the Italian coastguard scrambles a quick re-
sponse. It is not until much later that the footbal-
lers realize one of their number is missing. The cause
of the incident is unclear, but locals blame the EU;
the ferry had been a vanity project, a waste of money
which they would have preferred be used to improve
connections to the mainland. In Hungary, mean-
while, the incident is linked to the stadium PA hijack,
and blamed on anti-Magyar sentiment. It feeds into
a sense of grievance both among ethnic Hungarians
and in peripheral regions across Europe.

Niche events like those surrounding the CONIFA
tournament rank as peculiarities to Brussels ears but
resonate in disadvantaged areas across Europe, with
local ethnic and economic grievances linked together
under the overarching narrative of the downsides of
European integration. With each seemingly unrelat-
ed episode, the MPRWL coordinates a media narra-
tive that emphasizes Europe’s rural-urban, rural-ru-
ral and core-periphery divides. In the case of the
CONIFA events, it points to the EU’s supposed con-
tempt for rural and peripheral regions like Corsica
and Sicily, and its imposition of alien political proj-
ects, as exemplified by the “hyperferry” Meanwhile,
Budapest criticizes Romanian and Slovak author-
ities’ failure to protect ethnically Hungarian teams,
pointing to a rise in “anti-Magyarism,” and calling
on Hungarians outside the country’s borders to vote
as a bloc in the upcoming European Parliamentary
elections.

A Threat Hiding in Plain Sight

With the 2024 European elections fast approaching,
threats to electoral security and the EU’s autono-
mous capacity to organize free and fair elections

balkaninsight.com/2021/12/21/orban-hungary-gives-e100-million-support-to-bosnian-

https://wwwwired.com/2017/02/veles-



https://balkaninsight.com/2021/12/21/orban-hungary-gives-e100-million-support-to-bosnian-serbs/
https://balkaninsight.com/2021/12/21/orban-hungary-gives-e100-million-support-to-bosnian-serbs/
https://www.wired.com/2017/02/veles-macedonia-fake-news/
https://www.wired.com/2017/02/veles-macedonia-fake-news/
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3 — COMPETING “NATIONS” IN CONIFA EURO 2023
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GROUP 3
Franconia Sapmi
(Germany) (Sweden, Finland)

are high on the agenda in the Council. At a video
summit in January, EU leaders reaffirm their strate-
gy for dealing with outside interference from Russia
or China, following intelligence that these countries
will interfere to keep Fidesz and its sister parties
afloat. But they fail to take into account influence
operations coming from EU governments them-
selves, let alone establishing the bounds of legiti-
mate mutual interference between member states.
And so, despite its ubiquity across Europe, the
MPRWL continues to fly under the radar of most EU
governments. It achieves this by using local rather
than national media, thus escaping the notice of
elites and avoiding association with either Budapest
or the disinformation coming out of the Western
Balkans, which is attributed to Chinese interference.

For years, Fidesz has been looking for a way to in-
crease its power in the European Parliament. Un-
til now, it has focused on trying to build a small
Fidesz-dominated party grouping, but in 2024 Bu-
dapest scales up this strategy of obstruction: If the
MPRWL can help return a more polarized EP, efforts
to censure Hungary under article 7 or to push for-
ward moves to modernize the CAP and Structural
Funds will struggle to find support. This gridlock and
polarization at the EU level will in turn tempt even
more European voters towards the kind of strong-

Felvidék South Ossetia
(Slovakia) (Georgia)
Occitania Kernow
(France) (UK)
Skaneland
(Sweden)

Abkhazia
(Georgia)

man political culture that Fidesz revels in. Former-
ly marginal conservative and agrarian parties achieve
strong results in the 2024 election, particularly in the
east and south of Europe. The elections also produce
positive outcomes for ethnic Hungarian parties out-
side Hungary, including Slovakia’s resurgent SMK-
MKP and Romania’s UMDR, which are now eligible
for EU funding to build up their party apparatus.

A month after the European Parliament elections,
Hungary takes over the rotating presidency of the
Council of the EU and continues its policy of ob-
struction: For the next semester, Hungary effective-
ly cripples the EU’s ability to act or counteract risk.
At a rally in Budapest, Orban presents his own prior-
ities for his term as Council President without first
sounding out the other members of the “Trio Pres-
idency” or other supposed partners. The Council’s
agenda will, Orban says, bridge Europe’s divides by
rebuilding tolerance for traditional values and look-
ing for ways to reduce “intrusive and counter-pro-
ductive” political conditionality. The same princi-
ple of bridging the rural-rural divide, he says, runs
through Hungary’s aim to reinvigorate the accession
process with the EU’s closest neighbors in the West-
ern Balkans, but this time with substantially less in-
terference in their internal affairs.
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PHASE 3. TOO LITTLE,
TOO LATE

The risk facing the EU becomes more
serious as a spoilers begin to exploit
member states’ critical infrastructure
interdependencies to undermine its
values and transform its politics.

Hungary now cements its hold over the Council by
targeting specific member states with coercive di-
plomacy. Its objectives are twofold: first, to see off
the threat of censure under article 7, and second
to establish an all-purpose blocking minority in the
Council. Budapest identifies targets like Romania,
Slovakia and Croatia - not because of their political
alignment, but because of critical infrastructure de-
pendencies on Hungary and the fact that each has
significant, often rural Hungarian minorities.* Buda-
pest’s first vector of attack is through the MPRWL,
which organizes protests to “defend the rural way
of life” The protests have a distinctly pro-Hungari-
an character, and both Romania’s UDMR and Slova-
kia's SMK-MKP lend their support, bussing protest-
ers into Bucharest and Bratislava in their thousands.
In Romania, where the UDMR is part of the ruling
coalition,* supporters demand that the party with-
draw from government if Romania votes in favor of
censure.

Budapest’s second vector of influence is MOL Group,
a Hungarian oil and gas giant with significant oper-
ations across Central Europe, particularly in Croatia

Risky Thinking: Why Scenarios Matter in the Debate on Strategic Autonomy

and Slovakia (Fig. 4, below). While MOL is not state-
owned, Fidesz has been steadily increasing its con-
trol in recent years.*® Shortly after the 2024 elections,
MOL's Slovak subsidiary, Slovnaft, announces that it
is in talks to sell a controlling stake of the business
to the Kremlin-linked Surgutneftgaz,* and the Slo-
vak government is given to understand that MOL’s
next steps will be informed by Slovakia’s stance in
the Council. A similar message is given to Croatia, al-
beit in a more favorable formulation. For some time,
Croatia has been negotiating to buy back MOL's 47%
stake in formerly state-owned INA, and with the an-
nouncement of the potential Slovnaft deal, Croa-
tia is keener than ever. MOL, Orban suggests, will be
willing to finalize a deal very soon - on the condi-
tion that Croatia demonstrates “good neighborly re-
lations” in the Council >

Fidesz’s offensive does not end with its leveraging of
political and resource ties - it uses an implicit threat
of disorderly migration too. At the beginning of May,
seemingly out of the blue, Serbia warns of mounting
numbers of irregular immigrants from as far away as
the Middle East and Central America.” Just a week
later, Hungary reports that the easternmost stretch
of its highly-securitized border with Serbia has fall-
en victim to a cyberattack, leaving border guards un-
able to prevent a surge of these migrants from en-
tering the country.5? Despite offers of assistance
from the EU borders agency, Frontex, both Belgrade
and Budapest say they will handle the situation with
their own national capabilities. As migrants cross in-
to the Schengen Area, they are met by Hungarian
border guards, who escort them not back to Serbia
but to holding centers at the Slovenian and Austri-
an borders.

The End Game

In January 2025, Hungary hands the EU presidency
over to Poland. At the ceremony in Warsaw, Polish
Prime Minister Tusk’s thoughts go back to an earlier

https://www.bloomberg.com/news,

articles/2021-04-01/mol-deepens-ties-with-orban-via-305-million-endowment-pledge

wsj.com/articles/SB10001424052702303654804576343530886058382

idUSL8N2DN2I1:
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https://www.reuters.com/article/croatia-ina-mol-magyar-olaj-

www.schengenvisainfo.com/news/eu-forces-serbia-to-return-visa-regime-

for-iranian-passport-holders
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4 — ENERGY INTERCONNECTIVITY IN SOUTH-CENTRAL EUROPE
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era. In 2011, on the occasion of Poland’s inaugural
presidency, Orban had introduced him with a con-
gratulatory speech that seemed to mark Central Eu-
rope’s post-Cold War “return to Europe.” But today,
Orban declined to attend. “Everyone in Poland can
feel that today is a very important day in our history,’
Tusk announces, echoing his speech from fourteen
years ago, although this time in English.*® “Here in
Poland,” he continues, “we know all too well the cost
of neglecting European values of democracy and the
rule of law. Moving forward, their defense will be at
the heart of the Council’s agenda” He ends by calling
on the Hungarian government to explain Budapest’s
increasing authoritarianism and its perceived hostil-
ity towards its European partners.

Contrary to expectations, Orban expresses a willing-
ness to make his case before his peers, and this is

https:
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added to the agenda for an upcoming summit. But
on the first day of the summit, Brussels comes to
a standstill as the MPRWL stages a rally protesting
against what its leader, Michel Pouchain, describes
as the Commission’s “cynical use of the CAP for po-
litical purposes”; that is, rule of law conditionality.
At midday, Pouchain kicks off the rally with a rous-
ing and highly misleading speech. But it is not un-
til mid-afternoon that things get out of hand. A small
number of protesters begin throwing bricks as the
rally passes the EU’s Committee of the Regions. As
the Police struggle to bring the rioters under control,
European leaders find themselves unable to reach
the nearby pre-summit dinner - apart, that is, from
Orban, who arrives unusually early.

At the summit, leaders were meant to have a full
agenda, hoping to formulate a joint response to an

newsroom.consilium.europa.eu/events/20110701-herman-van-rompuy-visits-poland/94036-4-inauguration-of-the-polish-

presidency-celebrations-part-4-20110701
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emerging security crisis in Bosnia sparked by Repub-
lika Srpska’s announcement of a secession referen-
dum. Most had planned caucus meetings ahead of
the summit. But the EU finds both internal reform
and external crisis response left in disarray by the
simple fact of ordinary people blocking the streets.
The heavy concentration of power in Brussels gives
way to a vacuum that leaves the EU rudderless. Or-
ban seems almost organically to emerge into the
breach; following Angela Merkel’s departure from
front-line politics, he became the EU’s longest-serv-
ing head of state and government, and his subtle
ability to move levers in the EU’s constitutional sys-
tem define crisis decision-making in the Council has
brought him to the center of EU politics. His politics
are quite different to Merkel’s, but one thing is clear:
Budapest is now in Europe’s driving seat, not Berlin.

QUESTIONS FOR GERMAN
POLICYMAKERS

The scenario raises a number of important questions
about the EU’s risk posture that German policymak-
ers would do well to consider:

Conditionality.

The European Commission is sometimes criticized
in Berlin for its historical belief that economic inte-
gration and liberalization necessarily lead to political
integration and liberalization. Such beliefs are now
viewed as naive. At first glance, the scenario does in-
deed appear to confirm that this belief in the auto-
matic benefits of economic and infrastructure inte-
gration is both pervasive in Brussels and naive. But
on closer examination, the question emerges: Is the
root of the problem really the Commission’s CI poli-
cy, or is it perhaps France’s insistence on overlaying
it with political conditionality and the Commission’s
failure to stand up to it and assert its principles?

Centralization.

On the face of it, the scenario suggests the Commis-
sion’s CI strategy has backfired and that its effort to
build connectivity and decentralize power to the Eu-
ropean periphery has in fact reduced the EU’s col-
lective resilience. But looking more closely, it seems
the root of the problem may be quite different. The
EU is thrown into disarray when critical infrastruc-
ture in Brussels is shut down. This begs the question
whether European Cl is, in fact, overly centralized,
and whether this is where the danger to resilience
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arises. Has the EU become disconnected from the
needs of societies, and too narrowly focused on pro-
tecting its own assets, staff and projects?

Enlargement.

As the means by which the EU has historically trans-
formed external threats into more manageable in-
ternal risks, territorial enlargement and cross-bor-
der connectivity are key elements of its risk posture.
Viewed from afar, the scenario seems to suggest that
enlargement and connectivity investments are now
backfiring, and that the 2004 expansion to Hunga-
ry and other eastern member states (and now to the
Western Balkans) is incorporating unmanageable
geopolitical problems and equally unmanageable po-
litical leaders into the EU. Yet the root of the prob-
lem may be the opposite: Is the attempt to manage
new members by reducing their political agency and
their access to EU connectivity funds perhaps the
real problem?

Strategic myopia.

At first glance, the scenario suggests that the EU’s
long-standing efforts to “domesticate geopolitics”
and to turn points of historical inter-state tension
into ordinary matters of cross-border regulation
have run their course: The scenario involves a “re-

Is a hostile
geopolitics atwork
in the EU - between
member states?

turn of history” to Europe and the EU’s incapacity to
respond in kind, bolstering the narrative in France
and Germany about the need for the EU to “become”
geopolitical. But on closer examination it may be that
the EU has been too successful at taking things out
of the realm of the geopolitical. Is the new push for
European autonomy from France and Germany, and
their narrative that the EU is not geopolitical, built
on member states’ amnesia about how geopolitical
the EU already is?
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Autonomy.

Despite clear concerns about the rule of law
in member states Poland and Hungary, poli-
cy makers in Berlin remain largely blind to the
possibility of insider hybrid threats to the EU. For
Berlin, geopolitics is something that happens outside
the EU, cementing the need for autonomy amongst
EU members. The scenario raises the question: Is
a hostile geopolitics at work in the EU - between
member states? If so, what are the legitimate bounds
of mutual interference and leverage within the EU,
and when do these become disinformation and coer-
cion? And, even though France and Germany seem to
agree on the need for EU autonomy, does the French
interpretation allow for the potential exclusion of
peripheral member states?

Tipping point.

A nuanced reconsideration of the scenario may sug-
gest that Hungary has understandable and even le-
gitimate reasons to behave as a spoiler. Almost two
decades since its accession to the EU, new mem-
ber states are still treated as “rule takers” rath-
er than “rule makers”; they are not physically
integrated into the rest of the EU, and struggle to
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define connectivity decisions; the Franco-German
core dominates the eastern periphery. But does un-
derstanding this really help German policy makers?
Or have we reached a tipping point where corrective
action is needed even if it compounds past mistakes?
Could Germany have acted to prevent this scenario
unfolding, and if so, when and how?

Reversal.

What are the implications of reaching a tipping point,
and has the EU locked itself in to a dangerous course
with its seventy-year commitment to economic, po-
litical and physical investment? If the European ap-
proach to risk has, indeed, reached a tipping point,
does the EU’s past investment in cross-border infra-
structure leave member states with huge liabilities
that are simply too costly to maintain? And if this is
the case, are we prepared to admit they cannot be
protected and to dismantle them? How great is the
risk that the EU’s methods will be turned against
it, leading to the destabilization of Europe, or even
a wholesale transformation into a more illiberal sys-
tem with a strong man Commission - the “Orbanifi-
cation” of Europe?
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Conclusions

EU policymakers want to make the most of strate- The EU is too decentralized to deal with resur-
gic foresight and scenario exercises. But they criti- gent power politics, so needs to recentralize;
cize think tanks and consultancies for being self-in-

dulgent in what they produce: Too often scenario The EU is too centralized to be resilient, so
design is just an excuse for think-tankers to indulge needs to decentralize;

in creative writing. Nevertheless, creativity is some-

thing that policymakers themselves struggle to pro- The EU is physically overextended, so needs
vide when thinking about difficult futures, due to po- to put up barriers and marginalize peripheral

litical and technical constraints. And it is, moreover, = members;

a serious discipline. This report has illustrated a case

where think tanks took the creative discipline seri- The EU is too small to effect global change on
ously, using narrative scenarios to challenge thinking issues like climate change which really threaten
in the EU’s Council and Commission. Since EU pol- it, so needs to expand.

icymakers were in this case primarily interested in

building consensus about the threats facing the EU,

they did not necessarily welcome the scenario exer-

cises. But by making these engaging, think tanks en-

couraged policymakers to think twice. Policymakers

will of course continue to pursue “European auton-

omy, but they will have considered the matter in the

round.

The narrative scenario reproduced in this paper was
developed by DGAP. Other EU-focused think tanks
have a far more sophisticated offering when it comes
to foresight and likewise worked on EU critical in-
frastructure vulnerabilities. We nonetheless repro-
duce iit as an illustration of how creative design can
engage policymakers in complex and nuanced ques-
tions - and also because we know the thinking be-
hind its design. In our assessment, the EU’s tra-
ditional approach to managing geopolitical risk
operates via two levers: expansion (of markets, ter-
ritory and /or physical connectivity) and decentral-
ization (regulating these connects at the local level
and in technical groups). The EU is now asking it-
self whether this approach is failing, and wheth-
er it has reached a tipping point. The scenario ex-
ercise here is thus one of a series of four that test
different eventualities: two explore the challenges of
policy continuity; and the other two, those of poli-
cy change. The four scenarios are as follows (see al-
so Matrix 1, below):
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MATRIX 1 - FOUR SCENARIOS TO TEST THE EU'S RISK POSTURE

THEEUISTOO
DECENTRALIZED

Paris and Berlin push the notion that decen-
tralization exposes the EU to risk because
its institutional set-up is too uncoordinated,
and its market reliance leaves it locked into
technical norms.

The EU embraces a more assertive and
protectionist approach led by “core” member
states. It thus finds itself able to act more
strategically and decisively.

But soon, an uncomfortable truth emerges:
If the EU wants to avert risk, it can no longer
tolerate unreliable member states.

THE EU ISTOO
CENTRALIZED

Member states shy away from “European
autonomy,” concluding that it would give too
much power to the already top-heavy and
overly-centralized EU.

In an attempt to redirect the EU back to its
classic risk posture, member states begin to
repatriate powers. This allows them to feel
more in control of risk.

Before long, the EU finds itself struggling to
speak with a single voice. Individual member
states find themselves targeted by hostile
powers using divide-and-rule tactics.

THEEU IS
TOO BIG

Paris and Berlin agree that the EU is both
politically and geographically over-extended,
making it vulnerable to both insider and
external threats.

The EU embraces a more protectionist
approach led by “core” member states. This
allows Brussels to act more strategically and
decisively to counteract risk.

This leads to confrontation between “core”
member states and those on the periphery,
who complain that the EU still treats them as
“rule-takers” rather than “rule-makers.”

THE EU IS
TOO SMALL

Member states conclude that the EU has
given up on enlargement too soon. Only by
expanding its reach can the EU neutralize
geopolitical risks deriving from global, rather
than local problems.

The EU fosters market expansion and
integration among ever more states by means
of infrastructure investment. This allows it to
better counter global risks.

Soon, the EU begins to face trouble from
unruly member states and unreliable external
partners with closely integrated infrastruc-
ture.
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