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JuliaPohleandThorstenThiel

 
 
Abstract
Over the lastdecade,digital sovereigntyhasbecomeacentralele-
mentinpolicydiscoursesondigitalissues.Althoughithasbecome
popular in both centralized/authoritarian and democratic countries
alike, theconcept remainshighlycontested.After investigating the
challenges to sovereignty apparently posed by the digital transfor-
mation, this essay retraces how sovereignty has re-emerged as a
keycategorywithregardtothedigital.Bysystematizingthevarious
normativeclaimstodigitalsovereignty,itthengoesontoshowhow,
today,theconceptisunderstoodmoreasadiscursivepracticeinpol-
iticsandpolicythanasalegalororganizationalconcept.

In July2020, theGermangovernment, in itsofficialprogram for its
presidencyoftheEuropeanCouncil,announcedits intention“toes-
tablish digital sovereignty as a leitmotiv of European digital policy”
(TheGermanPresidencyoftheEUCouncil2020,8).Thisisjustone
ofthemanyrecentepisodes,albeitaveryprominentone,inwhichthe
termdigital sovereigntyhasbeenusedbygovernmentstoconveythe

This article has been first published in Internet Policy Review: Julia Pohle and 
Thorsten Thiel. 2020. “Digital sovereignty.” Internet Policy Review 9 (4). https://doi.
org/10.14763/2020.4.1532.
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ideathatstatesshouldreasserttheirauthorityovertheinternetand
protecttheircitizensandbusinessesfromthemanifoldchallengesto
self-determinationinthedigitalsphere.

Atfirstglance,thedigitaltransformationandtheglobaltechni-
calinfrastructureoftheinternetseemtochallengesovereignty.The
principlesofterritorialityandstatehierarchyappearopposedtothe
diffuse, flexible, forever shifting constellations of global digital net-
works.What ismore,digital applicationsandcommunicationprac-
ticeshavecreatedamomentumthatseemstodefylegalgovernance
andcontrol.Therefore, thegrowthofdigitalnetworks in the 1990s
madethedisappearanceof thestatean immediatelyplausiblesce-
nario.ThiswasmostfamouslycapturedinJohnPerryBarlow’sbold
Declaration of the Independence of Cyberspace (Barlow 1996). Yet,
whilethisreferenceisstillverymuchaliveinpublicdiscourse,today
itismoreoftenframedasathreatthanapromise.Tocounterrisksto
theirauthority,stateshavemadeitpossibletoenforcenationallaws
andundertakegovernmentalinterventionsinthedigitalsphere.Over
theyears,theyhavecreatedandreformedtechnicalandlegalinstru-
ments toaddress issuesofdigitalgovernance (GoldsmithandWu
2006).Inaddition,theyhavesuccessfullyconvincedtheirpublicsthat
sovereigntyandstateauthorityarenecessarytoprotect“vitalgoods”
rangingfromsecuritytoprosperity,culturalrulesandmediacontrol.
As a result, in many countries, citizens today expect their govern-
mentstoprotecttheirprivacyonlineortocombatonlinedisinforma-
tionandcybercrime.Butthevariouscallsfordigitalsovereigntyinthe
lastfewyears,inbothcentralized/authoritariancountriesandliberal
democracies,domorethanreaffirmstateauthorityandintervention
inthedigitalsphere.Theconceptofdigitalsovereigntyhasbecome
apowerfulterminpoliticaldiscoursethatseekstoreinstatethena-
tionstate, includingthenationaleconomyandthenation’scitizens,
asarelevantcategoryintheglobalgovernanceofdigitalinfrastruc-
turesandthedevelopmentofdigitaltechnologies.Wecanexpectthe
conceptofdigitalsovereigntytocontinuetogainevenmorepolitical
currencyintheyearstocome,giventhebroaddeploymentofhighly
invasivedigitaltechnologies,rangingfromartificialintelligencetothe
“InternetofThings.”
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Todate,theconceptofdigitalsovereigntyhasbeenwidelyused
inpoliticaldiscoursebutrarelyscrutinizedinacademicresearch,with
asmallbutgrowingnumberofexceptions(CoutureandToupin2019;
Mueller 2010, 2019; Pohle 2020c; Pohle and Thiel 2019; Thiel 2014,
2019;GlaszeandDammann inpress;Peuker2020).Tounderstand
wheretheconceptcomesfromandwhereitisheaded,weproceedin
twosteps.First,wereconstructkeycontroversiesthatdefinetherela-
tionshipbetweensovereigntyanddigitalnetworks.Wethenanalyze
howtheconceptofsovereigntyandstatehoodre-emergedsuchthat
digitalsovereigntywaselevatedtoacherishedformofsovereigntyin
itsownright.Secondly,wesystematizethevariousclaimstodigital
sovereignty,therebyhighlightingtheconcept’sinternaltensionsand
contradictions.Bytracingthedynamicsofpoliticizationweattempt
toshowthatsovereigntyisadiscursivepracticeinpoliticsandpoli-
cyratherthanthelegalandorganizationalconceptitistraditionally
conceivedof.

The relationship between sovereignty and the digital:  
a reconstruction
Thepoliticalconceptofsovereignty,understoodasthepowerenjoyed
byagoverningbodytoruleoveritself,freefromanyinterferenceby
outsidesourcesorbodies,isderivedfromtheLatinwordsuperanus,
whichmeans“over”or“superior.”Thetraditionaltheoryofsovereign-
tywasproposedinthe16thcenturybyFrenchpoliticalphilosopher
Jean Bodin and concerned the ruler’s authority tomake final deci-
sions.Jean-JacquesRousseaurecasttheconceptsothatitfocused
on popular sovereignty rather than monarchical sovereignty. Over
time, it became increasingly associated with democracy, the rule
of law and territoriality. Today, sovereignty always primarilymeans
a state’s independencevis-à-vis other states (external sovereignty)
aswellasitssupremepowertocommandallpowerswithintheter-
ritoryof thestate (internalsovereignty).Understoodasdemocratic
sovereignty,itencompassespopularsovereigntyandcitizens’rightto
exerciseself-determinationbymakinguseoftheirinalienablerights.
Crucialtoallofthesemeaningsisageographicalspecification,that
is,therestrictionofsovereigntytoaspecificterritory,whichisseen



JuliaPohleandThorstenThiel

50

asa functionalprerequisite forauthority tobeexercisedeffectively
(Grimm2015).1

EversinceBodin, sovereigntyhasbeenseenasacentralcon-
cept for understanding politics. But in the 1990s, this importance
seemedtowane,leadingtotalkofapost-sovereignworldinwhich
stateswouldnolongerbethemostimportantandultimatelysuperi-
orsourceofpower.Inthisworld,democracywouldbemoreclosely
associatedwithpluralismandparticipationthanwiththecapacityof
ademostogovernitself(MacCormick1999).Thispredicteddecline
in state importance strongly influenced the early stages of the in-
ternet’sdevelopmentandgovernance.Theideaofstatesovereignty
wasparticularlychallengedby twodifferent,yet related,discursive
strands that significantly shaped public and academic discourses:
cyber exceptionalismandmulti-stakeholder internet governance.Yet,
inmorerecentyears,policyactorshavesuccessfullysoughtto jus-
tifyandreaffirmsovereigntyinthedigitalsphereagainstthesetwo
perspectives.

Two challenges: cyber exceptionalism  
and internet governance
The first challenge, cyber exceptionalism, suggests that the digital
realmisqualitativelydistinctivefromtheanalogueworldandthatdig-
italspacesthereforeneedtobetreateddifferentlyfromallprevious
technological innovations. This perspective was especially popular
duringtheriseofthecommercialinternetinthe1990sbutisstillevi-
dentinpublicandacademicdiscourse.Cyberexceptionalistthinking
isbasedontheassumptionthatthegrowingimportanceofcomputer-
aidednetworkcommunicationimpliesthedemiseofstatesovereignty
(Katz1997).Althoughtheinternet’sactualdevelopmentdidnottake
placeoutsideofconcretelegalspacesandwouldnothavebeenpos-
siblewithouttheincentivesprovidedbymarkets,regulatoryregimes

1  Over the last decades, there have been many attempts to apply the concept of 
sovereignty to other political entities than states, such as supranational and sub-
national institutions or indigenous peoples (e.g., Kukutai and Taylor 2016). These 
derivative usages of the term often equalise sovereignty with autonomy and thereby 
deemphasise aspects of control and legitimation. While we believe that these 
broader understandings are important and can partly explain the popularity of the 
concept of digital sovereignty, we stick to a more traditional political understanding 
of the term.
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orpublicresearchinfrastructures(Mazzucato2011),cyberexception-
alism–whichmostoftentakestheformofcyber libertarianism(Keller
2019)–neverthelessremainedtheformativeideologyinthoseearly
dayswitha strongculturalandeconomicbacking inSiliconValley
(BarbrookandCameron1996;Turner2007).

Asactorswhogreatlydistrustestablishedpolitical institutions,
cyberlibertariansarguethatdigitallymediatedformsofpoliticswill
promptasocietalreorganizationthatisdecentralized.Thisshould,in
theirview,enableabettertailoredresponsetothecomplexdemands
of governingmodern societies than thatwhich is offered by tradi-
tionalformsofpoliticalorganization.Inthisview,externalsovereign-
ty, law and territoriality are expected tomatter less in the context
oftransnationalnetworks.Theargumentsforthisaremanifold.First,
thecomplexityofnestedresponsibilitiesandtheglobalreachofnet-
works cannot be addressed properly within national jurisdictions;
second,legislativeproceduresaretooslowtokeepupwiththepace
of innovation of digital technologies and the associated business
models; and third, digital technologies enable individuals to evade
liability,becauseattributionbecomesashakyconstructinthedigital
world(Post2007).Hence,incontrasttoaworldboundbyterritories
andsovereignnations,theworldinvokedbycyberlibertarianismre-
quirestheexistenceofcyber sovereignty,withcyberspaceasanew
andautonomousvirtualrealmthat is independentofgovernmental
interference(Barlow1996).2

The cyber exceptionalists and cyber libertarian positions still
resonate today – for example, in the debates about cryptocurren-
cies (Pistor2020).But themainclaim,namely that the riseofdigi-
talnetworkspersewillleadtoademiseofterritorialconceptionsof
sovereignty,haslostitsattraction.Theinfrastructuresandtheman-
agementofdigital communicationhave steadilybeen transformed,
making it easier to observe and steer digital flows. This trendhas
been reinforcedby thecommercializationof the internet, as it has
givenrisetowalledgardensandcreatednewagentsinterestedina
fine-grained,lessanonymousandlesshorizontalarchitecture,which

2  A less pointed but still deeply state-sceptical variant of cyber exceptionalism is 
networked independence, a discursive stream frequently found in legal discourse 
and aligned with the discourse on globalisation and global governance. It argues 
that state sovereignty is in decline because of the dysfunctional fragmentation of a 
static order bound to geographical territories (Johnson and Post 1996).
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allowsfor interventionatmanypoints(DeNardis2012;Deibertand
Crete-Nishihata2012).

At least from the year 2000 onwards, a second, related but
less confrontational challenge to sovereignty in its original sense
emerged:multi-stakeholder internet governance. Here, the focus is
notonstates’shortcomingsatregulatingdigitalmattersbutonthe
differentandnon-sovereignrolesthatstateshavetoplayinaregula-
toryidealthatviewstheadministrationoftheinternetasthetaskof
thosedirectlyaffectedbyit.Takingtheiroriginsinthetechnicalcom-
munity,characterizedbyexpertiseandmeritocraticdecision-making,
amultiplicity of decentralized processes emerged,whichwere de-
signed to serve thedevelopmentandapplicationof sharednorms,
rules and procedures to maintain and develop the internet (Klein
2002;Chenou2014).Inthisvision,self-governancewouldtakeplace
inamulti-stakeholdergovernancestructurebasedontheprinciples
ofopenness,inclusion,bottom-upcollaborationandconsensualde-
cision-making.Thisformofcoordination,itwasargued,couldcoun-
teract the need for a central decision-making authority (Hofmann
2016;RaymondandDeNardis2015).

Whilemulti-stakeholderinternetgovernancehasbecomeestab-
lishedasarelativelyautonomousfieldintheglobalpolicyarena,itis
characterizedbyconflictsofvariouskinds.Itsexternalconflictsare
oftenrootedinthefactthatthemulti-stakeholdergovernancemodel
continues toexplicitly rejectestablishedgovernment-dominated in-
ternationalinstitutionsandseekstoreplacethemwiththeprinciple
oftransnationalism.Conversely,representativesofsomestateshave
insistedonputtingtheauthoritytomakebindingdecisionsoninter-
netgovernance issues in thehandsofmultilateral institutionsand,
hence, subjecting themmoreheavily tostatecontrol (Musianiand
Pohle2014;Glen2014). Internalconflicts in the fieldarecausedby
increasinglyobviouscoordinationproblemsduetothemultitudeof
oftenparallelinternetgovernanceprocessesaswellasthethematic
shiftawayfromprimarilytechnologicalmatterstowardsmoreopenly
politicalorsocialquestions (Malcolm2008).Furthermore, the idea
of multi-stakeholder internet governance has often been accused
of being associated with neoliberal thinking (Chenou 2014). Thus,
hopesofalastingorexpansivechangeinhowtransnationalpolitics
isdonehavenotbeenfulfilled.Giventheincreasingattemptsofboth
authoritariananddemocraticnationstomorestronglyregionalizethe
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development of digital networks, it is doubtfulwhether the efforts
towards reforming multi-stakeholder internet governance will find
theacceptancethatwouldbenecessarytopreservethemodeland
itsprinciples(Voelsen2019b).Therefore,multi-stakeholder internet
governancecannotbeseenasthefutureofgovernanceassuch,nor
asadichotomousalternativetodecision-makingbysovereignstates,
butratherasaparallelgovernancemodeladaptedfornon-binding
coordinationprocesses.

Resurgence of sovereignty as a principle  
of digital policy-making
Inmanyrespects,thepublicimaginaryofdigitalcommunicationsas
somehowhostiletostatesovereignty,andthepracticalchallengesof
enforcingsovereignpowerinthedigitalrealmhaveremained(Mueller
2010).Buttheargumentsfordismissingstatesovereigntyhavesignif-
icantlyweakened;instead,variousactorshavestartedtoproclaimthe
needtoestablishsovereigntyinthedigitalrealm.Thejustificationsfor
thesecallsaremanifold.

First,itisoftenarguedthattherealchallengetostatesovereign-
tyisnolongertobefoundintheamorphousorganizationalqualities
of decentralized networks, but instead in the enormous power of
the corporate actors that thrive in our commercialized internet en-
vironment,wheretheynowholdthematerialandimmaterialpower
ofowningvitalsocietalstructures.Theinternet’scommercialfocus
hascome tocenteronadvertisingand theexploitationofnetwork
effects(Christl2017).Intermediariesanddigitalplatformsplaysuch
adominant role inmakingcontentavailable that theopen internet
protocolsthatdigitalcommunicationsrelyuponhavebecomemean-
ingless(Pasquale2016;Srnicek2017;Hindman2018).Today,itisnot
just the enormous resources that those intermediaries command,
it ishowtheyexercisecontrol thatmakesthemoneof thebiggest
challenges to the concept of democratic sovereignty (Staab 2019;
Zuboff2019).Internetcorporationsprovidetheinfrastructuresofour
societiesandthereforeinterferewithstatemattersathighlysensitive
points.Examplesabound:whetherwearetalkingaboutthecreation
and regulation ofmarkets or the provision and structuring of pub-
liccommunication,today’sdigitaleconomysignificantlydiffersfrom
olderconstellationsfororderingsocieties–toapointwheremanyof
thepowerfulcorporateactorscanbedescribedasquasi-sovereign.
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Theemergenceofthesecorporatepowerhouses,whichappeartobe
largelyunaccountableviatraditionalpoliticalmechanisms,has–es-
pecially inEurope–given rise toanew,morestructuralandoften
moreexpansivethinkingaboutthedemandsanddomainsofdemo-
craticself-governance(vanDijck2020).

A second justification for enlarging and pushing digital
sovereignty becomes most obvious when we look at the slightly
paradoxical response of governments to Edward Snowden’s 2013
revelations regarding the massive global surveillance practices
of theUnitedStates’ intelligence services and their allies (Tréguer
2017,2018;Steigeretal.2017).Snowdenrevealedthemostlyuncon-
strainedexerciseof hegemonicpower and the enormouspossibili-
tiesfordatagathering,dataanalysisanddatacontrolbyintelligence
agenciesandtechcompaniesintheUnitedStatesandotherWestern
countries.Surprisingly,theirdecisiontobehaveassovereignyetnon-
territorialentitiesdidnot leadtoacritiqueofpoweragglomeration
assuch(HintzandDencik2016).Instead,ittriggeredthedemandfor
adecoupleddigitalspherethatallowsforexclusivenationalcontrol
overcommunications,dataandregulation.EversincetheSnowden
revelations,demandsfornational(orregional)digitalsovereigntyare
invokedbyactorswhohighlighttherisksofforeignsurveillanceand
manipulationbycitingexamples ranging fromdisinformation (Tam-
biama 2020) to telecommunication infrastructure (Voelsen 2019a)
andindustrialpolicy(Hobbsetal.2020).

If we sum up the observationsmade so far, we can see how
(state) sovereignty, traditionally thought tobe thebedrockofmod-
ernpolitics,hasbecomeacontestedconcept.Yet,itthenslowlybut
forcefullyfoundawaytoaccommodateitselfinthedigitalage.Nowa-
days,justificationsforinsistingonsovereigntyabound.Especiallyin
international relations,wecanseea resurrectionofsovereigntyas
ageopoliticalclaim,whichhassetinmotionaracetoestablishand
expand the scope of sovereignty.Nevertheless, digital sovereignty
needs tobeactivelyexplainedandadjusted inorder to fit ournet-
worked societieswith theirwide range of communications, strong
transnationaltiesandpluralistunderstandingsofdemocracy.
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Political discourse(s) on digital sovereignty
Today,theconceptofdigitalsovereigntyisbeingdeployedinanum-
berofpoliticalandeconomicarenas,frommorecentralizedandau-
thoritariancountries to liberaldemocracies. Ithasacquireda large
varietyofconnotations,variantsandchangingqualities. Itsspecific
meaningvariesaccordingtothedifferentnationalsettingsandactor
arrangementsbutalsodependingonthekindofself-determination
theseactorsemphasize(Pohle2020c;Lambach2019;Wittpahl2017).
Focusingon this last factor,wecansystematizedigital sovereignty
claimsbydistinguishingwhether theyaddress thecapacity fordig-
italself-determinationbystates,companiesorindividuals.Whatthe
differentdiscursivelayersresultingfromthisvarietyofclaimsshare
istheirprescriptiveandnormativenature;ratherthanreferringtoex-
istinginstrumentsorspecificpractices,theyusuallyformulateaspira-
tionsorrecommendationsforaction.3

State autonomy and the security
of national infrastructures
Inthemostprominentcategoryofdigitalsovereigntyclaims,theem-
phasisisontheideathatanationorregionshouldbeabletotakeau-
tonomousactionsanddecisionsregardingitsdigital infrastructures
andtechnologydeployment.Themajorityoftheseclaimsrelatetothe
geographical restrictionofsovereignty toaspecific territoryandto
states’effortsensuringthesecurityofdigitalinfrastructuresandtheir
authorityregardingdigitalcommunicationmatterspertainingtotheir
territoriesandcitizens.

Wecanidentifytwostrandsofthislineofthinking.Ontheone
hand,powersoutsideoftheliberalworldhaveexperiencedtherise
of networked communication as a threat to existing political sys-
tems. China was the first country to respond to this by propagat-
ing and developing its idea of digital sovereignty –mostly framed
ascyber sovereignty or internet sovereignty (Creemers 2016, 2020;
Jiang2010;Zengetal.2017).Theunderlyingideaswerelateradapt-
ed by other authoritarian and semi-authoritarian countries, most

3  The proposed systematization results from a structured qualitative analysis of 
selected policy documents applying the word digital sovereignty and similar terms 
(such as tech sovereignty, digital resilience, digital autonomy, etc.), which does not 
claim to be comprehensive. We use selected examples of policy texts and proposed 
measures to illustrate the different layers of digital sovereignty claims.
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prominentlyRussia (Budnitsky and Jia 2018; Stadnik 2019;Nocetti
2015).Ontheotherhand,earlyon,Westernstatesalsoaddressedthe
needforcontrolandindependenceindigitalmatters.Herethejustifi-
cationforcreatingarchitecturesofcontrolwasmostlysecurity-driv-
en. As global networks emerged, states became more and more
awareoftheirvulnerabilities,expressedinmattersofinfrastructural
control. Computer securitywas then translated into national secu-
rity andexpanded toevermoreareas (Nissenbaum2005;Hansen
andNissenbaum2009). In this process, the role and capacities of
democraticstatesandofinfrastructuralcontrolhasgrownimmense-
ly (CaveltyandEgloff2019)–althoughoften times thesepractices
have conflictedwith liberal-democratic ideals of society and older
understandings of technology as inclusive and pluralistic (Möllers
2020).Sincethe2013Snowdenrevelations,thefocusonstateauton-
omyandsecurityhasbecomeacoreelementofdigitalsovereignty
discourses.

Prime examples of government-fostered practices and ideas
resultingfromthisdiscursivestrandarethemanyrecentproposals
towards data localization. They seek to restrict the storage,move-
mentand/orprocessingofdata to specific areasand jurisdictions.
Thejustificationistypicallytheneedtolimittheaccessthatforeign
intelligenceandcommercialagenciesmayhavetospecifictypesof
data,forexample,industrialorpersonaldata.Itisoftenassumed,but
rarelyclearlystated,thatmanysuchproposalsarealsodrivenbyoth-
ermotivations,suchas the increasedaccessibilityofcitizens’data
byintelligenceactorsandlaw-enforcementagencies,andthewish
togeneraterevenuesforactors,likelocalinternetserviceproviders
(ChanderandLe2015;Hill2014).Inmanycountries,includingBrazil
andIndia–twoimportantemergingeconomies–proposalstowards
datalocalizationhavesofaronlybeenrealizedinfragmentedformor
remainlimitedtospecificcontexts(PandayandMalcom2018;Selby
2017).Anemblematiccaseofaproposeddatalocalizationinitiative
inEuropeistheSchengen Routingidea,thatis,theproposaltoavoid-
ingexchangepointsandroutesoutsideofEuropeforroutingdata
flowswithinEurope (GlaszeandDammann, inpress, 11). The idea,
whichwasproposedbyDeutscheTelekom,thelargestinternetpro-
vider inGermanyand the largest telecommunicationsorganization
intheEuropeanUnion.Itwashotlydebatedbothinthepublicand
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thepoliticalspherebutultimatelyfailedtogarnersufficientpolitical
support(Kleinhans2013).

Present inbothauthoritariananddemocraticcountries,claims
andproposedmeasuresemphasizing theautonomyandself-deter-
minationofstatesandthesecurityofcriticaldigital infrastructures
havebeenmetwithfiercecriticism.Bothpolicyactorsandobservers,
suchasacademicsandtechnicalexperts,fearthateffortsfocusing
on IT security and the regulation of internet issues on the nation-
al level would interfere with the open and universally accessible
natureoftheinternet(Maureretal.2014)andultimatelyleadtothe
re-territorialisationoftheglobalinternet,causingitsfragmentation into
nationalinternetsegments(Drakeetal.2016;Mueller2017).This,in
return,mayhaveimportantnegativeeconomicandpoliticalimpacts
forthecountriesconcernedduetotheirdigitalandgeographicaliso-
lation(Hill2014).

Economic autonomy and competition 
There is a second category of digital sovereignty claims, which is
closelyrelated,yetdifferentfromthefocusonstateautonomy.This
emphasizesthehighandoftenopposingeconomicstakessurround-
ingthedigitalenvironmentandfocusesontheautonomyofthena-
tionaleconomyinrelationtoforeigntechnologyandserviceproviders.
Likethepreviouscategoryofassertions,claimsfocusingoneconomic
self-determinationhavebeenprimarilyspurredbytheperceivedmar-
ketdominanceoftechnologycompaniesfromtheUnitedStatesand
increasinglyalsoChina(Steigeretal.2017,11).Likewise,thespecific
measures and instruments that governments apply to compensate
fortheseimbalancesinthedigitaleconomypartlyoverlapwithmea-
suresseekingtostrengthenthesecurityoftechnologicalsystemsand
nationalautonomy(Baums2016).Butincontrasttothefirstcategory,
thesemeasures areusually part of a nation’s larger economic and
industrialpolicystrategy,aimingatthedigitaltransformationofentire
sectors of the economy. As such, they concern both traditional in-
dustriesandsectors(telecommunications,media,logistics)andnew
IT-relatedeconomicsectors,andprimarilyaimtopromotetheinnova-
tivepowerofthedomesticeconomyandtonurturelocalcompetitors
(Bria2015). Inaddition,agrowingnumberof instrumentscenteron
digitaltradeandseektoregulatecommerceanddataflowsdelivered
viadigitalnetworks(Burri2017;Ferracane2017).
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Aprime example of an initiative that seeks to strengthen eco-
nomicautonomy is theEuropeancloudserviceGaia-X,whichwas
announcedjointlybyFranceandGermany in2019andisyettobe
launched(BMWi2020).Theprojectplanstoconnectsmallandme-
dium-sizedcloudprovidersinEuropethroughasharedstandardthat
allowsthemtoofferanopen,secureandtrustworthyEuropeanalter-
nativetotheworld’sbiggest(oftenUS-based)cloudserviceproviders
(e.g., Amazon, Google,Microsoft), while at the same time respect-
ingEuropeanvaluesanddataprotectionstandards.Theinitiativeis
heavilypromotedbypolicyactorsasanimportantsteptowardsEuro-
peandata sovereignty(BMBF2019a;Summa2020)–anotherclosely
relatedconcept.Butithasalreadybeencriticizedforbeinganoverly
ambitiousandpurelystate-drivenprojectthatdoesnotofferrealin-
novationandthatwillhavetocompeteformarketacceptancewith
moreestablishedproviders(Lumma2019;Mahn2020).

Aswith the previous category, the goal to achievemore inde-
pendencefromforeigntechnologiesandtopromotetheinnovative
power of thedomestic industry is a central element of discourses
ondigitalsovereigntyinbothauthoritariananddemocraticcountries.
Indemocraticcountries,somemeasuresareadditionallyjustifiedby
theaimtoprotectconsumersbyofferingtechnologicalservicesthat
respectuserrightsanddomesticlawsandnorms,suchasdatapro-
tectionregulations(Hill2014;Maueretal.2014,8). Inmanyemerg-
ingeconomies,suchasIndia,theproposedmeasuresarealsooften
clearly directed atwhat hasbeendescribedbybothpolicy actors
andscholarsasdigital imperialismordigital colonialism.Bothterms
refertotheoverlydominantpositionofWesterntechnologycorpora-
tionsintheGlobalSouthwhichleadstonewformsofhegemonyand
exploitation(Pinto2018;Kwet2019;PTI2019).Unsurprisingly,such
claimsandinitiativeshavebeenmetwithskepticismandrepudiation
bysomeWesterncountries,wherepolicyandbusinessactorshave
been quick to label such ideas and practicesdigital protectionism,
meaning the “erection of barriers or impediments to digital trade”
(Aaronson2016,8;seealsoAaronsonandLeblond2018).Butwhilein
theUnitedStates,wherethenotionofdigitalsovereigntyhasprinci-
pallyanegativeconnotation(CoutureandToupin2019,2313),awide
varietyofpoliciesareconsideredpotentiallyprotectionist–including
censorship, filtering, localization and intellectual property-related
measuresand regulations topreventdisinformationand toprotect
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privacy,inotherregionsandcountries,suchasEuropeandCanada,
narrowerdefinitionsofsovereigntyhavebeenproposedthataccount
for specific trade restrictionsdue toprivacy concerns and cultural
exceptions(Aaronson2016,10).

User autonomy and individual self-determination 
In recent years, a third category of digital sovereignty claims has
emerged. This is primarily present in thediscourses of democratic
countriesandaparticularlystrongcomponentof thepolicydebate
ondigitalsovereigntyinGermany(Pohle2020a,7ff.;GlaszeandDam-
mann in press, 13). Emphasizing the importance of individual self-
determination,theseclaimsfocusontheautonomyofcitizensintheir
rolesasemployees,consumersandusersofdigitaltechnologiesand
services.Aninterestingaspectofthiscategoryisthedeparturefrom
a state-centered understanding of sovereignty. Instead of viewing
sovereigntyastheprerequisitetoexerciseauthorityinaspecificterri-
tory,actorshereviewitastheabilityofindividualstomakedecisions
inaconscious,deliberateandindependentmannerandtakeaction
accordingly.Bystrengtheningthesecapacities,individualsshouldbe
protected as consumers and strengthened in their rights as demo-
craticcitizens(GesellschaftfürInformatik2020;VZBV2014).Discur-
siveclaimsbypolicymakersandcivilsocietyactorsinthiscategory
alsorefertouser sovereigntyanddigital consumer sovereignty,there-
byreplacingthecontrolofusersandcitizensunderdigitalsovereignty
measuresinsovereigntynotionsespousedbyauthoritarianregimes
with the goal to strengthen domestic internet users’ capacity for
self-determination(Pohle2020c,8ff.;SVRV2017).

Theproposedmeanstoachievethiskindofsovereignty in the
digitalsphereincludeeconomicincentivesforuser-friendlyanddo-
mestictechnologydevelopment,butalsotheintroductionoftechnical
featuresallowingforeffectiveencryption,dataprotectionandmore
transparent businessmodels. In addition, a largemajority ofmea-
surestargetingindividualself-determinationseektoenhanceusers’
mediaanddigitalliteracy,thusstrengtheningthecompetencesand
confidenceofusersandconsumersinthedigitalsphere.InGerma-
ny, for example, a recently created innovation fundby the Federal
MinistryofEducationandResearch(the“Human-Technology-Inter-
action forDigitalSovereignty” fund)buildson the idea thatdigital
literacymeansmore than being technologically knowledgeable or
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competentintheuseofdigitaltools.Rather,itisunderstoodasthe
criticalorconsciousengagementofuserswiththetechnologyand
theirowndata(Datenbewusstsein,seeBMBF2019b).

An interesting aspect of this discursive category of digital
sovereigntyisthereferencesmadetousers’technologicalordigital
sovereigntymadebytechactivistsandsocialmovements.Theirper-
spectivecontradictsastate-centeredunderstandingofsovereignty
and instead emphasizes the need for users to better understand
commercialandstatepowers inthedigitalsphereandtoappropri-
ate their technologies,dataandcontent (CoutureandToupin2019,
2315ff).Thiscouldeitherbedonebyprioritizingopenandfreesoft-
wareandserviceorbyusers themselvesprotecting theirpersonal
data fromexploitation by tech companies throughdata protection
andencryptionpractices(Haché2014,2018;CercyandNitot2016).
While some facets of this perspective and some of the proposed
measuresmayalignwiththeclaimstoindividualself-determination
thatwecanseeindemocracies,theunderlyingbeliefsare,however,
different. Moreover, referencesmade andmeasures suggested by
policymakersseekingtoincreaseusersovereigntyneedtobeeval-
uatedverycarefully.Inmanyinstances,citizensarebeingreducedto
consumersofdigitalservicesratherthanvaluedintheircapacityas
democraticcitizens.Butthefocusontheautonomyandsecurityof
consumersmightobfuscatemeasures thatprimarilyservesecurity
andeconomicpurposes,leadingtoasituationinwhichfundamental
userrights–suchasprivacyorfreedomofexpression–arerestricted
ratherthanenforced.

Sovereignty in the networked world
This essay has argued that advocates of the concept of digital
sovereignty, so popular in political andpublic discourse nowadays,
not only had to reverse some of their early beliefs about the gov-
ernability of a networkedworld but that the idea of sovereignty it-
selfhasshiftedasithasrisentoprominence.Theissueisnolonger
cyber sovereigntyasanon-territorialchallengetosovereigntythatis
specifictothevirtualrealmoftheinternet.Today,digital sovereignty
has become amuchmore encompassing concept, addressing not
only issuesof internetcommunicationandconnectionbutalso the
muchwiderdigitaltransformationofsocieties.Digitalsovereigntyis–
especiallyinEurope–nowoftenusedasashorthandforanordered,
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value-driven, regulatedandthereforereasonableandsecuredigital
sphere. It ispresumedto resolve themultifacetedproblemsof indi-
vidualrightsandfreedoms,collectiveandinfrastructuralsecurity,po-
liticalandlegalenforceabilityandfaireconomiccompetition(Bendiek
andNeyer2020).

Traditionally,sovereigntyhas largelybeen thoughtofasanen-
forceablelawthatisbackedbyclearstructuralarrangements,such
asthestatemonopolyonviolence. Inthiscontext,thestateiscon-
ceivedofasamoreorlesscoherentactor,capable,independentand
hence autonomous. Although sovereignty has always been imper-
fect–StephenKrasnerfamouslydepicteditas“organizedhypocrisy”
(Krasner1999)–themeansofsovereignpower intheWestphalian
systemhavebeen ratherstraightforward.But thesituationhasbe-
comemorecomplicatedduetodigitalization,globalizationandplat-
formization.Thedigitalsovereigntyofastatecannotbereducedtoits
abilitytoset,communicateandenforcelaws.Ratherthanrelyingon
thesymbolicrepresentationandorganizationalcapacityofthestate,
digitalsovereigntyisdeeplyinvasive.Inmanyinstances,theideaof
strengtheningdigitalsovereigntymeansnotonlyactivelymanaging
dependenciesbutalsocreating infrastructuresofcontroland(pos-
sible)manipulation.Therefore,webelievethatmuchmorereflection
anddebateisneededonhowsovereignpowerscanbehelddemo-
craticallyaccountablewithregardtothedigital.Itisnotsufficientto
proposethatthepoweroflargedigitalcorporationscouldbetamed
bysubjectingthemtodemocraticsovereignty,ashasbeensuggest-
edbymanydemocraticgovernmentsworldwide.Likewise,weshould
notsimplyequate(digital)sovereigntywiththeabilitytodefendliber-
alanddemocraticvalues,asisoftendonebypolicyactorsinEurope.
Digitalsovereigntyisnotanendinitself.Instead,wehavetoputeven
morethoughtintotheproceduralframeworkofhowsovereignpower
canbeheldaccountableandopeneduptopublicreflectionandcon-
trolinordertotrulydemocratizedigitalsovereignty.
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