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1. INTRODUCTION
By Dr. Christian Mélling

1.1 Emerging and Disruptive Technologies and the Stra-
tegic Compass

The Strategic Compass (SC) seeks to adapt the EU to an ev-
er faster-changing security environment. Based on a joint
threat analysis, member states aim to agree on clear and
achievable strategic objectives in four “baskets”: crisis man-
agement, resilience, capabilities, and partnerships. These
topics cover a broad spectrum of issues, and cannot be ad-
dressed comprehensively until the Strategic Compass’s pre-
sentation date in early 2022. Leaving the mechanics of this
EU process aside, there are several topics the SC cannot af-
ford to ignore. One such topic is Emerging and Disruptive
Technologies (EDT). As with any other large concept, the
outer boundaries of the definition of EDT, that is, what ex-
actly it entails, remains fuzzy. And like any other important
concept, it has become politicized as actors with vested in-
terests use the term to further their political or econom-
ic objectives.

Technology has always played a fascinating and import-
ant role in security and defense. Hence, emphasizing and
sometimes exaggerating the role of technology in securi-
ty has been common for centuries. However, contemporary
circumstances differ from the past in two important ways.
First, EDTs are mainly civilian or, more precisely, commer-
cial technologies designed for broad consumer variety with
a myriad of applications all the way down to entertain-
ment and other everyday uses. Secondly, technology has
become one of the main fields of geopolitical competition,
especially between the US and China. This brings with it
the question of what type of global order will govern glob-
al technology issues and international risk management. It
is here where the functional perspective of technology col-
lides with geopolitics and geoeconomics. For these reasons,
it is now necessary to reassess the link between technolo-
gy and security.!

1.2 The E,D,and T in EDT

While the term EDT is somewhat nebulous and, in fact,
describes a rather heterogeneous family of technologies,
some common ground on its definition can be found.

T is for Technology. Technologies are human made applica-
tions and (although this is often forgotten) procedures that
aim to solve human problems.
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E is for Emerging. EDTs are part of a wave of new tech-
nologies that will be ripe to be transferred into the field
and into defense applications over course of the next 20
years. These technological areas are either currently at a
promising stage of development or undergoing rapid, rev-
olutionary advances. Examples of such broad technolog-
ical fields are Data, Artificial Intelligence (Al), Autonomy,
Space, Hypersonics, Quantum Computung, Biotechnology
and Materials.

D is for Disruptive. Development in these areas will result
in vastly improved defensive and offensive cyber capabili-
ties; new generations of sensors, space-based capabilities,
and autonomous weapon systems; and much-improved air
and missile defense, drones, and long-range precision mis-
siles. This will have a massive impact on security and de-
fense, transforming the way armed forces are organized
and equipped, as well as how they operate. Disruptive ef-
fects will most likely be produced by combinations of EDTs
and the complex interactions between them.

1.3 The anticipated challenges of EDT for security and
defense

Like all technologies, EDTs represent both opportunities
and risks for the world in general, and security and defense
in particular. However, in an environment of not only eco-
nomic but also political competition where technologies are
a key tool, what matters is exploiting them better and fast-
er than competitors. This is especially true for EU mem-
ber states, as well as the US. Western security and defense
forces owe a significant proportion of their power and im-
pact to technological superiority. In defense circles, this is
often referred to as “quality over quantity” - having a tech-
nological edge against other, bigger armies. Current devel-
opments are fundamentally challenging this approach in
terms of strategy, planning, and even military engagement.
However, there is currently no prioritization to strategically
guide investment, resulting in a fragmented landscape.

EDTs pose a serious challenge to EU and NATO states be-
cause other actors are challenging their technological su-
periority through independent innovation in strategically
relevant EDT areas. This is more true of China than Rus-
sia as the latter has less capacity to systematically challenge
technological superiority. Equally importantly, EDTs stem
from civilian research, even if in some cases this is state-
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owned. Competition for consumers between commercial
enterprises has led to shorter innovation cycles, especial-
ly in the area of information technology, and to a geograph-
ical diversification of centers of innovation, with new hubs
emerging particularly in Asia.

The ability of non-Western actors to identify promising ci-
vilian innovations and increasingly incorporate these into
defense applications has led, inter alia, to the perception of
a growing erosion of conventional deterrence and defense
capabilities relative to rising powers and new internation-
al security actors. Moreover, the civilian origins of these
technologies, and commercial interest in them, further lim-
it the EU and NATO’s ability to control their function and
proliferation.

While Western states have started to integrate EDTs into
their security and defense systems in an attempt to reclaim
technological superiority, this task is also shaped by the
need to meet legal and ethical standards, as can be seen in
debates around the use of drones and the increasing auton-
omy of military systems. Moreover, as the coming years will
be unlikely to see any significant increase in defense bud-
gets, decisions on where investments in EDTs can make a
difference, and to what extent cooperation is a solution, will
be determined by short term business interests rather than
the need to future-proof national and European security.

1.4 The Strategic Compass: How to think about EDTs and
which technologies to prioritize

When thinking about EDTs, there are three important as-
pects that should be taken into account:

1. The growing importance of EDTs and their political and
security implications;

2. The unclear scope of the term EDT and the lack of pri-
oritization of key technologies;

3. The risk of prioritizing short-term wins over long-term
strategic goals.

Given these factors, it makes sense to engage in collective,
systematic, and analytical stakeholder discussions about
the relationship between EDTs and the Strategic Compass.
Only by doing so can the EU hope to outline a relevant and
sustainable approach to the issues at hand.
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EDTs transcend the basket structure of the Strategic Com-
pass because they touch on aspects of all issue areas. The
following chapters look to further define the concept of
EDTs, explain which technologies should be prioritized and
why, and offer suggestions on how to incorporate EDTs into
the Strategic Compass process in order to improve Europe’s
technological sovereignty and innovation. As a result, this
paper aims to offer input that will help answer two over-
arching questions: How should EDT be treated in the fi-
nal Strategic Compass document, and which technologies
should be prioritized?

These two questions are addressed in chapters 2 and 3. The
final chapter notes the key takeaways from the stakehold-
er discussion.
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Emerging and disruptive technologies (EDT) transcend the four-basket logic of the EU Strategic Compass as they touch on
aspects of all issue areas. To break down this complex topic, the workshop was based on two input papers that focused on
aspects of sovereignty and innovation. While the discussion cannot and should not be held exclusively in relation to the se-
curity and defense realm, participants were encouraged to highlight initiatives relevant for the scope of the Strategic Com-

pass process.
Strategic Investment for Innovation

2.1. Participants agreed on the importance of foresight ex-
ercises to explore the potential developments and appli-
cations of EDTs, as well as the respective dependencies
and weaknesses that might be implicated in the virtual and
physical realms.

2.1.a. Such foresight should be informed by technology ex-
perts and policy makers alike, and conducted at the EU lev-
el to inform national institutions. Discussants concurred
that member states need to increase coherence and coop-
eration, also regarding existing frameworks, to fully lever-
age European potential vis-a-vis other global players.

2.1.b. One speaker singled out the defense budget as the on-
ly multi-annual budget at the national level. This enables
longer-term planning, but should not impede the ability
to adjust it on a quarterly if not monthly basis, discussants
agreed. Rapid developments, e.g. in quantum technologies
demand agile political steering. The technology race was
deemed real, but the speed of innovation was considered to
be rendered useless if political action lags behind.

2.2. Such foresight exercises should translate into concrete
roadmaps that, inter alia, set priorities and focus invest-
ment. Participants proposed clustering technologies in a
family structure for a better overview, as well as clear and
transparent communication.

2.2.a. There was consensus about the importance of the pri-
vate sector. Consequentially, a common understanding of
the top priority breakthroughs needed at EU level should
guide both public and private resources.

2.2.b. Open communication about intents and goals was
identified as an important part of signalling to the global
partners and adversaries.

2.2.c. The focus of investment was rated even more im-
portant than increasing current investment levels. Precise,
prescient, and long-term investment - financially and polit-
ically - is also what recruits and keeps talented workers in
the EU. Some added that EU investment should ensure the

results of the investment stay in the EU, and that the EU as
a whole rather than single member states profits from the
innovations derived from it.

2.2.d. So as to avoid costly and confining path dependen-
cies, participants proposed following a modular approach
in order to be able to “plug in and play” with innovations.

Institutional Set-Up for Sovereignty

2.3. Some participants regarded the notion of dual use
technologies as an unreliable concept. Any emerging
technology - that is, technology with a low technology
readiness level (TRL) - is potentially dual use at that stage.
This is why some discussants found trying to separate
civilian and military uses to be unrealistic, or even mislead-
ing. As well as needing both public and private representa-
tives to work together, expertise from civilian and military
end users (with the industrial base) should be incorporated
at all times.

2.3.a. In crisis management, likely future conflict theatres
will include high-tech elements, and the need for interop-
erability is also likely to increase. In an inclusive approach,
it is important to explore whether the modernization of ex-
isting platforms/systems or the development of new tech-
nologies is more cost effective.

2.4. Advocates of this approach also favoured framing the
discussion around political-strategic problems and chal-
lenges rather than on EDTs (mission-based rather than
tech-based). For example, access to verified and verifiable
information is at the core of our democratic societies. With
little cost or effort, adversaries such as Russia can inflict
much damage.

2.4.a. This insight implicates the need for EU action be-
yond the Strategic Compass. In general, many par-
ticipants brought up the potential of linking up all EU
efforts in this area: efforts from the Commission, proj-
ects within PESCO, the EDA, the EDF, etc. An ap-
propriate support structure could bundle together
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insights and expertise from the Commission’s scanning
of raw material shortfalls to Green Deal implications and
national military planning. Also, it could prevent security
and defense implications from being overlooked or exclud-
ed like in the Al strategy.

2.4.b. In this context, discussants stressed the importance
of not overlooking older technologies by fixating dispropor-
tionately on emerging technology in relation to their gener-
al disruptive character. This links back to the importance of
foresight exercises.

2.4.c. One speaker emphasized the need for a pragmatic
80/20 approach so as not to counteract the initial prior-
itization derived from the foresight exercise. Some added
that pragmatism should also entail preventing short-term
cost-effectiveness from hindering the goal of gaining stra-
tegic advantages over other global players. This could in-
clude producing in the EU despite higher costs.

2.5. The fact that most EDTs are not stand-alone technolo-
gies was raised. Therefore, a “system of systems” approach
is needed that brings together various related EDTs (e.g. Al,
cloud computing, automation, quantum-resistant cryptog-
raphy, synthetic biology, etc.), stakeholders from the pub-
lic and private sector, both civilian and military, and insights
from fundamental and applied research.

2.5.a. The foresight exercise should also reveal the skill sets
needed by European personnel as well as the wider popula-
tion, and help with prioritization within the system of sys-
tems approach. Participants underlined that skill sets are
not necessarily about very specialized expertise, but also
include cyber hygiene skills, especially in strategic sectors.

2.5.b. Many believed that the EU wants to and should em-
ploy ethical standards, regardless of whether its adversar-
ies observe them or not. During the discussion it remained
unclear at which stage ethical considerations would be best
placed. This could especially touch upon the dilemma of
proliferation, which is desirable in the civilian sector but not
in the military sphere.

Workshop Report

On the Global Stage

2.6. Participants identified two major fields for potential
cooperation with NATO: joint foresight and agreeing on
matters of standardization. As the alliance and the union
have many similar security interests, conducting foresight
exercises together could both pool expertise and improve
robustness of outcomes. Regarding standardization, the EU
could profit from NATO’s capacity to harmonize and cap-
italize on its own strength of organizing implementation.
Eventually, both initiatives serve the alignment of strategic
and tactical behavior.

2.6.a. Discussants highlighted the importance of being able
to keep up with and exceed Chinese and Russian capabili-
ties. However, the necessity of cooperation was also labelled
a reality. Some participants proposed exploring climate
change mitigation technology as an area for cooperation.

2.6.b. Some participants identified intellectual property
rights (IPRs) as a potential roadblock for EU-NATO cooper-
ation and it remained unclear how this could be mitigated.

2.7. One participant raised the UK Integrated Review as an
example of putting scientific advancement and technologi-
cal evolution at the center. EDTs could therefore be a prom-
ising issue area to catalyze joint approaches with the UK in
security and defense cooperation.

2.8. One expert remarked that standardization (how tech
fits together and works) is not the same as regulation (how
tech can or should be used). Even more than regarding in-
novation, the players who dominate these areas of EDTs set
the pace on a geopolitical level. The participants conclud-
ed that the EU needs strategies for cooperation and compe-
tition with both partners and adversaries: in good cases for
leveraging synergy effects, in difficult cases for dealing with
inadequacy and ethical approaches the EU does not agree
with, but which are being employed by adversaries.

The workshop took place on 4th May 2021 with support from the German Federal Foreign Office. This paper sums up the main
points of the discussion as perceived by the rapporteurs. It does not necessarily reflect their opinion. Participants included rep-
resentatives from member state ministries and the European Union, as well as from the European think tank community. We
thank all participants and especially our excellent speakers for their valuable input. Any comment is welcome and may be sent

to schimmel@dgap.org.
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PROMOTING TECHNOLOGICAL SOVEREIGNTY AND INNOVATION:
EMERGING AND DISRUPTIVE TECHNOLOGIES

By Dr. Daniel Fiott, Security and Defense Editor, European Union Institute of Security Studies!

3.1. What do “emerging and disruptive technologies”
mean in security and defense?

Any discussion about emerging and disruptive technologies
(EDTs) must first interrogate overused and unclear con-
cepts. First, the terms “disruptive technologies” and “dis-
ruptive innovation” refer to processes or products that
up-end a well-established market by fundamentally chang-
ing the way the market functions. It is also assumed that
disruptive innovation revolutionizes a market by introduc-
ing widely accessible and cost-effective products or ser-
vices. Examples of disruptive innovation include the way
that video streaming services displaced rental video shops.
Obviously, in the defense sector such a definition only takes
us so far as the costs of innovation are not low, and, ide-
ally, proliferation of defense technologies is to be avoided
in order to maintain a military-technological edge and con-
tribute to arms control. Furthermore, examples of genu-
ine innovation in the defense sector can be hard to come
by. Unmanned aerial vehicles are often touted as disruptive
technologies, but most of the technologies they integrate
rely on past innovations related to propulsion, sensoring
and radio communications.

3.2. How best to conduct EDT horizon scanning, analysis
and assessment?

To be clear, in the defense sector the related terms “emerg-
ing” and “disruptive” technologies usually refer to a series
of trends and challenges: (1) those future technologies that
have not yet been developed, but which may have a pro-
found effect on the conduct of military operations, defense
planning, and innovation and acquisition; (2) civil innovation
and technology trends that threaten to outpace and outper-
form defense innovation patterns and fundamentally alter
defense procurement cycles; and (3) those technologies that
can be utilized to enhance the performance and endurance
of existing legacy platforms. It should be apparent that stra-
tegic foresight and trend scanning are critical components
of any viable and effective EDT strategy. Horizon scanning
allows for the identification of technological obsolescence,
as well as future technological trends.

3.3. How to shift risk perceptions in defense for the de-
velopment of EDTs?

Additionally, EDTs imply a shortening of research and de-
velopment timeframes, even if defense innovation and
procurement cycles embody long-term processes. In this
respect, there is a need to think about how the defense sec-
tor can benefit from sporadic and quick innovation lead
times in the commercial sector. Being able to profit from
and include civil innovation patterns in defense calls for a
mindset change and new strategies. This begins by casting
a wide net for potential stakeholders including commercial
firms, SMEs, research institutes, start-ups, universities, etc.
Additionally, EDTs require different risk, investment per-
ceptions, and strategies (“high risk, high return”), but these
approaches are relatively alien to the defense sector. Con-
sider that the integration of EDTs into legacy platforms may
not lead to greater performance and it is not a given that
the modernization of legacy platforms is cheaper than inte-
grating EDTs into new platforms and systems.

3.4. How to achieve an EDT “system of systems” approach
with finite resources?

EDTs should not be thought of as stand-alone technolo-
gies and systems. They are, in fact, part of a system of sys-
tems. The vast majority of EDTs are worthless without data
collection, management, and use. Data powers Artificial In-
telligence(Al)-enabled systems, but data is vital for block-
chain and automation. Any sound EDT strategy should seek
mastery of the system of systems of EDTs, but this is chal-
lenging with a finite level of financial resources. Skills and
training are vital for the development of EDTs too, and
there is under-investment in the skills and personnel re-
quired to digitalize armed forces. EDTs give the impression
that automation and Al can reduce the need for human in-
volvement, but actually the reverse is true as skills, training
and personnel retention are crucial ingredients for innova-
tion and strategic effect. A finite level of resources also im-
plies that technological prioritization is required, but this
could undermine a system of systems strategy.
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3.5. How to safeguard against non-European EDT strate-
gies and uses?

Al is a specific EDT that requires a “whole of society” ap-
proach. Al raises questions of ethics and law, and questions
of human responsibility and liability are important. There
are calls to ensure that EDTs respect European values and
rules, but there is less clarity about how actual and poten-
tial adversaries will employ EDTs in a military context. This
places a strategic burden on Europe: EDTs may be applied
to enhance the effectiveness and performance of military
operations, but there is a need to also invest in EDTs that
provide a deterrence effect and countermeasures against
adversaries that may not “play by our rules” Such develop-
ments are already visible in the area of cyberdefense and
the use of predictive Al. Greater intellectual investment is
needed in understanding the balance between the control
and development of EDTSs.

3.6. How to achieve a credible overarching EU strategy
for EDTs and defense?

An overarching strategy for EDTs and defense in the EU is
absent. What exists today is a patchwork of different strat-
egies (i.e. industrial strategy, digital services/markets acts,
data strategy and Al strategy) that do not comprehensive-
ly address the defense angle of EDTs. In the context of the
European Defense Fund, both DG DEFIS and the Europe-
an Defense Agency are engaged in investments in EDTs for
military purposes, and the European Commission has de-
veloped a synergies action plan for civil, space and defense
industries in order to capitalize on EDTs. Without an over-
arching and coherent EU strategic vision for EDTs and de-
fense, however, industry and military planners alike will be
sent mixed and possibly lukewarm signals. Financial re-
sources and investment are the bedrock of technological
sovereignty, but an ambitious strategy that prioritizes in-
vestments and challenges political taboos is sorely needed
today. The EU’s added value is in connecting various policy
domains and this should be the case for EDTs and defense.

3.7. How can EU defense capability development process-
es integrate EDTs?

The emergence of EDTs poses questions for the EU’s cur-
rent system of defense capability development. The Euro-
pean Defense Fund offers financial incentives to invest in
disruptive technologies, but only a handful of PESCO proj-
ects address EDTs directly. The European Defense Agency
has developed new initiatives to give greater clarity to the
Capability Development Plan, including the Strategic Con-
text Cases and the Overarching Strategic Research Agenda.
However, there is a need to consider how EDT scanning and
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assessment can be better hardwired into EU processes. The
development of technology roadmaps could help provide
greater clarity, prioritization and strategic direction for the
development of EDTs in defense. Beyond roadmaps, howev-
er, there is also a need to better connect discussions about
EDTs with the operational needs of military planners and
operators - there can be a gap between technology-centric
and capability-centric understandings of capability devel-
opment. There could also be scope to better integrate EDT
considerations within military scenario planning and exer-
cises: EDTs can be threats in their own right or aggravate /
alleviate existing crisis and conflict trends.

3.8. What role for defense in protecting critical digital
and physical supply/infrastructures?

The development of EDTs also connects to critical supply
and critical infrastructure protection - without a secure in-
frastructure, certain EDTs cannot function properly or are
open to hostile manipulation. If technological sovereign-
ty means anything, it implies Europe’s ability to master and
control critical economic and industrial interdependences.
Achieving technological autarky may be impossible or un-
desirable, but critical supplies (e.g. rare earth minerals) and
sophisticated EDT enablers (e.g. semiconductors) are a key
vulnerability for Europe. There is a strong case for lower-
ing Europe’s dependences in these key critical domains by
boosting manufacturing capacity and know-how in Europe.
Additionally, the digitalization of the European economy is
dependent on the safe and proper functioning of key phys-
ical infrastructure such as space systems, submarine cables
or supercomputing and data processing locations. A chal-
lenging question is what role (if any) armed forces could
play in protecting critical physical infrastructure.

3.9. How to enhance EU-NATO complementarity
on EDTs?

The NATO alliance increasingly sees itself as a “transatlan-
tic forum” on EDTs. This aim has been stressed during the
NATO 2030 reflection process. NATO fears that EDTs are
proliferating into the hands of adversaries, and this is erod-
ing the alliance’s military-technological superiority. NATO
also recognizes that the growth of EDTs poses a risk with
regard to alliance cohesion because unequal development
and ownership of EDTs can lead to lower interoperability
and higher technology gaps. While the alliance has a prov-
en track record of developing standards, NATO has neither
the financial resources nor regulatory power to take a com-
prehensive lead on the question of EDTs. This situation has
even given rise to new ideas such as a NATO Innovation
Fund and the Defense Innovation Accelerator for the North
Atlantic (DIANA).? There is certainly scope for more EU-NA-
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TO common engagement with the strategic challenges and
opportunities that could emerge due to EDTs. In fact, the
EU’s Political and Security Committee and the North Atlan-
tic Council met in March 2021 to discuss EDTs.

3.10. Technological sovereignty in a transatlantic context

The development of EDTs touches on the sensitive issue of
industrial competitiveness. Technological sovereignty im-
plies mastery and control of technology. This is certain-
ly the case in the United States, where two early Executive
Orders under the Biden administration target domestic
technological competitiveness (“Buy America”) and global
critical supply chains. There is a fear that promoting EDT
uptake within NATO is a way to enhance the competitive-

4. INPUT PAPER
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ness of American firms that develop EDTs; the US already-
has a comparative advantage in many critical technology
sectors. A key question for the EU then, is how to engage in
a transatlantic dialogue on EDTs without harming its own
industrial competitiveness or control over critical technol-
ogy sectors. Proposals such as the EU-US Trade and Tech-
nology Council or the EU-US Defense Dialogue could help
to work out differences over regulations, standards, extra-
territorial measures, forced transfers of technology, and in-
tellectual property rights.?

WHAT TECHNOLOGICAL PRIORITIES FOR EUROPE’'S STRATEGIC AUTONOMY?

By Andre Loeskrug-Pietri, Executive Chairman, Joint European Disruptive Initiative (JEDI)*

New technologies are steadily changing the way we work,
travel, communicate and relate to each other. They also ex-
ert a major influence on the strategic autonomy of state ac-
tors - that is, the ability to freely take decisions and actions
in an interdependent world without being subject to foreign
interference.> We need to recognize the radical challenges
posed by the adoption of emerging technologies by organi-
zations or states trying to undermine or threaten the Euro-
pean Union, its citizens, or its way of life, and their ability to
have an asymmetrical and highly destabilizing impact.

In a world characterized by a high level of global economic
interdependence and by the importance of scale, the coun-
tries of the old continent can only prevent these emerging
threats by working at the European level. European strate-
gic autonomy in critical technologies refers to the ability of
European actors to own a degree of control over strategic
technologies, i.e. technologies that already or soon will play
a critical role in the functioning and resilience of our econ-
omies and societies. This also includes technologies that
may have a significant impact on our political models, insti-
tutions, and values.

Owning a degree of control does not automatically imply
that Europe should replicate and develop a whole industry
around each of these technologies. Nor should strategic au-
tonomy in critical technologies be understood in absolute
terms. Rather, it should be understood as a flexible con-
cept, as a capability that actors can and must extend as far
as they can to increase their freedom of decision and action.

European strategic autonomy in critical technologies starts
with identifying them. The following selection of three
technological categories on which Europe should focus its
efforts is proposed: (1) critical infrastructures, (2) strategic
technological sectors, and (3) selected key technological
bricks (“pillars”) without which a sufficient degree of con-
trol over infrastructures and technological sectors cannot
be achieved.®

4.1 Critical infrastructures
The first fundamental pillar of strategic autonomy is the con-

trol, protection, and strengthening of our critical technologi-
cal infrastructures.
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Submarine cables: Submarine cables use fiber-optic tech-
nology, whereby information is encoded in waves of light
transmitted by lasers across thin glass. Carrying more than
90% of international communications traffic and, as of 2017,
transporting $S10trn of financial transfers every day,” subma-
rine cables are critical to our information and communica-
tions infrastructure. Any damage to these cables would have
major consequences for telecommunications and therefore
for the economies of countries affected by a breakdown. In-
creasingly, non-state actors such as Google and Facebook
are exerting control over these cables.

5G & 6G networks: The shift of cellular communication net-
works from the 4th to the 5th (and later 6th) generations of
cellular network standards (that is, to 5G and 6G) will have a
major impact on our societies. It is estimated that 5G alone
will contribute to roughly 5.3% of global GDP growth over
the next 15 years® and reduce energy consumption across
industrial sectors by 15%.° 5G and 6G networks will be a
game changer for the competitiveness of European indus-
tries, but will also play a critical role in healthcare, ener-
gy management, and the military. Their disruptive character
makes them a strategic asset that Europe cannot afford to
not control.

Satellites: The proliferation of devices using satellite posi-
tioning systems such as GPS or Galileo, the development of
space imagery services for defense and industrial use, and
the vital role of telecommunications are increasing our de-
pendence on satellites. Thus, their protection is of great
strategic importance. Europe faces two main security chal-
lenges related to satellites. The first relates to protecting
them from the growing risks of collision with space de-
bris, while the second relates to potential crisis situations
in space. By successfully conducting an anti-satellite missile
test on 27 March 2019, India became the fourth country ca-
pable of destroying an enemy satellite, after the US, Russia
and China.'” Other coercive actions that could be conduct-
ed in space include blinding or obscuring the sensors of an
observation satellite, jamming or intercepting a communi-
cation satellite, using a space maintenance device to dam-
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age satellite equipment, or blinding it from the ground with
a laser.

Data centers & cloud computing: The amount of data gen-
erated by human activity is growing at an ever-increasing
rate. The International Data Corporation (IDC) estimates
that the global volume of data generated by both individuals
and companies will grow from 59 zettabytes (ZB)" in 2020
to 175 ZB by 2025." For now, 90% of data generated global-
ly is stored and managed in data centers, with the remain-
ing 10% stored in devices such as smartphones and personal
computers. While the growth of the Internet of Things and
of “edge computing” will decrease the importance of cen-
tralized data centers, an issue of particular importance for
European strategic autonomy is their location, which deter-
mines the legal regime that applies to the data they store
and thus our degree of control over them.

High Performance Computing: Increasingly, supercomput-
ers are needed to harness big data and facilitate scientific
discoveries that need large computational efforts, such as
cryptography, materials science, artificial intelligence tech-
nologies, and climate modelling. Thus, they can be consid-
ered a strategic resource for research performances and
competitiveness.

Critical energy grids: Energy grids are critical for the dai-
ly functioning and resilience of our societies. As the 2015
hacking of the Ukrainian power distribution grid clearly
demonstrated, the main concern for this type of infrastruc-
ture relates to the cybersecurity threats that arise from the
increasing digitalization of European energy systems.

4.2 Strategic technological sectors

Technologies are evolving at an ever-faster pace. It is there-
fore critical to identify the main sectors where disruption
and technological acceleration are most likely to occur and to
have a major societal, economic and strategic impact.

Artificial intelligence (AI) systems: Al systems technology,
“gpecially deep learning, is undoubtedly the field that has
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seen the most substantial advances in recent years, main-
ly thanks to the increase in data and computing capacities,
and the improvement of algorithmic and learning tech-
niques. Due to their consequences and pervasiveness, Al
systems and related technologies are critical for the strate-
gic autonomy of Europe. They have met the conditions for
a qualitative leap in many areas of human activity. By 2030,
for instance, Al-powered technologies could increase labor
productivity by an average of 30% compared with 2015,"
and contribute $15.700 trillion to the global economy.!

Information and communication platforms: Information
and communication platforms, and more specifically social
networks, have fundamentally transformed the way we in-
teract with others and inform ourselves, as well as our con-
sumer behavior. A 2019 survey conducted by Eurobarometer
in 34 countries (including all 28 EU member states) indi-
cated that 64% of Europeans used social networks once a
week, and 48% used them every day or almost every day.
This number rose to 87% for the 15-24 age group, suggest-
ing that the importance of these communication platforms
will rise in the near future.” As highlighted by the Cam-
bridge Analytica affair, the impact of these platforms on cit-
izens’ perceptions, on the formation of public opinion, and
on our democratic life should not be underestimated.

Face recognition and contact-tracing systems: While Eu-
ropean societies are understandably anxious about surveil-
lance technologies, they may also have societal benefits.
These benefits will not be restricted to law enforcement,
but spread to other sectors such as healthcare. Con-
tact-tracing applications, for example, are considered to
have played an important role in limiting the Covid-19 ep-
idemic in South Korea.! Face recognition can also be used
to track a patient’s use of medication, support pain man-
agement procedures, detect genetic diseases and support
impaired individuals. State actors have expressed growing
interest in these technologies. The Al Surveillance Index de-
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veloped by the Carnegie Endowment for International Peace
identifies at least sixty-four countries that are incorporating
facial-recognition systems into their Al surveillance pro-
grams, the majority of them being advanced democracies,
including seven EU member states.!

Quantum technologies: Quantum technologies will revo-
lutionize the way we perform information computing ac-
tivities, which are currently based on the binary logic of
Boolean algebra. The quantic paradigm is expected to pro-
duce exponentially more efficient algorithms for solving im-
portant classes of problems,? to enable the development of
very accurate sensors, and, together with quantum cryp-
tography, to improve the security of our communications.?

Genomic technologies: So-called living technologies
may have the greatest impact of all over the next century.
Gene-editing technologies such as CRISPR/Cas9, whose
developers were recently awarded a Nobel Prize in Chem-
istry, is particularly powerful, as are gene drives. Each of
these tools can dramatically modify a gene pool, including
genes responsible for malformations and serious diseas-
es.” The potential of RNA messengers has been highlight-
ed by the Covid-19 pandemic, and may disrupt the way and
the speed with which we develop new vaccines.” Genomic
technologies will significantly change health management,
disease diagnosis, and treatment. Their high disruptive
potential and the bioethical questions arising from their
use mean they are of strategic interest to Europe and its
populations.

Clean energy: One of the most pressing challenges faced
by our societies today is to limit global warming. To achieve
this goal, the production, transportation, distribution, and
use of clean energies - that is, energies that do not emit
greenhouse gases (GHG) when in use, and which are pro-
duced through non-polluting methods - will be absolutely
critical. Beyond their immediate interest for decarboniza-
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tion, clean energies can also be a strategic asset, an oppor-
tunity to increase European energy autonomy.

4.3 Technological pillars

Not all technologies have the same importance. In order to
remain technologically sovereign, Europe will need to mas-
ter the most critical technologies, those which are at the core
of several sectors and have the biggest strategic and econom-
ic impact. Focus and significant investments will be required.

<10 nm semiconductors: Semiconductor-based devices are
the components of our information-processing systems.
They are used everywhere, from high-performance com-
puting systems, connected devices, cars, and smartphones
to the infrastructure of our communication systems.

Al accelerators: One of the essential technological pillars of
Al development is an Al-specific class of computing hard-
ware known as Al accelerators. The last decade has seen the
rise of these devices, especially Graphics Processing Units
(GPUs) and Application Specific Integrated Circuits (ASICs)
such as Google’s Tensor Processing Unit (TPU).*

5G antennas: 5G antennas, known as small cells, are critical
for the effective deployment of the 5G network. They act as
the low-powered access point connecting mobile devices to
broader cellular networks. One of the advantages of these
small antennas that, unlike 4G macro cells, they enable the
densification of the radio access network. This leads to in-
creased performance in terms of coverage, capacity and
quality of service, especially in dense urban areas.”

Natural-language processing (NLP): Natural language pro-
cessing (NLP) refers to a set of tools which use Al to enable
information-processing systems such as computers to au-
tomatically recognize, understand, interpret and alter hu-
man language. This has enormous implications in terms of
development of autonomous systems and decision-making,
be it in healthcare, industry, energy, or the defense sector.
Through its ability to automatically extract information or
to recognize what is expressed in a comment or sentence,
NLP will bring about a strategic shift in the ability of ac-
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tors to take informed, real-time decisions and understand
situations.?®

Al-powered cybersecurity protocols: Al algorithms can
greatly benefit the cybersecurity of information and com-
munication networks on four levels: (1) the use of biometric
log-ins instead of passwords; (2) earlier and faster detec-
tion of cyberthreats and malicious activities; (3) continu-
ous updates on the evolution of threats through monitoring
and analyzing cyberspace; (4) strengthening cybersecurity
capabilities by adapting the authentication framework and
blocking access for users exhibiting suspicious behavior.’

Next-generation batteries and green hydrogen-related
technologies: Electricity and hydrogen produced by renew-
able energy sources are considered by many observers to
be among the best solutions for decarbonizing our societies.
Both batteries and hydrogen offer means of storing, trans-
porting and even using the energy produced by renewable
sources. Indeed, one of the shortcomings of wind and so-
lar energy is that they are intermittent, making energy stor-
age solutions such as hydrogen and batteries necessary for
their wider adoption. In terms of transport and end-uses,
both electric batteries and green hydrogen - that is, hydro-
gen produced by electrolysis powered by renewables - are
considered to be important and complementary solutions
to decarbonize hard-to-abate sectors. Green hydrogen and
its derivatives (ammoniac or synthetic fuels), are also con-
sidered powerful alternatives to fossil fuels in several indus-
tries, as well as in the heavy aerial, maritime and terrestrial
transportation sectors.?

4.4 Conclusion

The concept of “critical technologies” is pervasive, cov-
ering a wide range of technologies used in sectors from
healthcare to industry, and even in the decarbonization of
our societies. It is also a concept in constant evolution; the
technological sector is evolving at an ever-faster pace, gen-
erating new ideas and paradigms that we could not have
imagined.

Europe has a great number of assets, and true potential in
several of the strategic technologies discussed above. It has
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very strong research and development activity in the quan-
tum and green energy technological sectors, is the home of
world leaders in 5G, is the most advanced continent in the
field of robotics, and is a global space power. But despite
these advantages, it remains significantly dependent on the
United States and, increasingly, on China for most of its
critical digital infrastructure, be it data centers, cloud com-
puting, information and communication platforms, or even
supercomputers, Al and autonomous systems, synthetic bi-
ology, or submarine cables.

In order to tap into its full potential, protect its assets, and
gain true geopolitical influence, Europe needs a signifi-
cant political push, and a revolution in terms of its mind-
set. Progress cannot be achieved without the adoption of a
strategic perspective on the technological sector. Acknowl-
edging the urgency of the situation, the new Commission
has made several steps in this direction. While these ef-
forts have been appreciated, they remain too small or too
slow relative to the “warp speed” with which technology is
evolving.

The true challenge for Europe lies in the need to achieve
significant progress to reach scale through the completion
of digital single markets in technology and the digital space,
as well as dealing with inefficient funding mechanisms that
sometimes rely more on the logic of “spray and pray” than
on focused and result-driven approaches. This is com-
pounded by an overall absence of independent impact as-
sessments for policies, preventing agility and improvements

A lack of cohesion and cooperation among EU member
states, as highlighted in the fields of Al, quantum or hy-
drogen, where most member states have their own strate-
gies, hinders the EU’s capacity to anticipate at a time when
it is imperative for it to focus on the next big things: on the
strategic issues of the near- and medium-term future rath-
er than the battles of the past. Cutting-edge technologies
based in Europe cannot be developed without the scale of
the Single Market. And European strategic autonomy can-
not be achieved without strong capabilities in the cut-
ting-edge technologies that will shape the future.

Innovation means moving fast, and its key success factors
are foresight, agility and speed. This is what the EU will
need if it wants to keep up in the technological race of the
21st century.
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